Security Automation Workshop 2014 —
Minutes

o Theintent of this workshop was to gathertogetherindividuals from industry, standards bodies,
and governmentto engagein anopen and honestdialogue about Security Automation activities,
standards, and technologies. One of the main goals was to gain a shared and more complete
understanding of the issues and challenges faced across the the Security Automation community.
The individuals that attended the event represented only themselves as subject matter experts
with experience in the field and a necessary perspective to share. At no time did they speak as
official representatives fortheir organizations.

e Dueto theintentional “conversational” environment of this workshop, the terminology used in
somecases was notthat which would be used in a more formalsetting. As such, please know
that the items captured in this document were written to reflect more of the idea orintent
represented by the words used and not the exact statements made by participants. In many
cases, multiple statements are consolidated or summarized into a single thread/item. Lastly,
sometimes terms were used to represent a concept and not necessarily a literal idea. In those
instances where there was no easily derived phrase to use in lieu of the original phrase, the
phrase s presented in quotations. Forexample, when it was suggested that someone “stand up
a server”, the intent was to indicate that an authoritative information resource be established
and managed.

e The action items identified during the minutes were derived from the conversations and were not
items that any one individual committed to executing, nor were they agreed to explicitly by the
group.

e The presenters did not review these notes prior to distribution. The presentations have been
summarized by the MITRE staff to capture the important points that were directly associated
with the follow on discussion. Thesummary is notintended to be a comprehensive
representation of the slides.
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Introduction

The Security Automation Workshop 2014 was held from August 26™ to August 28" at MITRE’s McLean,
VA location. The meeting was jointly organized and facilitated by representatives from the Department
of Homeland Security (DHS), the National Security Agency (NSA), and the National Institute for

Standards and Technology (NIST). The eventfocused on the next generation of security automation
efforts and standards, including the ongoing efforts in the IETF* SACM? Working Group.

The registration forthe eventtotaled 69 attendees with an estimated 55 registrants attending each day.

These notes capture the mostimportantaspects from each of the three days of the event. The readeris

alsoencouragedtoreview the accompanyingslides foreach of the sections where possible, in orderto
geta betterunderstanding of each presentation and the ensuing discussion.

DayOne-The Context

Introduction

Three U.S. Government representatives provided insight into the different programs they use to address
the Continuous Monitoring challenge. The presenters supplied theirtop challenges to help drive security
tool improvements. The DHS Continuous Diagnostics and Mitigation (CDM) program aims to automate
risk posture assessmenton federal networks by identifying defects in assets such as devices, software,
accounts, etc. These defects get reported through aseries of dashboards using SCAP? standards where
available. The DISA Continuous Monitoring and Risk Scoring (CMRS) program has similar
data/information requirements, along with aneed to express operational context forall assets. CMRS
can provide countermeasures or vulnerability-patch correlations to automate security decisions. Lastly,
NIST’s National Vulnerability Database (NVD) * provides a standardized view of automation reference
data. This data includes checklists for configuration guidance, the official Common Platform
Enumeration (CPE) dictionary, and Common Vulnerabilities and Exposures (CVE) metadata.

Details

CDM and CMRS aimto provide a single view of all systems on theirrespective networks. The common
issues seen among CMRS and CDM programs involve too much information being collected in different
formats, and too much manual interaction. Despite being collected in an automated fashion, controls-
based guidance might not have the same impactfor one systemasit could for another, and likely
requires manual tweakingto provide machinereadableformats. Furthermore, the variety of sensors

deployed do notall report consistent names for software installations. Formats such as the CPE
dictionaryin NVD are useful butinadequate to provide astandardized name.

Important talking points brought up during the presentations are listed below:

Internet Engineering Task Force (https://www.ietf.org/)

Security Automation and Continuous Monitoring (https://datatracker.ietf.org/wg/sacm/charter)
Security Content Automation Protocol (http://scap.nist.gov/)

National Vulnerability Database(http://nvd.nist.gov/)

S W N e
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e Multiple presenters agreed on the difficulty in correlating different softwareinventory solutions.
0 One possible solution would be to all use one tool, but this would be impractical given
the variety of environments and platforms to evaluate.

e Onepresenternotedthat CDM needs abetterway to handle hardware inventory, particularly in
identifying endpoints. Once this has been established then “people information” would be
included for contextual purposes.

0 “Peopleinformation” answers questions such as who mightbe responsible for
configuring, defending, or patchinga system.

e Several peoplelamentedthat there are too few automated STIGs® from the Defense
Information Systems Agency (DISA)and USGCB® baselines from NIST.

e Both presenters explainedissues with circumventing information overloading. Due to the
volume of information being collected only failed checks are returned.

0 Insome cases, these results sufferfrom the dashboard user not knowing whether the
failed check was due to notbeingapplicable or not being checked.
0 Themainissueisinsufficient metadataabout cause of failure.

e Endpointidentification must be greatly improved.

0 Some attendeeswouldliketosee anindustry standard emerge inthis area. Presently
some toolsassume two IPs are the same endpoint, which may not be the case.

e Despite managingdifferent programs, the different presenters agree that any solutionsfor CDM
should alsowork for CMRS.

e There wasa commenton how the correlation of CVEs to CWEs and to CPEs is time consuming.

0 Oneattendee wishedto see this become crowd-sourced.
e Currentsoftware inventory reporting does not account for bundled software/libraries.
0 Theexample of OpenSSLwas provided, where one would need to know all instances
where thatlibrary was used or had copied code.
= The purpose forwhich bundled code is utilized is also useful for determining
risk. It could be possible to use something like OpenSSLforencryption but not
communication.
0 People werestill eagerto pushthe creation of reliable metadata onto the software
providers to better understand such bundled or statically linked libraries.

o The NVD hasbeen experiencingavariety of issues relating to generation and distribution of
content.

0 Automationguidance and CPE creation are laborintensive processes.

0 Sometimesdifficulttolinkto a patch for a particularvulnerability.

0 Distributionislimited to manually accessingawebsiteto selectthe correct guidance.
= Repository protocols could address this.

e One presenter pointed outthe lack of tools and editors to deal with these complex formats.

0 Most solutions handle the simple cases but cannot handle advanced ones.

e Some attendees perceivealack of a professional community (in the domain of security

automation standards, tools and practices) for vettingideas and tuning business logic.

> Security Technical Implementation Guides (http://iase.disa.mil/stigs/Pages/index.aspx)
® United States Government Configuration Baseline (http://usgcb.nist.gov/)
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e Software inventorytoolsandvulnerability scanners (and associated standards) do not scale well
to millions of endpoints. Tools and standards cannotassume that it is feasible torun hundreds
of thousands of tests on each endpoint, dosoregularly, and transportall that data

straightforwardly over the network to a central repository. Scalingissues need to be considered
at the very beginning of tool/standard design activities.

Community Action Items
e Research crowd sourcing capability for CVEto CWE mapping.

e Research crowd sourcing capability for CVEto CPE mapping.
e Research betterauthoringtoolsforsecurity automation dataformats.

Introduction

This session focused on commercial industry’s view of continuous monitoring, covering the current
landscape and the outstanding challenges. The session had three sections, with three different
presenters. The three continuous monitoring topics covered conventional endpoints (e.g. servers and

workstations), infrastructure endpoints (e.g. switches, routers, etc.), and mobile endpoints (e.g. cell
phones).

Discussion was held onvarious topics throughout the presentations and Q&A sections.

Details
The following high level points were noted:

e Thesecurity automation community is poised to take critical next stepsinrefining extant
standards to be more industry- and user-friendly. Current “standards” often reflect “drafts”
which became “final” before they weretruly ready.

e Some membersofindustry found the CAESARS’ architecture to be very helpfulin moving the
conversation forward.® CAESARS indicated thatthe U.S. Government needs were very similarto
the needs of industry’s other customers.

e Theinteraction pointsorinterconnects between different functional capabilities within the
current continuous monitoring framework (CAESARS) are poorly defined or missing entirely.
Thisis one of the primary areas of concernto vendorsinthe space.

e [tisimportantto balance the existing, short-term operational needs with longterm
standardization efforts like SACM. Alsoitisimportantto realize that multiple venues may be
appropriate forthese efforts.

e Several attendees asked about the line between proprietary, premium contentand community
shareditems, specifically asking how itis determined what contentis shared and what content
isnot. The responsessuggestedthatthereisnoclearline, butratherwouldvaryfrom case to
case. Allseemedtoindicatethatsome sharing was desirable and encouraged. Vendorsand

’ http://csrc.nist.gov/publications/drafts/nistir-7756/Draft-NISTIR-7756_second-public-draft.pdf
8 see http://www.dhs.gov/continuous-asset-evaluation-situational-awareness-and-risk-scoring-reference-
architecture-report.
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othercommercial entities must strike a careful balance between being good community
members and exercisingand actingin the bestinterest of their stakeholders.

e Thespeakersall suggestedthat betterstandards for both protocols and data exchange were
needed and were critical to the security automation space as a whole.

e |t was notedthatmany non-U.S. Government customers are happy with SCAP asit is, including
international customers.

e Onespeakerfeltthatthe emergingthreat standards (STIX®, TAXII'®, IODEF ", etc.) need to be
betterintegrated with othersecurity-related standards to support the full threatlife cycle.

e SNMP"and NETCONF"* were offered as potential ways to provide posture attributes for
networked devices. Both have limitations, but can provide importantinformation. There were
several attendee questions on the specific capabilities of SNMP and NETCONF as well,
highlighting some of the limitations, including lack of hardware posture information, assessment
capabilities, and lack of policy and remediation features.

0 Generallythe attendees agreed that SACM must address infrastructure/networked
devices.

o Attendeesasked generally aboutrolesand responsibilities with respect to posture assessment
for both networked and conventional endpoints, with akeyfocus on limiting the required effort
on the end user. This was a point of conversation across the eventand the group generally
agreedthat ease of use for end usersiscritical. Additionally, attendees suggested that solutions
alsoneedto be clearly communicated and standardized where possible and valuable.

e MDMs™ are centralized locations for collectinginformation about mobile devices, but have
limitations. Specifically, the devices do not necessarily have to remain configured inthe way the
MDM dictate and there also needsto be a way to handle unmanaged devices in some cases.

0 Workingwith MDM vendorsis challenging. These vendors don’t make use of standards
when providing configuration information and are not currently motivated to engage
with security automation stakeholders. They also do not necessarily provide
information toend usersvery easily and notall of the information required is available
fromall MDMs.

0 Several attendees have tried to write content against MDMs, but have foundittoo
challengingto be successful at this point.

0 There are data freshnessissues with MDMs—they cannot always tell when agiven
mobile device attribute was checked, orwhen an action was taken.

e Alarge customerorganization has looked previously at the challenges associated with assessing
the security posture of mobile devices, and found the effort to be very difficult. The effort has
since been significantly scaled back due to this.

% Structured Threat Information eXpression (https://stix.mitre.org/)

19 Trusted Automated eXchange of Indicator Information (http://taxii.mitre.org/)

1 IncidentObject Description Exchange Format (http://www.ietf.org/rfc/rfc5070.txt)

12 Simple Network Management Protocol

13 Network Configuration Protocol (http://tools.ietf.org/html/rfc4741)

* Mobile Device Ma nagement (http://en.wikipedia.org/wiki/Mobile_device_management)
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e Some attendees asked aboutthe need forthe assessment of unmanaged devices. Itwas
pointed outthatunder FISMA, all devices thattouch a network must be understood, including
unmanaged devices thatare allowed any network access.

e Several attendees mentioned thatthe key for dealing with mobile devices seems to be the data
that ittouchesand by using properaccess controls, one should be able to better manage these
devices.

0 Onecounterto this was that the musicand movie industry have struggled with thisand
should be used as a cautionary tale.

0 Theabilitytodelete datawhenlost was also mentioned as something that could help.

0 Finally, itwas noted thatso far all efforts to manage the data with respectto mobile
devices hasfailed.

e Patch managementis performed centrally for mobile devices by software that has been recently
shownto beinsecure. This posesasignificantriskaswell.

e Oneattendee added ageneral commentthathistorically with the Open Vulnerability and
Assessment Language (OVAL) we have tried to getas close to the trusted root of information as
possible and that with many of the more recent topics we have pushed furtherand furtheraway
from that trusted root (MDMs beingthe latest example of this.). This, along with OS
fragmentationin the mobile space, makes this harderand harder.

Community Action Items

e Betterstandardization supportfor mobileworkforce is required to handle changing enterprise
landscape.

General SACM Introduction

Introduction

The SACM Working Group (WG) isan IETF WG chartered to develop aset of standards to enable the
assessment of endpoint posture. This effortincludes standards forinteracting with repositories of
contentrelated to the assessment of endpoint posture. The SACMWG represents the evolution of the
existing SCAP specifications as well as the development of new specifications and protocols to build on
the past work by the community to develop international standards that are both scalable and
sustainable. Thissession was intended to provide the attendees with background on the formation of
the SACM WG, what the WG is trying to achieve, an update onthe WG’s activities (past, current, and
future), aswell as a call for participation by the broader security automation community.

Details

o A briefhistory of how the SACM WG came into existence was presented. Asthe security
automation community matured, it became clearthat SCAP needed to evolve and move into an
international standards organization toincrease adoption and guard against the development of
multiple competing standards and ended with the chartering of the WG in 2013.

e The SACM WG has involvement from a number of organizations from both industry and government
including Avaya, Cisco, DHS, Juniper, MITRE, NICT, NIST, Oracle, ThreatGuard, Tripwire, US CERT, and
Goldman Sachs among others.

o The WG is expectedtodevelop aninformational architecture document as well as standards track
information models and dataformats for configuration and policy information, driving collection
and analysis, and expressing posture information.
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0 Theterminology and use cases documents have been adopted by the WG. The terminology
document will likely continue to getrevised, but, the use cases documentis nearly ready to
be submitted tothe Internet Engineering Steering Group (IESG).

0 The WG is alsoworking on five individual submissions: (1) requirements document, (2)
architecture document, (3) Extensible Messaging and Presence Protocol (XMPP*)
Extensions forUse in SACM Information Transport (XMPP-Grid), (4) SACM Information
Model Based on the Trusted Network Connect (TNC), and (5) the Information Model for
Endpoint Assessment standards track documents that are currently undergoing further
development.

e Oneattendee askedfor clarification on the difference between an IETF informational draftand
standards track document forthose in the audience that may be unfamiliar with documentsin the
IETF. Informational drafts are meantto assistthe readerin understanding why somethingis being
done or to examine somethingin greater detail whereas standards track documents define
specifications and protocols that the WG wants to standardize.

e An abstractview of the SACM use cases was presented which breaks the work downintofive
components.

0 Express:the ability to defineand publish collection and evaluation guidance as well as the
abilityto query and retrieve posture attribute datafrom endpointsinan enterprise.

0 Scope:the abilitytodiscover, characterize, and targetendpointsinan enterprise.

0 Collect:the ability to acquire and collect posture attribute datafrom an endpoint.

0 Evaluate:the ability toacquire and query evaluation guidance, detect changesin the
posture attribute dataforan endpoint, and evaluate the current state of an endpoint
againstsome evaluation guidance.

0 Common Communication Infrastructure:the ability to transmitrequestsand datain a
standardized way facilitating transportinteroperability. This areahasn’tbeen addressed in
SCAP, butneedsto be addressedinthe future.

e Oneattendee askedifthere wasan obligation orrequirementinthe charterto provide enough
information to supportstandardized evaluation results or if the WG was bound to work within the
Express, Scope, Collect, and Evaluate components. The speaker explained how it was still to be
determined whetherornotthiswork isinscope for the charter, but believes that standardized
resultsisimplicitly required.

e Anotherattendee asked how the SACMgroup planned to authenticate participantsthatare sending
and receivinginformation. It was explained that XMPP-Grid includes PKl and manages
authorizations. It was also noted thatthere will be a need to carry out certificate revocations.
While those details haven’t been worked out yet, it was pointed out that these things have been
wellthought outin otherdomains and should reference existing specifications where possible and
only develop new ones where thereare gaps.

e Aspeculativetimeline was provided forthe WG’s activities moving forward.

0 2014: finalize the requirements document and adopt the architecture and information
model documents.

1> http://xmpp.org/
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0 2015-2016: develop specificdatamodels and architectural interfaces.

0 2017: start the nextiteration of the security automation work (e.g. remediation, etc.).
A question was asked about whetherornot proprietary protocols were supported in addition to the
protocols that SACM may mandate. It was explained thatthe WG will have protocols thatare
mandatory to implement, butthat would not preventvendors from using othertransport
mechanisms beyond whatis mandated. Anotherattendee explained that the IETF doesn’t mandate
anything, support of a particular RFC defined by IETF is up to individual organizations.
Anotherattendee explained that SCAP vendors already have ways to transport data and that we
wantto supportinteroperability amongdifferentvendors. Giventhis, there needsto be asuitable
transition forvendor products.
One attendee noted that the security automation efforts need to evolve organicallyinthe
community (SACMis this place to do this) to keep pace with the rapid changesinthe security space.
Community participationis critical to ensure thatimplementation is feasible and that the needs of
the organizations are satisfied. The security automation communitycannot have the U.S.
Governmenttellingindustry what standards they need to develop and support. An attendee asked
why “Define” wasin the Express component of the abstract view of the use cases. It was explained

that organizations need to define the information that they wantto expressinthe guidance that
products will be able toleverage.

Community Action Items

e Review working group documents to determine if they fit the needs of your organization *°

e Joinand participate inthe SACMWG e-mail list'” and attend meetings (face-to-face meetings,
virtual interim meetings, etc.)

Other Standards Efforts

Introduction

The primary focus of these sessions was to provide background on the Endpoint Compliance Profile
(ECP), Network Endpoint Assessment (NEA), Interface to Metadata Access Points (IF-MAP)and the
Extensible Messaging and Presence Protocol (XMPP) efforts to the broader security automation
community. Furthermore, the sessions were intended to show how these other standards efforts
complemented existing SCAP standards, and to highlight any points of contention so that SACM can
learnfromthe development of these efforts.

Duringthese sections, agood deal of discussion occurred. The following capturesthe mostimportant
topics discussed foreach section:

Endpoint Compliance Profile
Details

o Under the aegis of the Trusted Computing Group (TCG), the Trusted Network Connect (TNC) WG

developed ECP whichis a set of schemas and protocols that help one discover what endpoints

16 https://datatracker.ietf.org/wg/sacm/documents/
v https://www.ietf.org/mailman/listinfo/sacm
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are on a network, what those endpoints are running, and whether or not they are compliant
with the specified policy.

o Vulnerability alerts are published by software vendors and patches are released, but
determining what software is running on the vast range of endpoints on an organization’s
networkis still avery difficult task. Often times, system administrators don’tknow all the
software thatisrunning on endpoints oreven all the endpoints on the network.

e Software identification'® (SWID) is an XML-based standard for expressinginformation about
software (name, publisher, version, patch level, etc.) and can help towards enabling system
administrators to know what software isinstalled on an endpoint because they provide a
common formatfor thisinformation as well as documented locations where they can be found
on an endpoint. (NB: the SWID tag standard has been developed separately within the
International Standards Organization, as ISO/IEC 19770-2.)

o The TNC architecture provides astandardized way of transferring SWID data so that it can be
usedto do things like storing SWIDs in a Configuration Management Database (CMDB),
determine compliance with the specified policy, and identify vulnerable software on an
endpointamongotherthings.

e ECP reliesheavilyonasecure device identifier. The TCGis currently workingto define whata
secure device identifierwould be.

e The presentergave a quick overview of the TNCarchitecture andits different components.

e Oneattendee explained how many of the standards produced by the TCG have been submitted
to the IETF and then updated to reflect the changesfromthe international community.

o The presentergave a brief overview of the TNCinterfaces as well as how the different messages
are encapsulatedin other messages for people who want a basic understanding of the low-level
details.

e Oneattendee asked if SWIDs were adequate foridentifying all software, vulnerabilities, and
misconfigurationsin software. Itwas explained how SWIDs do notsolve all problems related to
software, but can identify software installed on an endpoint, operating system, patch and
version numbers, etc.

e Anotherattendee asked if registration was required for SWIDs. It was explained that
registrationisn’trequired and thatan organizationisin control of the SWID tags in their
enterprise (e.g. can create yourown, etc.), buttools will need to puttheminthe correct
locations according to the specification, which may vary by platform.

e Ifan organizationis creatingtheirown SWID tags, there will be some maintenance thatone
must do, but SWIDs that are created and managed by software publishers are required to be
installed and uninstalled from the endpoint along with the software.

e |t was notedthatthe SWID communityis working with industry to collect feedback, andis
modifying the centralized locations for SWID tags because itdoesn’t work well forsome
sandboxed software (e.g. software that came from an app store, etc.).

e TagVaultislookingtogetSWIDs adoptedinincremental steps with trying to get software
vendorsto start publishing SWIDs fortheir new software and then SWIDs for old software will
be handled overtime.

18 http://tagvault.org/swid-tags/
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One attendee noted that one of the attractive things about SWID tags isthat itis an artifact that
can be built during the software build where most of the relevant knowledge is present. SWIDs
also address some technical challenges presentin CPEsuch as ambiguity between marketing
revision and technical revision and allowing patches to become first class citizens which can help
supportsome of the offlineanalysis processes.

A couple of attendees discussed how the SACM community needs to address virtual
environments and similar things like Linux containers as well as the network protocols to work
withthem.

The presenter mentioned thatit will be importantto have asecure endpointidentifier (TPM,
hardware, etc.) and then beingable to map observed endpointidentifiers toit.
Anotherattendee explained that though SACMis currently working on the architecture
document, it hasn’t picked specific protocols yet, despite the existence of some proposals.
What protocols that get selected will be dependent on furtherdiscussioninthe WG.
Anotherattendee noted that different organizations have different network setups and that
SACM will need toaccommodate multiple approaches.

Community Action Items

Determine whatlevel of interoperability primary source vendors are willing to supportin order
to help the community develop standards that are both scalable and sustainable.

What are the potential issues and considerations that arise with virtualized environments that
SACM needs to be aware of and take into account?

What barriers to adoption do primary source vendors face and what can be done to eliminate
them? What challenges do primary source vendorsface when tryingtointegrate SWIDs into
theirbuild processes?

Brainstorm scalable and sustainable approaches foraddressing the generation of SWIDs for
software that may nolongerbe supported by a primary source vendor or published by a primary
source vendor that chooses notto adopt SWIDs.

Have authoritative software vendors “stand up aserver” of all their SWID tags representingall
the software that they provide allowing programs like NVD to download thatinformation and
use it to augmenttheirvulnerability analysis processes and build knowledge repositories of
what files belong with what software enabling the creation of vulnerable product mappings.

Network Endpoint Assessment

Details

The IETF has previously tackled posture attributes and how to collectthem in the NEA WG,
which just concluded.

The presenter briefly explained how certain specifications and interfaces have been
standardized by the NEA WG and how there are two bindings for IF-T*° (TLS and EAP). It was
notedthat EAP can do the posture assessmentat the time of connection whereas TLSrequires
the endpointto be connectedfirst.

19 http://www.trustedcomputinggroup.org/resources/tnc_ift_binding_to_tls
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e It was also explained how much of thisinformation collected from the endpoints is sensitive and
would needto be stored and transmitted in asecure mannerand that there are many existing
protocols such as TLS that allow you to transmit this data securely. Clients onthe endpointare
critical to securely getting this information off the endpoint.

e A couple of attendeesagreed thatitwould be beneficial totry and re-use existing infrastructure
to transport SCAP data rather than creating anotherinfrastructure. Itwasalso noted thatthis
was somethingthat SACMis tryingto address and would like to gettoa pointwhere
organizations only need asingle infrastructureto support theirmanagement, incident response,
and compliance activities. This might be achieved through proxies that utilize the standardized
formats and interfaces thatare developedin SACM.

e Oneattendee highlighted the need forthe community to determine the minimum acceptable
level of interoperability to encourage primary source vendor participation; understanding that
primary source vendor participationis critical.

e An attendee asked whetherornotthere were any special considerations forendpoints
operating on other networks thatthey don’t own or endpoints accessing network resources
remotely. Anotherattendeereplied explaininghow TNCis extensibleand can be used as longas
components such as policy serverora policy decision point are availableforthe endpointto
connectto. If so,one could do the TNC interfaces regardless of where the endpoints physically
sits, acknowledging that the infrastructure is required.

o Anotherattendee noted that SACM must address unmanaged endpoints within the
architecture, because in some cases those endpoints will access enterprise resources.

Community Action Items
e It wouldbe beneficial to documentthe assumptions about who owns and manages components
inthe TNCarchitecture and the requirements so that SACM can determine where they agree
and where theydon’t.

Details

This presentation introduced attendees to the XMPP standard. This protocol has beenidentified asone
that could address the control plane requirement within the SACM architecture with respect to
endpoint communications. XMPP supports out-of-band PKl and certificate based trusted connections,
flexible APIs, and is highly scalable. Being platform agnostic, this standard is applicable to the wide range

of endpointsthat can be expected of continuous monitoring efforts. XMPP utilizes the concept of agrid
controllerto arbitrate authentication and communications.

There were several discussions that took place during this presentation that clarified the capabilities of
XMPP. Some highlevel topics are asfollows:

e Allconnectingclients needto be registered to communicate with the grid controller.
0 Thiscould be used forunique endpointidentification.
0 Policiescanfurtherdefine authorization and subscriptions for updates.

e Thestandard offers real-time updates through subscription notifications.

e Qut-of-band communications occurs through peer-to-peerdirected queries.

e The abilitytocreate grid subtopics allow for highly targeted data queries.
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0 Theformat supportsinformation such aslocationand domain.
0 These queriescan be filtered through subtopics.
e XMPP can be automatically substituted with IF-MAP standard interfaces or work off an IF-MAP
enabled network to build off othersolutions.
e It supportslarge bandwidth communications.
e SACM can helpidentify what subtopics should be defined.
e Oneattendee raisedaconcernabout XMPP beingassociated with a messaging protocol. The
speakerassured that personthat messagingis one application of XMPP.

Endpointsand Architecture

Introduction

The IETF SACMWG has created a documentthat defines the overallarchitecture that will fulfill the
requirements that have been documented and agreed upon by the group. The documentdefines high
level componentsthat need existto achieve the goals of the effort. Thisincludes Posture Assessment
Information Producers and Consumers, a Management Plane, and Interfaces that connect these
components.

Duringthis section a brief, high level overview of the architecture defined by SACM currently was
provided.

This overview was provided in orderto give the audience ashared context forthe work goingon in the
IETF SACM WG. Limited discussion occurred duringthis section, though some relevant points were
made:

o Thespeakernotedthatthe term “Management Plane” was used instead of the original
proposed “Control Plane” for no reason otherthan preference expressed by some community
members.

o There wassome discussion asto how well the defined architecture supports more complicated
use cases. Generally the attendees agreed thatthe architecture accurately reflects the way
simple assessment works, butthere was some concern that revision might be necessaryinthe
future to handle these more complicated scenarios.

Open Conversation
Introduction

At the end of the first day, there was a loosely structured open conversationintended to focus more on
some of the specificthemes that had been brought up duringthe course of the day.

Details
The followingisasummary of the conversations:

e |twas generally agreed that both a “publish/notify” model(where posture attributes are
published only as needed or when attributes change) and a “collect all” model (where all
required attributes are collected on a periodicbasis) are required. One attendeealso suggested
that broadcastand/or un-authenticated data be considered for collection as well.

e Thetopic of Endpointidentification was also discussed. There was general consensus that this
was one of the most important topics of the event.
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The central questioniswhetherornotit is possible to come up with a truly unique
identifierforendpoints. There isnoobviousanswer. Thisisanarea for more research.
The Internet of Things*®is an area that needs to be considered when discussing
endpointidentification.

The ability to (in a standard way) generate anidentifierforan endpointdynamically was
generally determinedto be important.

There is existing effortaround discovery that should be leveraged where possible.

How do we assign names to new things we discoverthataren’t already named?

e Crowd-sourced contentand related Quality Assurance (QA) was also discussed. Generally the
attendeesagreed that content quality currently is asignificant challenge, especially with free
and open content.

(0]

(0]

(0]

(0]

Most believe thatavalidation type function must existfor high quality contentto be
feasible.
Some potential issues with crowd-sourced issues were mentioned:

=  Trustissues—How to convey provenance information about content

= lack of tools— Current methods for crowd-sourcing content are email-based,

which breaks down

= Betterabilitytoshare contentis needed
Some attendees feel that crowd-sourcing content will not work and that it must be
more directly paidfor.
One general theme thatemerged during the conversation is that many non-technical
issues exist withrespectto sharing contentacross boundaries.
One attendee suggested that a central repository for SWID tags would be very helpful.

e Anothersignificanttopicduringthe open discussion was posture attributes, including what
types of attributes to collect, how to collect them, and how to associate attributes with
endpoints.

(o}

o

(0]

The general consensus was notto worry about whether attributes were ‘security-
related’ ornot until suchtime asit isimportant to make such a decision.
Several categories of attributes were identified, including characterization attributes,
targeting attributes, and configuration attributes. Whilesome overlap exists, generally
the attribute typesare:
= Configuration—those attributesthat drive settings that can change the
operation of the assetin question
® Characterization—those attributesthat provide contextthat can be relevantto
identifyingthe appropriate posture guidance of the assetin question
= Targeting—those attributesthat can be usedto determine things like
applicability and used to target an asset for assessment
The topic of Endpoint Identification needs to be solved to allow for the proper collection
of endpoint posture attributes.
= Arelatedandimportanttopicisthe ability to reconcile multiple, duplicate
endpointidentifiers. Thisisatopicthat requiresadditionalresearch.

20 http://en.wikipedia.org/wiki/Internet_of_Things
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0 Allseemedtoagreethatwhileitisdifficultand possibly impossibletoidentify endpoints
inall cases, itisstill veryimportantto collect a great deal of endpoint posture attributes.
e Some attendees brought up how existing SCAP will fitinto IETF SACM. While some of the SCAP
components may be of value to the SACM work, itis too early to know precisely how and if
things will fitinto both the Architecture and the Information and Data Models.

Community Action Items

e Considercreation of prototype “repository” for SWID tags to include identification of
mechanismsto discover, “feed”, and “consume” thisinformation.

Day Two— Software Management

Introduction

Duringthis session one of the organizers of the event gave some insight on the perspective of ClOs,
garnered from publicly availabletalks. This was provided as an aggregation of views from various
interviews and presentations ratherthan one single speaker’s opinions. Additionally, several
shortcomings were identified with some existing solutions.

Details

The chief points of concern for the typical CIO are due diligence, regulatory compliance, and fine
avoidance. The details about how software licenses and inventories are managed support those
concerns. Better understanding of both software inventory and software licensing isimportant.
Software inventory can encourage healthy networks by utilizing whitelists to block specificapplication
activity. Forthe purposes of this talk, malware is considered unwanted software.

The following talking points highlighted by the presenter were discussed:

e Propersoftware license management has the capacity to save money.
0 ltalsoensuresnounlicensed softwareis being executed on endpoints.
e Accurate software inventories have many security-related benefits.
0 The correlation of software inventory to vulnerability information such as CVE can
indicate which endpoints are unpatched.
= Oneattendee wishedto clarify that CVEs are a subset of vulnerability
information that can correlate to whatis vulnerable software.
0 Collectingthe correctinformationis difficult for open source software instances, where
a patch may be applied butthe tool may still be reporting the previous version. This
would provide afalse positive forvulnerable software when evaluated using current
methods.
0 The mapping of software inventory to specific processes on endpoints could clarify
which prohibited versions are actually running ratherthan just whatis installed.
e Existingsoftware inventory tools are mostly developed by 3 party vendors. By not being
provided by the primary source vendor, inaccurate information can be collected.
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0 Oneattendee discussedthe level of effort required to re-purpose existing sourcesinan
automated fashion.
= |AVM?! automated mappings and Microsoft security bulletin spreadsheets do
not contain all the required information for creating contentto check for
vulnerable software inacomprehensive orautomated manner. .
= Severityratings from Microsoft bulletins are forthe full bulletin ratherthan
individual software pieces.
0 For Windows platforms, registry scraping can only get some required information; not
all information may be available.
e Endpointidentificationisahard problem.
0 Oneisrequiredtoreporton all endpointsthattouchthe network, not just ones owned
by an organization.
0 Thisproblemisfurthercomplicated with new implementations of BYOD?*.
=  Some licensesforsoftware onthese endpoints could span commercial and non-
commercial usage.

Community Action Items
e Pushfor primary source vendorsto provide detailed patch and version information thatenables
accurate identification of known vulnerabilities using software inventory information.
e Look to improve mappingvulnerability and/or mitigation detection information with existing
sources used by NVD.

Introduction

The current landscape of software identification was discussed during this presentation. Additionally,
information was provided on the way SWIDs could alleviate some concerns with current solutions. The
presentertalked aboutboth challenges with usage of SWIDs and asked several questions of the
audience.

Details

No commercially available tools currently perform software inventory in a satisfactory manner. Itis
inherently ahard problem to discover what software isinstalled on an endpoint. The SWID standard
aimsto provide common data and data structures forusage, with non-profit TagVault.org actively
encouraging new organizations to adoptit. Correct software identification becomes difficult as different
tools collectin different formats, with no proven method of reconciliation. One hope forthe expanded
adoption of SWIDs is to appeal to the ClIO’s business case of saving money. Many organizational
processes require some form of software inventory such as patch or policy management, licensing, and
virus scanners. Some observed hurdles with adoption are from cultural perceptions about the standards
body offering the solution. ISO has typically provided access to their standards fora fee, howeverone
may implementthe SWID standard without needing to purchase it. Furthermore progressis being made
to address SWID interoperability requirementsin aformthat will be made publically available.

21 . .
Information Assurance Vulnerability Management
2 . .
Bring your own devices
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Some discussions and opinions on SWIDs that occurred during the presentation are outlined below:

e Most attendees agree thatthe best case scenario would be for software producersto provide
theirown SWIDs.

0 Thisis requiredforscalability and also allows the most authoritative source to provide
thisinformation.

0 Whena software publisher provides SWID tags with theirsoftware, it decreases the
value of othervendor’s proprietary software catalogs and libraries.

o The presenternotedthathavinga standard created means nothing. Itis up to the producers to
adoptand make that standard viable.

o There has been difficulty in providing SWIDs for platform or browser specificapp stores. These
may not have the correct permissions to write toa common directory where aSWID may be
queried. Newer drafts of the SWID standard have changed this expected behaviortoallow an
applicationto provide its own SWID directly to support app stores and othervirtualized
software.

e Several questions of trust were raised, specifically voicing concern that SWID tags could be
subjecttotampering.

0 SWID tags provide integrity against tampering through a combination of a digital
signature and a hash of the footprintembedded within a “media” tag.

o The presenterraisedthe question of what could be done to cause software vendorsto provide
theirown SWID tags foridentification.

0 U.S. Governmentsponsors could mandate that software purchased must conformto
this practice, but would be difficultin the current environment.

Introduction

The presenter’s perspective on the lifecycle of SWID tags in Microsoft products was presented. The
presentation began with an overview of the problem as seen from the presenter’s perspective.
Information about how SWIDs are currently used in Microsoft products and how SWIDs could be usedin
the future was also provided.

During and followingthis presentation aseries of questions and related conversations occurred.

Details

A variety of customers both commercial and government (not limited to the U.S. Government) are
askingforbetter ways to identify and trust the software on theirendpoints. They are also concerned
about malware.

Currently Microsoft supplies SWID tags to begin helping with the software inventory problem, including
some very simple tagsin Windows Server 2012, Windows 8, Office 15, and VisualStudio. Thereisa
proposal to make SWIDs a formal part of the centralized software release process and to add additional
detailstothe SWID includinginstallation details, more information regarding dependencies and patch
information, installation source, and package footprint.

Attendees had anumber of questions and otherthoughts onthe subject, which are summarized below:
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Software installed on top of Microsoft OSs was a populartopic. Many attendees had questions
about how the installation of this software could be integrated more closely with the OSand
SWID tags.

0 Allseemedtolike the ideaofinfluencinginstallation softwarevendorstoinclude aSWID
tag for installed software in the case that the vendorthemselves did not see fit to
include one.

* Some attendees stated concerns that 3" party SWID tags would not be able to
generate truly unique identifiers for the software. Whilethe SWIDIDis
intended to be globally unique, any time 3" party SWID tags are used, the
possibility for clashes exists.

0 Thestrongly preferred method of getting SWIDs in place is for the primary source
vendorsto provide themthemselves, asit will prove more authoritative, trusted, and
accurate than 3" party efforts.

0 Oneattendee pointed out thatthe top software vendors accountfora large amount of
the most commonly used software products. He gave the example that were the top 20
vendors (according to CVE data) to provide SWID tags with theirsoftware, itwould
account foraround 45% of all relevant software.

Oneideathat came up several times was how to handle legacy OSs and othersoftware. OSs like
Windows XP and others are still in use in some enterprises and need to be accounted for.

0 Some attendeessuggested that one could take already collected information about
legacy software (presumably without SWID tags) and generating SWID tags for those
pieces of software. The app store could be used to collectinformation for this purpose,
with respectto mobile devices.

Some asked about the cloud and whether specificcare should be given to that use case. In
general, attendees agreed that the cloud case needed to be considered, but to focusfirston
traditional installs.

Anothertopicdiscussed throughout the section was the use of APIsto collectinformation
regarding software inventory. It was suggested thatone option would be to allow the OSto
keep native solutions (likerpm for Linux or MSI database for Windows) and provide APIs that
could reply using SWID tags or otherstandardized dataformats to provide inventory data.

One attendee pointed outthatanotherissue that needs to be solvedis how to handle features
(eitherforan OS or othersoftware) that can be “turned on” afterinstall. The general consensus
here was to solve install-time inventory first and then consider how to address this more
advanced case.

There was an overall concern about 1°* vs. 3 party SWID tags and the possibility of double
counting software due to unique identifierissues or other problems that arise with multiple
sources of data. The group recognizesthisasan area of research.

Community Action Items

Research and prototype the ability to create SWID tags for software published by non-adopters
of the SWID tag standard. Several potential datasources were mentioned.

Research the feasibility of unique software ids, considering both the creation of such identifiers
a priori, as well as the dynamiccreation of identifiers by automated tools. Anotherrelated topic
isthe ability toreconcile duplicate ids forendpoints.
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Introduction

This section began with an overview of how Red Hat handles software inventory, including how rpm
works and what the contents of the rom database. Some shortcomings of rom and the otherLinux tools
were also highlighted.

Followingand duringthe presentation, several attendees asked questions or made comments. The
conversationissummarized below.

Details

The rpm database and related tools can provide agreat deal of the information required to do Software
Inventory. The presenter reviewed how rpm works, including providing details on whatinformationiis
found within the rpm database. Itwas also highlighted that the rpm database binaryfile is already
around 300KB insize as is. Additionally, he spoke about some of the shortcomings of romandits
related tools, including the possibility for duplicateinformation, issues with Virt>, etc.

Finally, the presentershared some concerns with SWID adoption/investment, noting the current
indicators of community involvement like public mailing lists and forum interest are lacking. For
example, a SWID-focused e-mail list established by the NISTNCCoE** (National Cyber Security Center of
Excellence) has seen minimal traffic. TagVault posts only occasional updates, and the recent revision
process for the ISO/IEC 19770-2 standard has not been transparent. SCAP and SACM e-mail lists are
essentially silent on the role and status of SWID tags within the security automation community. The
fearthat SWID may notsucceed in the marketplace resultsin ahesitationtocommittofully supporting
the standard. Additionally, the extra data storage required for SWID tags could resultina significant
increase inthe size of the inventory information (as much as 1GB could be required).

The following questions and comments both following and during the presentation were made:

e How to handle the support of SWID was discussed atlength. Several attendees asked about
how Red Hat could/would support the usage of SWID. The overall answerseemedto be that
they would continue to store inventory information natively in rpm, and provide an APl that
could return that information in SWID format.

0 Inthespanof an hour duringlunch, one attendee was able to write some rough code
that accomplished this task.

0 Therpm database seemstoalready encapsulate the necessary datafields forsupporting
SWID.

e Anotherconcernisthat not all software published for Linux uses rpom. The feelingwasthe
enough software uses rpm such that the capability to get SWID-formatted inventory information
would be a great start, despite the issue with software that does not use rpm.

e |t was notedthatrpm is non-interoperable with the native package management systems
deployed on other Linux distributions.

e Oneattendee pointed out that Strongswan® has a tool for generating SWID tags already.

23 http://virt-tools.org/
** National Cybersecurity Center Of Excellence (http://nccoe.nist.gov/)
25 https://www.strongswan.org/
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e Anotherattendee shared that his company was considering haltingits use of romdue to
complexityissues. It wasfar easierforthemto simplyuse aJAR file todeploy theirapplication
across platforms. AJARto SWID generator would be helpful in cases like this, but one does not
existasfar as the attendees knew.

o  WhetherSWIDis ‘real’ or not generated agood deal of conversation. The overalltheme was
that corporations like Red Hat can be hesitantto support efforts like SWID adoption without
more visible evidence that the standard is ‘alive and vital’.

0 The NCCoE was mentioned afew times duringthis conversation. It was suggested that
the stakeholders within Security Automation use the NCCoEasa forumto help drive
adoption of things like SWID.

0 Several wayswere suggested to better demonstrate growth of SWID adoption and
interest:

= A non-profitgroup could be funded to help drive this effort.

= The U.S. Governmentcouldinvestinformingand organizingacommunity, and
could play an evangelizing role complementary to industry. U.S. Government
direction-settingisapowerful form of marketing. U.S. Government
requirements and plans/intentions need to be documented and widely shared.

= |dentify compelling features of SWID and market these featuresinaway that
naturally createsinterest and adoption without afurtherdriving force, assuming
such features exist.

e Oneattendee noted that the recent OpenSSLvulnerabilities*® were very challenging to assess in
an enterprise because patched vs. unpatched versions of the software were notimmediately
evidentsimply by knowing an application’s version and patch level. While OVALcontentwas
created so that it could provide thatinformation by the OSvendor, the use of OVALisseenas a
very heavyweight solution foralarge enterprise —it doesn’t scale to millions of endpoints.

Community Action Items

e Create aJARto SWIDtag generatortohelpaidindealingwith software thatis published asa
JARfile only.

Introduction

The Data Repository andits Interfaces session focused on the various considerations and challenges that
needto be thoughtthrough when considering the establishment of arepository to store a wide variety
of posture attribute data. The session first highlighted the types of information that might be storedin
such a repository and how the repository might be used. Italso discussed the current optionsand
challenges associated with endpoint assessment, what applicability statements are, how they are used,
and the current applicability language situation along with the new vision. Lastly, the challenges with
standardizing adata repository were discussed.

26 https://www.openssl.org/news/vulnerabilities.html
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Details

The presenterexplained how the goal of security automation is to reduce the attack surface on
endpoints, andto do this, it requires collecting lots of information about an endpoint which can then
be evaluated against guidance to drive mitigation and remediation decisions. The presenteralso
provided an overview of how endpointassessmentis performed today and the shortcomings of not
having a standardized solution.

The presenterthen explained the need foran applicability language and provided multiple examples
of where applicability statements are currently used.

0 Common Vulnerability Reporting Format (CVRF): source foridentifying vulnerable software

from an endpoint’s softwareinventory.

0 National Vulnerability Database (NVD): source foridentifying vulnerable softwarefrom an

endpoint’s software inventory. NVDuses CPEforits applicability statements.

0 Extensible Configuration Checklist Description Format (XCCDF): source of automated

identification of targets based on software inventory.
It should be noted that all of these examples need to figure out how toincorporate SWID tags.
The presenterthen discussed the state of ourcurrent applicability language CPE 2.3.
0 Itisusedin XCCDFand NVD.
0 Itwouldnotbe easyto update CPE 2.3 so we are looking to develop anew applicability
language.
One attendee asked why it was decided not to use CPE in favor of SWIDs.

0 Thereare problemswith CPEsuch as the centralization problem and is constrained to

expressingonly 11 attributes.

0 ltisuptovendorstodocumentwhatdata goesintowhat fields which canresultin

inconsistenciesinthe content.

0 SWID providesamuchricher setof data, is extensible and better for cataloging software,

and is generated by vendors.

0 Primarysource vendors are already involved with SWIDs so it makes sense to use it rather

than fixing CPEand then trying to gain vendorsupport.

0 CPE mixessoftware IDs, matching, and metadataall together whereas SWID does not.
Multiple attendees agreed that applicability statements are critical to targetingand could be used to
determine which evaluation guidance applies to an endpoint, what data needs to be collected form
an endpoint, and whatinformation needs to be reported back.

Next, the challenges associated with standardizing on a data repository were discussed.

One attendee commented on whether ornot SACM was ready for thiswork and encouraged that it
be broughtto the list, adraft be written, and thenthe community can start discussingitand provide
feedback. The attendee also provided feedback that they don’t agree with the statement thatan
applicability statementisaquery.

Anotherattendee explained how there are three types of datathey may want to store.

0 Identifiers of an endpoint.

0 Data that characterizes an endpoint from business perspective.

0 Posture attribute datathat describes the state of an endpoint.

One attendee mentioned that they were not aware thatall of the SCAP work was beingdone onan
endpoint. Anotherattendeeexplained thatthisis not the case and vendors could make things like
proprietary datastores. Itisjust thatthe problemisnotstandardized or extensible.
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e An attendee notedthattoachieve true interoperability, you will need to definethe dataformats,
interfaces that define operations, and the transport protocols for exchanging the information.

e Oneattendee feltthat the focus shouldn’t be on standardizing arepository, but rather, how to get
the data out and exchange it back and forth. Theyalso noted that they believethe ability to query s
more importantthan having data structured in standardized fashion.

e Anotherattendee commented thatitshouldn’t matter whether or not they are queryingan
endpointorsome central repository aslongasit is the fastest way toretrieve the data. Vendors
should be able to query endpoints, and information that they need, in any way that they want.

e An attendee stressed the ideathatthey wantto be able to collectthe data once and allow everyone
to useit. Anotherattendeestated thatthiscouldalready be done usingbest practicesand
proprietary solutions.

e Anotherattendee explained how itisimportant to make sure that standards are only being
developedtosolve the correcttechnical problems and not being developed to solve politicaland
organizational issues.

e Oneattendee notedthat developing assertionsinamachine readable fashion has beensolveda
bunch of times and that we should pick one of those. They also noted that, with respectto the
repository, itisveryimportantthatthe minimal set of attributes are selected forquerying and
evaluation.

e An attendee suggestedthatagencies should be surveyed to determinehow wellthey understand
the existing specifications before new ones are created. Otherwise, the agencies may notbe able to
understand the new specifications.

o Acouple of attendees believed that thisis less aboutan actual database and more about exposinga
minimum set of attributes using standardized queries and interfaces.

e Anotherattendee expressed the need for SACMto define the interfaces between the collection,
orchestration, and aggregation subsystems. This emphasizes the need forataskinglanguage.

o Oneattendee offered an XMPP-Grid perspective where a capability provider would state its
capabilities and provide aschema of attributesitis exposingalong with specificways toinvoke
those attributes through queries. Itisimportantto note that how the dataisstoredis
implementation specificand itis more aboutinterfaces and the attributes that you want to expose.

e An attendee asked whetheraninterface was equal toa schema, a set of protocols, and data models
which led tothe discussion of whatisan interface.

0 Oneattendeerespondedthataninterfaceisaset of protocols, datamodels, and any
command instructions necessary to retrieve or connect.
0 Anotherattendee defined interfaces as beingthe operations you would wantto take on a
givenset of data.
0 Anotherattendee discussed the orderin which they care aboutthe different parts of an
interface.
1. Commondataformat (payload)
2. Operations
3. Protocol

e Oneattendee expressed thathow informationis expressed and transported should be decoupled.
The vocabulary should also be separated fromthe expression. The attendee also encouraged that
the community should start with the smallest vocabulary before gettingto edge cases because
simplicity drives adoption and lets you understand the political and technicalissues that may not be
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seeninadvance ratherthan tryingto make the perfect solution that covers everything and then find
outitdoesn’twork. Anotherattendee suggested that datatypesalso needto be defined.
e An attendee explained how encodings, date and time, and knowingif the data has changed are all
key problems when working with data.
e Oneattendee mentioned how information about the perspective of the dataneedsto be collected
as different sensors will see things differently anditis not always clear why things have happened.
For example, was the datanotreported because the tool did notsee it, the tool did not look forit,
or because the data was not there. Thisfurtheremphasizesthe need forthe communitytoselecta
minimum set of attributesto support.
e Oneattendee suggested the following priorities for different efforts discussed at the workshop.
0 Softwareinventory.
0 Guidance (complexity, cost, quantity).
0 Gettingoutof definingsettings atthe governmentlevel.
0 Creatingaccurate contentto get more accurate results.
e Oneattendee explained how NIST’s Cyber Security Framework helped them understand risk and
discoverinconsistencies and unknowns that would have otherwise gone undiscovered.
e One attendee explained how control substantiationis adifferent problemthan whethera control
manages yourrisk. While they are related, there are different questions that you need to ask to see
if the controls are effective.

e ProposeideastoSACM (orto anotherappropriate community) regarding a data repository
standard. This may come inthe form of informational drafts. Afew ideas of thingsto discuss
include:

0 Setof thingsneededtoidentifyanendpoint.
0 Setof thingsto contextualizethe endpoint.
0 Setof minimal posture attributes that we care about.

e Determine requirements foran applicability language and enumerate existing languages that could
satisfy those requirements.

e Surveygovernmentagenciestodeterminehow well they understand the current security
automation specifications to see if we can make any improvements and develop more accessible
specifications moving forward.

o Define whatthe security automation community means by interface.

Introduction

The final session of the day addressed several significant, open questions that came up overthe course
of the day. One of the eventorganizers|led aloosely structured conversation on the topicof software
inventory, highlighting specificquestions.

Followingthe brief introduction, the group discussed specificaspects of the topics.
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Details

The organizeropened by noting that the group agreed that software inventory is the mostsignificant
broad challenge facingthe group. Withrespecttothisimportantchallenge, the following high priority
guestionsremain open and need careful consideration:

1. What dataisimportantto include within aSWID tag, minimally? Related, where withinthe
SWID formatwould this minimal datareside?

2. How should platform-specificvs. platform-agnosticissues related to SWID publication,
installation, and collection be handled?

3. Whatisthe bestapproach to balance primary source/authoritative SWID tags vs. 3" party
generated tags?

Afterintroducing the questions, an open conversation was held. The following topics were discussed:

e Theorganizerreiteratedthatthe intentforthiseventistoidentify challengesandissues within
the relevant security automation topics, and not to attempt to solve them during the event.

e |t was suggestedthat SWIDtags could be created at several pointsinthe software lifecycle,
including development, compilation, installation, and interpretation.

0 Atanyof these stages, some differentinformation could be available. One example
given was the possibility that atinstallation time, an installer could add informationto a
generated SWID tag that would not be available atdevelopment time, such as
installation directory.

e Anotherchallenge discussed by afew of attendees was the how to handle the case where
original software binaries are altered by the end user. Insome cases this could be doneinan
acceptable (desired) manner, whichin othersit might be undesirable, eitherintentionally or
unintentionally.

e Several attendees pointed out that there are great challengesin data normalization both with
and without SWID tags:

O Registryscrapingdatais unreliable and cannot be successfully used in comparisonto
SWID tag data, without significantinvestmentin mapping exercises.

0 Onecouldattemptto generate SWID tags for software that does not currently supply
such atag. NIST’s National Software Reference Library (NSRL)?” was mentioned as a
possible source forsuch a task.

0 Oneattendee suggested thatthe U.S. Governmentshould seed the effortto provide
mappings for normalization purposes as a way to help SWID be successful. A counterto
this suggestion was thattype of maintenance was costly and not feasible overtime.

0 Finally, itwasalso pointed out that many software products have multipleinstallable
components, addingto the challenge of normalizing naming data.

e Anotherattendee pointed out that SWID tags have two value propositions:

0 Thefirst, short termvalueisin providinga better way to normalize the naming of
software, similarto CPE.

0 Thesecond, longertermvalue will be found whenthere isamore mature, supported
SWID ecosystemin place. Atthis point, SWID can provide thingsthat CPE could not.

27 http://www.nsrl.nist.gov/
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e Theimportance of having high quality datawas also discussed.
0 Inlookingatsuccessstories, automatablesolutions seemto provide the bestapproach
for achieving high quality data.
O Betterdataisalsoachieved whenthe primary source vendors provide the information,
as opposedto 3" parties.
e Finally, one attendee suggested that the community could continue to use CPE until the SWID
solution wasviable.
0 Thegeneral consensus was that SWID would be a bettersolutionimmediately, while
providing bettervaluelongtermaswell.
0 Itwas alsopointedoutthatone could easily generate CPE names from SWID data.

Community Action Items
e Considerhow toget primary source vendorsincentivized to fully support SWID tags.

e Researchhowand if CPE names generated from SWID tags could provide value to the
community.

Day Three— Configuration Items and Assessment

Current Challenges with Configuration Guidance a nd Standard's

Introduction

Overtheyears, the security automation community has faced avariety of challenges and issues with
several of the core SCAP standards (Common Configuration Enumeration (CCE), XCCDF, and OVAL) for
assessingthe posture attributes associated with an endpoint. Thissession primarily focused on

highlightingthose challenges andissues from different perspectivesin the community includinga
Program Manager’s perspective, a Developer’s perspective, and an Implementer’s perspective.

Details

A Program Manager’s Perspective

o Thecreation of guidance isimportant, butthe community needs to getaway from needing the low-
level technical details and experience necessary to create and maintain the guidance because itis
time consumingand expensive. In most cases, the high-level security mechanismisthe only
relevantitemand not the low-level, platform-specific details thatimplement that mechanism.

o Thereisa needbeabletoroll up anddrill down the resultsand be able to have meaningfuland
actionable results thatallow an administratorto know exactly what needs to be changed to mitigate
riskor remediate anissue.

e Oneattendee explainedthattheydon’tlike how currenttoolsroll up vulnerabilities in multiple
instances of software intoasingle CVEforreporting purposes because itthen requires system
administratorsto go and figure out what software on an endpoint has that vulnerability.

e Many of the existing efforts such as CPE and CCE are extremely flexiblein how contentis created
leading to lots of ambiguity and inconsistenciesin content. Furthermore, efforts such as CPE and
CCE rely on too much centralization and suffer from a lack of incentivefor primary source vendors to
create and maintain content.
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Thereisa needtobe able to extend efforts, like OVAL, more quickly to address the current needs of
the security automation community and allow organizations to write the content they need. Also,
there are efforts like XCCDF whichis currentlyinISO and is not easily revised.

A couple attendees felt that the security automation community has been too “enumeration happy”
and maybe there are otherapproaches where one canidentify configuration concerns without
havingto know aboutit first.

Anotherattendee suggested thatit may be useful to set up time budgets forhow longit should take
for a CCE to be developed ora checklistto be written and then creating a workflow that supports
that time budget. Anotherattendee suggested thatthe time budget may vary dependingonthe
scenario (e.g. the time budget for compliance would be much longerthanincidentresponse).
There isa needto expandthe contentbreadth. Right now, SCAP has good supportfor core
operating systems (Windows, Linux, etc.), but, it needs to support emerging platforms such as
platformsthat provide internet services (DNS, SNMP, etc.), databases (SQL, Hadoop, etc.)
applications, cloud stacks, industrial control systems, etc.

We need better ways to related endpoint posture torisk.

Thereisa strongneed forcontent authoringtools to take away barriers for people to develop
content.

Contentcreationis challenging. Understandingthe business context, whatinformation needsto be
checked, and how to checkit are the challenges, whilethe XMLitself is relatively straightforward to
compose.

Developinginternational standards takes time. There s still room toimprove upon SCAP, especially
as products are still being validated against SCAP 1.2. There are no plansto abandon SCAP.

A Developer’s Perspective

Contentiscomplex and hard to produce. Authoringtools haven’tadvanced and the flexibility makes
things difficult to check. To create content, it requires knowledge of both policy and the endpoint
beingassessed and the current standards are currently forcing people to use XMLeven though they
don’ttypically work atthat level.

0 Thereisa needforthe communitytocreate an opensource tool to help people auto-
generate contentinaway that isfamiliartothem (i.e. not XML).

0 Attendeeshad mixedfeelings regarding contentcreation, some thoughtitwas relatively
easy and the primary challenge was figuring out what to check whereas other attendees
have seen theircustomers constantly struggle with content creation.

One attendee pointed out thatthe U.S. Governmentstill does pay foractivities such as OVALXML
developmentevenifindirectly through contractor support. Additionally, the indirect cost could be
higher, as the contractor may not have the properlevel of expertise to develop and maintain
contenteffectively.

One attendee explained that they do not have customers paying for content. They are creating
content because the contentis helpingtheirorganization. Anotherattendeeexplained thatthey are
not seeing demand from their customers for SCAP content as the system administrators are fine
with hardeningbash scripts that are available.
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One attendee explained how the Script Check Engine”® was developed to support scripting in XCCDF
and is currently supported in OpenSCAP*° and jOVAL*’. They also mentioned that they have scripts
for generating XML. Allowingscriptingin contentand havingscripts that can generate content
could help system administrators create contentin away thatis familiartothem.

0 Scriptingwas previously excluded from OVALdue to security concerns such as executing
arbitrary code in content. Organizationsshould be allowed to assess this risk forthemselves
rather than disallowingit outright.

0 Inmorerecentdiscussions®, the OVALcommunity seemed to open up to the idea of
scripting as something that should be furtherinvestigated asit could go a long way towards
satisfying theirshort-term needs.

One attendee stressed that standardizing the evaluation of posture attribute dataisimportant, but
posture attribute collection should be done in away that makesthe mostsense forthe platform.
One attendee thinksthereis bigdemand for SCAP. The faultliesinthe business model and the
community needs to establish a business model forwhatisa commodity now and what is expensive
now. Itis a commodity towrite code now. Itisincredibly expensive to manually interact with
people togetsomethingreviewed and certified. Asa result, there is oftentimesnoincentiveto
write SCAP contentbecause it does notimpact processes that people are using.

It was noted that the SCAP Discussion List**is a great place to bounce ideas of the SCAP community.
(Though some audience membersindicated they were unaware thatsuch a list existed.)

An Implementer’s Perspective

The presenterexplained how the two main challenges foranimplementeris knowing what
benchmarks need to be assessed against what endpoints (targeting) and being able to get
meaningful and actionable results without overloading endpoints and network bandwidth.

One attendee discussed how part of the problemis that batch collection occurs and get lots of
resultsratherthan just collectingand gettingthe results that one cares about. It would be very
beneficial if the standards were more event-based to complement this batching paradigm.
Anotherattendee explained how the SCAP Validation Program requires that one keep the results as
XML which bloats the data eventhoughitis notreally needed beyond that requirement.

An attendee noted that the security automation community needs to revisit SCAP and the
assumptionsarounditbecause it was originally designed to be run on a single endpoint with all the
dataincludedinasetof multiple XMLfilesthatare sentback and forth. Itdoes not considera lot of
things that are relevant today.

One attendee discussed their experiences regarding targeting and how they are getting back too
much data. Underthe current SCAP paradigm, they send all of theirbenchmarksto all of their
systems, evaluatethe targeting on the local endpoint, and get back all of the results. They noted
that they would really just like to get the results of the things that they need ratherthan everything.

28 http://www.open-scap.org/page/SCE

2 http://www.open-scap.org/page/Main_Page

30 http://joval.org/features/schema-platform-support/
31 https://github.com/OVALProject/Sandbox/issues/21
2 http://scap.nist.gov/community.html
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e Oneattendee explained thattargetingis not currently supportedin the current standards and
understands why large documents mustbe created forinteroperability purposes, butdid notsee
anythingin the specifications that say one couldn’t reduce datasizes ordo more event-driven
assessmentsand as result seems more like implementation problems.

e There wasagreementamongsome attendees thattargeting means applyinginformation labels that
are organizationally defined. One attendeeexplained thatthey could sendinformation on their
requirements and anotherattendee explained how they already do tagging for this purpose and
may be able to contribute their work to the security automation community.

Community Action Items

e Prioritize what new platforms need to be covered so thatthe necessary extensions and content can
be developed.

e Create an opensource tool to help people auto-generate content.

e Investigate howtospeed upthe processand eliminatethe bureaucracy associated with extending
efforts like OVAL.

e Developtime budgetsforthe various efforts.

e Many attendees stated the need forscriptingin security automation. Let’slook atthe Script Check
Engine and determine if it fitsthe community’s needs. If not, what can the group learnfromit?
What could be improved?

e QOvertheyears, SCAP has beenfocused onscanninglocal endpoints on a periodicbasis, investigate
what it would take to make SCAP more eventdriven.

o Determine what wouldincentivize content creation for primary source vendors.

e Writeadocumentthat describes how to create a checkinglanguage because multiple checking
languages mightbe required for different platforms.

e Determineif existinginformation label tagging work can be contributed to the community.

Introduction
The focus of this section was a (relative) outsider’s view of the challenges with guidance. The section
began with discussion of those challenges including difficult of learning the relevant standards and

tracking assets overtime. The presenteralso gave some suggestions to the community including making
things less report-based and more web resource-based.

Again, following the presentation agreat deal of conversation occurred.

Details

The challengeslaid out by the presenterfocused largely on the difficulty in picking up the standards and
otherrelated contexton the security automation space. He lamented the lack of agood “Hello World”
example. He also asked if there was a good way to track assets overtime and whetherthere existsa
way to manage waivered orexceptions tothe prescribed guidance. The community generally agreed to
thislistofissues.
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The presenteralso highlighted the factthat there is relatively little SCAP content available from trusted
sources. He thendiscussedthe TierIV* content from NVD to support this notion, pointing out that NVD

had very few SCAP automatable (thatis with OVAL content) benchmarks. Notonly are there very few of
them, butthey are alsoveryold and/or address old platforms like Windows XP.

Finally, the presenteralso argued thatinstead of usingareport-based solution to share assessment
results, amore web-based approach would be more powerful and intuitive.

During and followingthe presentation, the attendees had anumber of questions and comments; the
followingisasummary of those points:

e Some attendeesbelievethat decisions made in the past cause some of the issues raised by the
presenter. The perceived limitations on checkinglanguagesin SCAP and the lack of an open
scripting ability in OVAL contributeto making OVALharderto learnand less flexible. Itwas
pointed out that SCAP does not necessarily limitthe checkinglanguages that can be used. While
it does mandate support of OVAL (and the Open Checklist Interactive Language (OCIL)*"), it does
not limitsupportforothercheckinglanguages.

e Educationon security automation and the related standards was acommon discussion point.

0 Oneattendee stated thatthe processtosubmita patch to NVDor how to get content
fixedisnotclear.

0 It was pointed outthat NISTdoes not maintain all of the benchmarksfoundinthe NVD
and that the responsibility for updating those falls on external parties.

0 TheRed Hat and OpenSCAP*® documentation were held up as shining examplesin the
education area.

0 Itwas alsonotedthata Coursera®® course iscurrently being developed to help address
the education shortcomings.

= Thiseffortislookingforcontributors.

e Thedifficultyin working withinthe U.S. Government space to quickly and effectively achieve

specificgoals wasraised. Generally it was acknowledged to be anissue withoutaclearsolution.

One suggestion was thatincreased engagement from other stakeholders could alleviate some of
thisissue.

Community Action Items
e Developbettereducation and training materials to help lowerthe entry barrier forsecurity
automation and standards.
e Contribute tothe creation of a Coursera course on security automation.

33 http://web.nvd.nist.gov/view/ncp/repository/glossary
3 http://scap.nist.gov/specifications/ocil /
35 http://www.open-scap.org/page/Main_Page
36
https://www.coursera.org/
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Introduction

Several vendor representatives formed aninformal panel to discuss lessons learned from SCAP and
other previous security automation efforts so that the most effective steps can be taken. The panel
brought up some lessons learned and also discussed some suggestions for moving forward.

Details

Duringthe panel, both panelists and attendees had a number of comments and/or questions. Those
comments and questions are outlined here:

One panelist strongly recommended that any relevant work be done within the IETF SACM WG,
as opposed toworking out solutionsinisolation and then moving things overto the Working
Group.

0 The XMPP model could serve asa model here; that WG does some work directlyin the
official forum, butalso has a non-profit stood up to help drive things as well.

0 Oneof the attendees suggested that it will difficultto do everythinginthe WG, holding
out things like education and training as things best done outside the group.

Anotherpanelist provided the group details on how the IETF process worked, highlightingafew
key points:

0 Alldecisionsare made overemail lists.

0 Nodirectsupportcan be giveninlETF by corporations. While organizations can pay for
individuals’ time contributions to IETF, the individuals can only officially represent
themselves.

0 While official IETF meetings are held 3times peryear, a WG can hold manyinterim
meetings as well to achieve goals.

One attendee highlighted the importance of running code as a requirement forworkin the IETF.
By requiring running code against anythingadopted by the standards bodies, higher quality
standards become more likely.

Thereisa concernthat the U.S. Governmentis mandating NIST standards, but then not
effectively supportingthe development of these standards. Attendeeswould like to see the
government host more events to discuss these standards and training.

A general comment made by several attendees was that while the conversation on these topics
isgreat, itis critical thatfollow up work be performed to move these efforts forward. The
notionthatthe group needsto actually do somethingand notjusttalk about problemsand
solutions came up a number of times duringthe week.

One attendee was concerned that the requirements forthis work have notbeen adequately
defined. Several attendees pointed out that the IETF SACM WG has created a requirements
documentandthat if duringreview anyone believes that one or more requirements are missing,
they are strongly encouraged to engage the group to fix the omission.

Introduction

This session was provided to wrap up the event’s three days of discussions and attempt to identify
solutionsformoving forward. One workshop organizer provided priorities to the attendees for their
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main concerns and identified areas of potential improvement to existing efforts. Thiswas an
unstructured conversation with the intent of fostering extensive feedback.

Details

There were four mainissuesidentified for this discussion. Priority number one was forimproved
standards related to software inventory collection and transport. The presenteridentified aneedfora
vendor-neutral and platform-independent way to report software that was present, missing, orin need
of patching. Thereisareliance onvendor bulletins to correlate vulnerability information with versioning
information as well as remediation procedures. There was discussion about the potentialto have the
NVD and NSRL automatically generate SWIDs, and to push for higher adoption rates of SWIDs. The latter
could be coupled with the inclusion of SWIDs and other software identifiers in applicability checking
languages.

The second priority wasimproved standards related to configuration assessment. The goal for this series
of checks was to reporton truly platform-agnostic controls. This would allow primary source vendors to
determine the best way to check such controls. Thisimplies that the configuration assessment solution
should handle a multitude of tool outputs to de-conflict the results based on the mostaccurate
collector.

The third priority covered the ability to discover, share, and consume standards-conformant content.
This was discussed previously with the need forrepository protocols to automatically acquiredesired
guidance orchecks, howeverwas notdiscussed in depth during this presentation.

The final priority was the capability to perform continuous monitoring tasks based on event
notifications. These event notifications would provide specificupdates to inventory changes. It would
greatly reduce the time to re-scan systems if the system offered new results on significant changes
rather thana central location querying ona setschedule. This priority was also not discussedin depth
duringthis presentation.

There was much open discussion during this session. The following captures the main clarifications,
comments, and questions:

e Vendorbulletininformation provided to NISTsuch as the executables affected and vulnerable
libraries could be used to furtheridentify othervulnerable software thatrely on those same
packages.

e One participant had asked whetherthe expected bulletins were required to allow auserto take
automated action against vulnerable software.

0 Ifthe automated remediation aspect delayed the informational aspectthenitcould be
ignored fornow. The important piece was knowing whether one had to take action.

e For unknown software found duringinventory, the ability to generate a unique identifier that
can correlate multipleinstances of this particular unknown software is highly desirable.

e There wasa questiononthe frequency of suchinventory scans. Some enterprises can collect
data every 3 days while others are currently operating with less frequent collection. The more
real-time this can become the better.

0 There wasa strongemphasisadded thataccurate information far outweighs quicker
access to information. This was reflected in the fourth priority of event-based updates
beingseen asa stretch goal once inventories were collected to satisfaction.
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e Some asked aboutthe necessarylevel of detail in the reporting phase of assessments. Generally
attendeesfeltthatapplications should report atleast to the version & patch level to correlate
with vulnerability information.

e Anotherattendee questioned whetherthe goal wasfora tool to provide the view of the results
or for the ability to synthesizethe view from the results.

0 Dueto the nature of multiple sensors and tools and the potential to add additional data
lateron, it would have to be the option where aview could be synthesized from a fusion
of the data.

e SWID adoptionis not mandatory for these priorities moving forward, butitis the bestcurrent
solution. Since SWIDs are more data-rich, they can be used to back-create CPEsfor current
needs, but CPEs lack sufficient datato be the source for generating SWID tags. Usage of auto-
generated SWIDs from the NVD/NSRLwould suffice until primary source vendors begin to
provide theirown.

0 Thetalkingpointaboutgovernmentcontracts requiring the usage of SWIDs was brought
up again. Mandatingitinsuch a way would be a quick method to getting SWIDs adopted
faster.

= Several others agreedthata roadmap for SWID adoption would greatly increase
theirplanning capabilities to meet this need quicker once implemented.

0 Regardingthe furtheradoption of SWIDs, one person questioned whetherthere wasa
specificversion of SWID targeted forthese priorities.

= Thisis currently beingaddressed by the SWID interoperability work.
= Therewouldbe noplansto require signed SWIDs before increased adoptionis
achieved.

0 An attendee pointed out that the lack of SWID implementations slows the progress of
expandingadoption. If SWIDs are too slow to be proven technically feasible to be
accounted forin the SACM model, then thatis a huge missed opportunity.

= Anotherattendee committed to generatinga SWID dashboard as proof of
conceptoverthe nextfew monthsto help with adoption.

e Regardingthe second priority of configuration assessment, one participant noted the previous
attemptto use CCEs were provided by platform. This approach caused great difficult with
respectto scaling.

0 Oneotherattendee added thatit wasfantasticto see vendor participation. The only
downside was the manual hours associated with each check from that large quantity to
ensure the check was of the quality toinclude in the official repository.

= Oneorganizerattributed thistothe lack of validation tools to provide to
vendorsto check theirown CCE submissions.

0 Oneof the organizersasked whether CCEs were everrequested of avendorto be
provided.

=  Oneattendeerespondedthathe wasaskedtoinclude themforcompleteness
because they existed.

=  Oneotherparticipant noted that they were told they had to map the CCEs with
OVALchecks for compliance.

0 CCEs beingtiedtoa pass or fail percentage is often misleading due to overlappingor
compensating controls.
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0 Ifthere was to be a reuse of something similarto CCEs thenitshould be platform
agnostic.
= Onepersonnotedthatit becomesanother mapping problemagaintokeep
track of all the levels of inheritance.
0 Oneattendee suggested thatembedding the check information within the CCEitself
would be a way to improve the utility in CCEs.
= Thisbecomescomplicated depending on whetherevaluationis done ata central
location and not on the endpointitself.
= Additionally, the possibility of a CCE on a platformto be collected different ways
might mean a differentidentifier would be used.
= Oneotherparticipantdisagreed with the proposal and pushed to continue
investigating solutions using existing methods rather than start something new.
0 There wasa smalldiscussion onthe original purpose of CCEs.
= One participant pointed out that CCEs were never meantto be machine
readable and purely used forhuman data correlation.
= Oneotherparticipantsuggested thatthey were originally for correlation
between old configuration management databases, with CCEs as the common
mapping.
o Thelevel of controlstargeted forthis priority were described as one step below high level. There
isno need here forknowingthe lowestlevelbeing collected.
0 The example of execution prevention was provided. Microsoft uses ASLR while Red Hat
uses DEP.

Community Action Items
e |Investigate the feasibility of generating SWID tags from the NSRL data.

e C(Create a proof-of-conceptdashboard that uses SWID input for software inventory, vulnerability
management, and (possibly)targeting activities.

Conclusions

The workshop provided a great opportunity forvendors and other security automation stakeholders to
have a frank and valuable series of conversations with several U.S. Government personnel. Duringthese
conversations, wider context was provided across the community and specificconversations on
Software Inventory and Configuration Assessment helped work towards ashared understanding of both
the current issues as well as the way forward.

Duringthe workshop, several overarching themes emerged:

o Thesecurity automation community is ‘balkanized’ at present—there are disparate project-
specificcommunity e-maillists and sites (e.g., SACM list for SACM-specificactivities; SCAP lists
for discussions related to particular SCAP standards; TagVault member-only lists formember-
only discussions related to SWID tags). There is no central location on the web (web presence
and associated discussion list) today for rallying the security automation community, or even the
sub-community focusing on security automation standards. This needs to be addressed, and
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there seemsto be a consensus among participants thatthere isa role for U.S. Government
leadership.

e There have been atleasttwo prior meetings wherethere were extensive discussions about
SWID tags and the need to promote wideradoption of tagging standards and practices. Tosome
degree, adoption has been hindered by (1) limitations of the 2009-era standard, (2) opacity of
development of the 2014 revision to the standard, (3) inability of the U.S. Governmentto
publicly state orclearly explain their stance towards SWID tags, (4) lack of publicforums for
open discussion of tagging standards and practices, (5) lack of freely availabletools to make
tagging easy for publishers, (6) lack of “killer apps” demonstrating the utility of tags to
consumers.

e Somehow the emerging pattern of handwringing without effective goal-settingand action needs
to be broken.

The followingisalist of broadly applicable next steps that need to be understood and worked as a
community.

o All membersof the community have been strongly encouraged to getinvolved and engaged
with the IETF SACM group.

e Aroadmapfrom the U.S. Governmentshould be created toaid vendors and other stakeholders
insupportingand advancing necessary standards.

o The community should create one or more proof of concepts to show both theirlevel of
commitmentandthe overall value of the effort.
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