OVAL Board Meeting (2/26/2013)

Attendees

Dave Waltermire - NIST

Eric Walker- IBM Corp.

KentLandfield - McAfee Inc.

Tim Keanini—nCircle Network Security, Inc
Adam Montville —Tripwire, Inc.

Scott Armstrong—SymantecCorporation
Morey Haber— eEye Digital Security
Chandrashekhar B— SecPod Technologies
Steven Piliero—Unified Compliance

Blake Frantz - CenterforlInternetSecurity

JonBaker - MITRE
Matt Hansbury - MITRE
Dan Haynes- MITRE
Luis Nunez- MITRE

Meeting Summary

Introduction

Duringthe RSA Conference in San Francisco, the OVALBoard held an informal meeting atthe San
Francisco Marriott Marquis. The purpose of the meeting wasto continue ourongoing conversations
aboutthe possibility of transferring OVALto aformal standards body, specifically engaging the OVAL
Board in person where possible.

With no formal agenda, Matt Hansbury started by briefly recappingthe history of the Language and
where we find ourselves today, focusing on the maturity of the Language and that overthe years the
community has taken a more active developmentrole. Fromthere, the floor was opened to the Board
members thoughts and comments.

Discussion Points
The following topics werediscussed during the meeting:

o There wassome concern thatthe conversations have been focused on the transfer of the OVAL
Language only, as opposedto also consideringthe OVALInterpreterand the OVALRepository.
e Some folks believedthatitisimportantto begin socializing the idea of OVALto the IETF group as
soon as possible.
0 There wasgeneral agreementthatthis wasimportant.
0 Itwasalsomentionedthatwe needtobettersocialize the IETF to the OVALCommunity



0 Onesuggestion wasthatthe team could create an Informational Draft forthe IETF that
would explain the value and purpose of OVAL. This could begin the socialization of
OVALwithinthe IETF.

0 The MITRE team agreed to create this draft. (Note: This draftwould not containany
official transfer, butratherasimple description of OVAL)

e It was asked whetherrisks exist as we move forward with this process.

0 The OpenAutomated Compliance Expert Markup Language (O-ACEML) effort was
mentioned asone possible risk, asitcould be viewed as acompeting effort with OVAL.

0 Itwas alsomentioned thatadditional international groups were also workingon
competing efforts as well.

e NISTwouldlike tobe able to move SCAP overto an international standards body. Thisis more
easily facilitated with OVALalso movingto aformal standards body.

e (OVAlLvalidation and Specification certification was also mentioned. It was suggested thatwe
should consideraddingthis to the standards body discussion.

e There wassome discussion around whetherthe OVALBoard as it is today would persist pastany
transfer of OVALto a standards body.

0 Thegeneral consensus here wasthatthe Board as isit today could continue to exist for
as longas it was deemed necessary.

0 Additionally, it was suggested thatthe Board could evolve into somethinglike a
governance body, in the same way that groups like the Trusted Computing Group (TCG)
and if-map.orgdo.

0 Itwasalsorecognizedthatsome resources needto existthat could promote the usage
of OVAL, even afteraformal standards body transfer.

e Onthetopicof the OVALInterpreter, afew deficiencies (lack of unit tests, additional build
automation, etc.) were pointed out that, if filled, would facilitate the ability to transferthe OVAL
Interpreterand would allow for more groups to contribute to the project.

e Additionally, itwas mentioned thatthe IETF SACMgroup is also workingonthe idea of
standardizingaround content repositories. The OVALRepository could also be involvedin these
discussions.

0 It was mentioned that GitHub could be a way to make OVALcontentavailable as well.

Action Items
e MITRE teamto draft an Informational Draft for the IETF as a way to introduce OVALto the
international community.
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