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Step 1 -- A New OVAL Definition XML File
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<generator>
<oval:
<oval:
<oval:
<oval:

</generator>

xmlns:
xmlns:
xmlns:
xmlns:
xmlns:xsi="http://www.w3
xsi:schemalocation="http
http
http
http

product_name>Writer Tool</oval:product_
product_version>2.3</oval:product_version>
schema_version>5.3</oval:schema_version>
timestamp>2007-10-12T18:13:45</oval:timestamp>

</oval_definitions>

<oval definitions xmlns="http://oval.mitre.org/XMLSchema/oval-definitions-5"
oval="http://oval.mitre.org/XMLSchema/oval-common-5"
oval-def="http://oval.mitre.org/XMLSchema/oval-definitions-5"
ind-def="http://oval.mitre.org/XMLSchema/oval-definitions-5#independent"
win-def="http://oval.mitre.org/XMLSchema/oval-definitions-5#windows"
.0org/2001/XMLSchema-instance"

://oval.mitre.
://oval.mitre.
://oval.mitre.
://oval.mitre.

org/XMLSchema/oval-common-5 oval-common-schema.xsd
org/XMLSchema/oval-definitions-5 oval-definitions-schema.xsd
org/XMLSchema/oval-definitions-5#independent independent-definitions-schema.xsd
org/XMLSchema/oval-definitions-5#windows windows-definitions-schema.xsd">

name>
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Step 2 -- Adding A Definition
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<oval_definitions>
<generator>...</generator>

<definitions>

<metadata>...</metadata>
<notes>...</notes>
<criteria>...</criteria>

</definition>
<definition>...</definition>
<definition>...</definition>
<definition>...</definition>
</definitions>
<tests>...</tests>
<objects>...</objects>
<states>...</states>

<variables>...</variables>

</oval_definitions>

<definition id="oval:org.mitre.oval:def:1234" version="1" class="vulnerability">

Assigning an ID
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The Version of a Definition
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What class does an OVAL Definition fall into?
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Step 3 -- Filling In The Metadata
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<metadata>
<title>...</title>
<affected>...</affected>
<reference>...</reference>
<description>...</description>
</metadata>

The Definition Title
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What about the <affected> element?
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Supplying References
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<reference source="CVE" ref i1d="CAN-2005-0063" ref url="http://cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2005-0063"/>

The Definition Description
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Appending Additional Metadata
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Step 4 -- Notes
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<notes>
<note>This could be a note about an approach taken or why certain tests were included in the definition.</note>
<note>This note might be about a resource that was used.</note>

</notes>




Step 5 -- Creating The Criteria
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<criteria operator="OR">

<criteria operator="AND">

<criterion test_ref="oval:org.mitre.oval:tst:123" comment="Windows XP is installed"/>
<criterion test_ref="oval:org.mitre.oval:tst:234" comment="file foo.txt exists"/>
</criteria>
<criteria operator="AND" negate="true">
<criterion test_ref="oval:org.mitre.oval:tst:345" comment="Windows 2003 is installed"/>
<criterion test_ref="oval:org.mitre.oval:tst:456" comment="file fred.txt has a version less than 2"/>
<criterion test_ref="oval:org.mitre.oval:tst:567" negate="true" comment=patch is installed"/>
</criteria>
</criteria>
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Extending Other Definitions
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<oval_definitions>
<generator>...</generator>
<definitions>
<definition>...</definition>
<definition>...</definition>
<definition>...</definition>
</definitions>
<tests>
<file test id="oval:org.mitre.oval:tst:5678" version="1" check existence="" check="" comment="">

<object object_ ref="">
<state state_ref=""/>
</file test>

</tests>
<objects>...</objects>

<states> </states>
<variables>...</variables>




</oval_definitions>

Assigning an ID

Check Existence
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Step 7 -- Adding Necessary Objects

Step 8 -- Adding Necessary States

Step 9 -- Submitting The OVAL Definition
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