THE MITRE CORPORATNO

The OVAL® Language
Specification

Version 5.10

Jonathan Baker, Matthew Hansbury, Daniel Haynes
8/14/2011

Information security is a function thabnsumes significant organizational resources, and is growing
increasingly difficult to manage. One of the biggest problems is the lack of standardization betwee
sources of security information, and the tools that consume that information, as wiedtasen the
various tools themselves. Often, the exchange of security information is time critical, but is hampe
the variety of incompatible formats in which it is represented. The Open Vulnerability and Assessr
Language (OVAL®) is an internatlpimiiormation security, community standard to promote open anc
publicly available security content, and to standardize the transfer of this information across the et
spectrum of security tools and services. By standardizing the three main stepsasfsiesment
process: representing configuration information of systems for testing; analyzing the system for th
presence of the specified machine state; and reporting the results of the assessment, the OVAL
Language provides a common and structured forthat facilitates collaboration and information
sharing among the information security community as well as interoperability among tools. This
document defines the use cases, requirements, data model, and processing model for the OVAL
Language.
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1 Introduction

Information security is a function that consumes significant organizational resources, and is growing
increasingly difficult to manag@ne of the biggest problems is the lack of standardization between the
sources of security information, and the tools that consume that information, as well as between the
various tools themselves. Often, the exchange of security information is timeagriiut is hampered by
the variety of incompatible formats in which it is represented.

This lack of standardization gives rise to many challenges across the information security community
Once suclthallengds the ability to obtain thénformation necesary to detect the presence of a
vulnerability Generally, security advisories are released for a specific issue as a text document and often
do not contain all of the information necessary to determine if the vulnerability exists on a specific
system or wt. This leaves the IT Security Professional with the task of investigating all available sources
regarding the vulnerability and then trying to piece together the details for detecting the issue.

The next challenge involves the need for vulnerability eahteams to reversengineer security
advisories such that they can develop tests for theinerabilityand remediation toolsOften times,
the content teams are writingulnerabilitycontent for software that they are not intimately familiar
with meanng the methodology used to detect the presence @uénerabilityis based on the
interpretation of an individual analys@s a result, different approaches are taken for different tools
when searching for the presence ofalnerabilitywhich leagto corflicting resultson the same system
Once again, the burden falls upon the IT Security Professiodalcnflictthe results by examining the
individual approaches taken by each of the tools and, if possible, decide which is correct.

Another challenge fothe IT Security Professional is the usability of security configuration information
For organizations publishing security configuration information, there are often multiple repositories of
configuration information, multiple ways in which to manipul#tat data, and in some cases, complex
precedence relationships between the data. It is timmsuming and erreprone for the IT Security
Professional to read a configuration document, interpret its meaning with respect to a specific
configuration settingand then apply that knowledge to an actual system to determine an answer.

Organizationgannot relyon a single tool to provide a complete view of the systems on their network
Multiple tools are needed and, if they are from different vendors, it is like}y that they will use
different formats for representing data inhibiting interoperabilityhis requires the IT Security
Professional to correlate the data produced by the tools in order to obtain a complete view of the
systems on the networkt may dso be necessary for the data to be manually converted into a format
that is usable by another tool which can also be a tedious and-prmre process.

What the industry requires is a standardizeeéthodfor representing the configuration state of
compute system, comparing it against some known state, and expressingsh#sof that
comparison. The representation of this informatiomst easilyfacilitate its consumption by a software
tool. The advantage of such a standard is that it will:
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1 Significanty shorten the time between the official announcement of an issue and the ability of a
tool to check for it.

1 Bringconsistencyand transparencyo the results produced by security scanning tools.

Assist in the exchange of information between security tools.

1 Reduce the need for IT Security Professionals to learn the proprietary languages of each of their
tools, and instead allow them to learn a single languge is understood by all the toals

=

This document presents the OVAL Languagestanalard that fulills these needs and requirements

1.1 The OVAL Language

TheOpen Vulnerability and Assessment Language (OVAL®) is an international, information security,
community standard to promote open and publicly available security content, and to standardize the
transfer of this information across the entire spectrum of gé@guools and serviceShe OVAL

Language, developed by a broad spectrum of industry, academia, and government organizations from
around the world, standardizébe three main steps of the assessment proc€€¢AL System
Characteristic$or representingthe configuration information of systems for testinQVAL Definitions

for expressing a specifinachine state; an@VAL Resulfsr reporting the results of the assessment. By
doing so, the three core components of the OVAL Language serve as the franagmdcabulary of

the OVAL Language aptbvide:

1 A simple and straightforward approach for determining if a vulnerability, software application,
configuration issue, or patch exists on a given system.

1 A standard format that outlines the necessary secur@gvant configuration information and
encodes the precise details of a specific issue.

1 An open alternative to closed, proprietary, and replicated efforts.

1 An effort that is supported by a community of security experts, system administrators, and
softwaredevelopers from industry, government, and academia.

All of which leads to aommon and structured format that facilitates collaboration and information
sharing among the information security community as well as interoperability asecgitytools.

1.2 Document Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as desRfittzd in
2119[16]

The following font and font style conveahsare used throughout the remainder of this document

1 TheCourier New fontisused for writing constructs in the OVAL Language Data Model
Examplegenerator

 TheW il tAOS ¢ A loKtisdaskdfd fiofihg Viales bSOV Language properties.
ExampleR2 Sa y20( SEA&GQ
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This document uses the concept of namespatesogically group OVAL constructs throughout both the
Data Model section of the document, as well as other parts of the specifictienformat of these
namespaces igrefix : element , where the prefix is the namespace component, and the element is
the name of the qualified constructhe following table lists the namespaces used in this document:

Data Model =~ Namespace Description | Example
OVAL Common oval The OVAL Common data model oval :GeneratorType
that captures all of the common
constructs used in OVAL.

OVAL ovaldef The OVAL Definitions data mod( oval - def: TestType
Definitions that defines the core framework

constructs for creating OVAL

Definitions.

OVAL Results | ovatres TheOVAL Results data model | oval -res:ResultsType
that captures all the constructs
used to communicate assessme
results.

OVAL Variableg ovalvar The OVAL Variables data mode| oval - var:Variable Type
used to define all constructs use
to create OVAL Variables.

OVAL ovakdir The OVAL Directives data modg oval -dir: oval_d irectives
Directives which defines the constructs
used to create OVAL Directives.

OVAL System | ovaksc The OVAL System Characteristi| oval - sc: Item Type
Characteristics data model, which defines the
constructsused to capture the
data collected on a target
system.

External ext This namespace is used to ext:Signature
identify those constructs that are
defined outside the OVAL
Language.

1.3 Document Structure
This document serves as tBpecification for the OVAL Language defining the use cases, requirements,
data model, and processing model which is organized into the following sections:

Section I¢ Introduction

Section?2 ¢ UseCases for the OVAL Language
Section3 ¢ Requirements for th OVAL Language
Sectiord ¢ Data Model for the OVAL Language

=A =4 4 =

3Namespaces (computer sciencleitp://en.wikipedia.org/wiki/Namespace (comyier_science)
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Section5 ¢ Processing Model for the OVAL Language
Section6 ¢ XML Representation

AppendixA ¢ Extending theOVAL Languadgata Model
Appendix B; OVAL Language Versioning Methodology
Appendix @ OVAL Language Deprecation Policy
Appendix D; Regular Expression Support

Appendix E, References

Appendix ¢ Change Log

Appendix G; Terms and Acronyms

= =4 =4 =4 -4 4 -4 -4 A

2 Use Casedor the OVAL Language

OVAL Use Cases define the intended best practice usage sthifgard. The current set of supported
OVAL Use Cases are described below including one or more detailed use case scenarios for each use
case. Additional use cases will be documented as they emerge through the continued operational
application of OVAL.

2.1 Searity Advisory Distribution

Security advisories are published by vendors and security researchers as product vulnerabilities are
discovered. Security advisories generally contain the information needed to detect the presence of the
vulnerable product on aystem. These advisories are leveraged by alerting services and vulnerability
scanning products to raise awareness of the latest issues that might affect individuals and organizations
using the vulnerable product®ne acknowledged need within the security industry is for application

and operating system vendors, and other authoritative organizations, to publish vulnerability
information in a standard, machir@adable format. The benefit of this is twWold. First,it provides

scanning products with immediate access to actionable content that can be used to assess the security
posture of a system. Second, it moves the authoring of the technical details of a vulnerability from the
reverse engineering efforts of thimplementing organization (e.gscannesproduct developeyto a

more authoritative source: the developer of the vulnerable product.

Use Case Scenario: Publishing an Advisory

In this scenario, a software vendor receives a report of an undisclosed vulrtgraluiig with exploit
code from a member of the security community. The vendor examines the repotharkploit code
and confirms that there is a vulnerability in their software. The vendor further investigates the
vulnerability to determine what versits of the software are affected and on what platforms. The
vendor reserves @ommon Vulnerabilities and Exposur€¥/@®)ldentifier* for the vulnerability and
creates a standardized check for the vulnerability in the form dD¥AL DefinitionThis newOVAL

* Common Vulnerabilities and Exposures (CWH)s://cve.mitre.org
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Definitionincludes the list of affected platforms and products, a reference to the reserved CVE
Identifier, and a description of the vulnerability. The software vendor adds tests to check for the
vulnerable software on the relevant platforms. Once cdeig, the OVAL Definitiots signed to ensure
integrity and authenticity and tested to ensure that it accurately detects all known vulnerable versions
of the software. Finally, the software vendor publishes a new security advisory for the vulnerability
incduding the reserved C\Méentifier and theOVAL Definitiothat will detect the presence of the
vulnerability.

LYYSRAIFIGSt@& | FGSNJ LMzt AOF GA2Y S 2 NBI YOVALIDéEfRity & o0 S3A
verify its signature to ensure that itag not modified in transit, and use it in their vulnerability scanning
tool of choice to determine whether or not their systems are vulnerable.

2.2 Vulnerability Management

Vulnerabilitymanagementis the process dflentifyingthe vulnerabilitiesn a systermand prioritizing

them according to their severiturrently, organizations that develop vulnerability management

products need to employ a team of content developers. This team investigates vulnerabilities as they
become known, gathering all of the avéiea information for a given vulnerability, and running various

tests against live systems to examine the parameters that indicate the presence of a vulnerability. Once
a vulnerability is understood, this team develops a check that will indicate the presdtice

@dzft ySNIoAfAdGe 2y | aeadsSYy F2N) dzasS Ay (KSANI LINE RdzO
customers so that they can assess their systems and take action based on the vulnerability management
results. All of these tasks must be coleted under a very strict time requirement and are repeated

across nearly every organization that develops and offers a vulnerability management product.

For vulnerability management product vendors, having vulnerability information structured in a
standad format allows them to quickly consume data from multiple sources. These vendors can share
vulnerability checks with each other and collaborate on developing the best possible check for a given
issue. If the initial security advisory includes a standadlicheck for the issue, these vendors can
automatically consume that data. This will allow the vendor to refocus resources away from content
generation to tasks that enhance the functionality of their product while distributing higher quality
checks moreuickly to their customers.

CNRY (KS LINRPRdzOG Odzaid2YSNID&a LISNARALISOIAGSS (GKS LINRY
format is that it demystifies the vulnerability management process and provides them with the ability to

do an applego-apples compason of the products. When conducting product comparisons, given a

specific set of definitions, each product tested should return the same result. If this is not the case, it is

no longer a result of the products taking different approaches to detectwgraerability, and removes

the burden from the customer to determine which product they think returns the most accurate results.

The end result is that the customer can focus more on selecting a product with the features that best

meet their needs, and &s on the more difficult problem of which product does the correct job of

detecting vulnerabilities. Lastly, having a waddcumented, standard format provides users with the
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information they need to be able to understand the details of an issue, andtesrdae how a specific
product is conducting its business.

Use Case Scenario: Leveraging a Standardized Security Advisory

An operating system vendor releases a new set of security advisories for its platf@¥hds

Definitions A system administrator run$ KS 2 NBF yAT I GA2y Qa @dzZ ySNFroAf Al
retrieves theOVAL Definitionand verifies its signature. The vulnerability management tool then

collects the attributes required to make an assertion about whether or not the system is in a viénerab

state and includes this information in tl@VAL System Characteristidext, the vulnerability

management tool evaluates tH@VAL System Characteriscminst theOVAL Definitionand expresses

the findings in theDVAL Results

Use Case Scenario: Cdaborating on the Development of a Vulnerability Check

A new critical vulnerability is disclosed by an application vendor and the initial security advisory does not
include an authoritative standardized check for the vulnerability. A vulnerability managemaduct

vendor quickly develops and distributas OVAL Definitionvith acheck for the presence of the
vulnerability on the platforms the vendor supports for its customers. The vendor shares this new check
with a forum of other vulnerability managemewendors and industry experts in the form of @VAL
Definition TheOVAL Definitios extended by another vendor to include detailed checking information
for additional platforms in order to make the vulnerability check complete for all known vulnerable
platforms. The resultin@VAL Definitiofis again shared with the industry forum. A security expert
participating in the forum notices that under some circumstaribesOVAL Definitiomvill detect the
vulnerability when in fact it does not exist (a false positive). The security expert corrects this defect in
the OVAL Definitiomnd once again shares this information with the forum. The forum members have
collaborated in developing a tlhough, accurate, standardized check for the vulnerability and leveraged
the resultingOVAL Definitioim their products and services.

Use Case Scenario: Sharing Vulnerability Assessment Results

A vulnerability management product, using @VAL Definitiondetects the presence of a vulnerability

on a system and generates ti/AL Resulthat record this finding. ThOVAL Resul@re provided to

GKS 2NBIFYyATIGA2yQa &aSOdaNA (& RI &aKo2FNR 6KSNB Al A&
availabiity of a patch it is determined that the affected system must be patched OWaL Resuli@re

GKSY LINRPGARSR & |y AyLdzi G2 GKS 2NBFYATIFIGA2yQa LI
identified and the appropriate patch for the vulnerabilityidentified by its CVE Identifier and applied to

the system. The system is no longer in a vulnerable state.

2.3 Patch Management
Patch management is the process of identifying the security issues and software updates that affect a
system, applying the patchélsat resolve these issues, and verifying that the patches were successfully
installed9 y A dzZNAy 3 (GKFd &deaidSya FNB LINBPLISNIe& LI GOKSR Aa
leading cause for compromised systems. Patch management tools must hawaladlehderstanding
of what it means for a given patch to have been properly installed on a system to ensure that systems
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are properly patched. As a result, patch management vendors employ teams of analysts to reverse
engineer patches and fully understattte impact of applying a given patch to a systdinese analysts
must develop and maintain checks for each patch their product supports.

Forthe patch management vendor community, having patch chedkifogmation structured in a

standard format dbws them to quickly consume data from multiple sources. These vendors can share
patch checks with each other and collaborate on developing the best possible check for a given patch. If
the patch is distributed with a standardized check for the patch tiveselorscan automatically

consume that data. This will allow the vendor to refocus resources away from content generation to
tasks that enhance the functionality of their product while distributing higher quality patch checks more
quickly to their customes.

Use Case Scenarioleveraging a Standardized Patch Check

An operating system vendor releases a new set of patches for its platform and includes standardized

patch checks a@®VAL Definitior® ! A28 a0SY | RYAYAAGNI G2NJ Ndzya GKS 2N
tool which retrieves th®©VAL Definitionand verifies its signature. The patch management tool then

collects the attributes required to make an assertion about whether or not the system needs to be

patched and includes this information in tlB/AL Systemh@racteristicsNext, the patch management

tool evaluates th@OVAL System Characteristaginst theOVAL Definitionand expresses the findings

in the OVAL Result§ he patch management tool examines B¥AL Resulasnd determines that a

patch should benstalled. The patch is installed and the system is no longer vulnerable.

Use Case Scenario: Patching a Known Vulnerability

Ly 2NBIFYATFGA2yQa LI ( OKOVAL Resuligdneratgtiby alvalrembili E YAy S &
management tool. ThOVAL Resuliaclude summary information about all vulnerabilities that were

checked and full details about the vulnerabilities that were found during a vulnerability assessment. The
patch management tool uses the CVE Identifier associated with@get. Definitionincluded in the

OVAL Resultsy enumerate the available patches for the vulnerable software found on the system.

2.4 Configuration Management

¢CKS LINPOS&aa 2F O2yFAIdzNI GA2Y YIylI3ISYSyd Ay@2t @Sa
comparing it against a knowgood or mandated configuration state, and reporting the results. There

are a number of publicly available best practice configuration guides (e.d\ath@nal Security Agency

(NSA) ConfiguratioBuide$, or theNational Institute of Standards arftechnology (NI§National

Checklist Prografyy and many more developed specifically for individual organizations. In many cases,

these guides exist in paper form only, and it is up to the IT Staff to translate the document into

®The National Security Agency (NSA) Configuration Guides
http://www.nsa.gov/ia/guidance/security _configuration_guides/

® The National Institute of Standards and Technology (NIST) National Checklist Program
http://checklists.nist.gov/
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something that can be applil and enforced on a consistent basis. There are also automated solutions
availablethat can scan a system for compliance against a given configuration and offer tailoring
capabilities to suit the specific needs of an organization. Unfortunately, thesipi®often rely upon
proprietary data formats, making it difficult to introduce neanfigurationpolicies to the product or
move data from one product to another. Finally, as with some of the use cases above, divesting the
language from the product prodes the product vendor with Broadrepository of content and allows
them to focus on functionality and features.

Use Case ScenarioConfiguration Guidance Distribution

An operating system vendor releases a new version of its operating system. Alongewiitiitial release

of the operating system, detailed secure configuration guidance is included. This guidance is intended to
FOG Fa F olFaStAyS FT2NJ GKS 2LISNIGAy3T aegadsSyQa dza SN
requirements. The operating stem vendor includes th©VAL Definitionwith this secure configuration

guidance. EacBVAL Definitiomncludes a reference to the releva@ommon Configuration

Enumeration CCE ) Identifier’ for correlation with otherguidance angbolicy frameworls, andcan be

dza SR G2 OKSO1l dGKIFG | aeadsSy Aa O2YLIX AlLyd 6AGK (GKS
O2Yy FATAdzNI GA2Y AGSYDP | 32&8GSY I RYAYAAadNr G2NJ Ndzya
provides theOVAL Definitionas input. The coiguration management tool then collects the attributes

required to make an assertion about whether or not the system is complaint with the new operating
systemconfiguration guidancand includes this information in tH@VAL System Characteristidext,

the configuration management tool evaluates @& AL System Characterist@ggminst theOVAL

Definitionsand expresses the findings in tAB/AL Results

Use Case Scenario: Authoritative Policy Reuse

An organization has decided to develop a secure configurguidefor its desktop systems. Rather

than create a nevguidefrom scratch the organization leverages the secure configuration guidance
recommended by the desktop operating systeamglor. Since this policy was published in a
standardized machinereadableformat, with a collection oOVAL Definitionsr checking compliance

with the guide the organization downloads the policy and tailors it to their environment. By way of
example, the organization has a very strict password policy and needsuwme@gminimum password
length of 14 characters on all desktop systems. Given that the operating system vendor recommended a
minimum password length of 8 characters a parameterized valuthere is already a®VAL Definition

in the published secure cogifiration for check minimum password lendtiat can leveragedThe
organization is able to simply tailor the minimum password length value setting it to 14 and reuse the
rest of the checkintpgic in theOVAL DefinitionThe organization applies severahet customizations

to the policy by editing the publishgdVAL DefinitiondOnce completed, the organization inputs the
new policy into its configuration management tool which begins moimgpall desktop systems for
compliance with the policy.

"Common Configuration Enumeratid@ CEhttps://cce.mitre.org
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Use CaseScenario: Compliance Reporting

An organization is required to be compliant with an official configurabaselineand report on the
degree of compliancian order tomeet the configuration baseline requirements of iadustrybody. This
baselinehas been gpressed and published as a collectiofOMAL Definitionand digitally signed by the
authority that developed it. Free from needing to translate tiaseline the organization assesses its
systems for compliance with tHeaselinedza A y3 ( KS @wNEbhfiguralion than&ggnieéit tool
and theOVAL Definitiong=or each system, the configuration management tool collects the attributes
required to make an assertion about the system anaasipliance with thébaseline The tool then
includes this information in th®VAL System Characteristiogepresent the current state of the

system. The configuration management tool evaluates@WAL System Characteristagminst the
baselinedefinedby the OVAL Definitionandincludes the differences between current system state and
the desiredconfigurationin the OVAL Result§heOVAL Results atken forwardedto the
2NBIFYyATFGA2y Qa O2YLX Al yOS NB L2 NI Aligrge taitBeBageling K S NB (1 K
can bemade available to the authorities to demonstrate compliance.

2.5 System Inventory

System inventorys the processf gathering a detailed listing of the applications installed on a given
system. Large enterprises often have many versions of many applicatiomsg on wide variety
operating systems. Organizations simply do not rely upm@vendor for allof the software that is

running in their enterprise This raises a considerable challenge when tracking software for licensing,
vulnerability management,anpliance, and other purposes. Application and operating system vendors
need a standardized way to describe how to check for the presence of an applieaitbgystem

inventory tool vendors need reach out to numerous application and operating system ngefoddhis
information in order to accurately determine what is installed on a system. Currently, these system
inventory tool vendors must develop their own checks for the presence of an application or operating
systemwhich isoften based on a best gugesather than authoritative knowledge of the system.

Use Case Scenario: Operating System Upgrade

An organization wants to upgrade its remaining systems to the newest version of an operating system.
The organization tasks the system adistirator with detemining how many licenses need to be
purchased. The system administrator downloads @AL Definitionthat contain checks for all of the
previous versions of the operating system along with referenc&otmmon Platform Enumeration
(CPE) Identifierd that correspond to the specific platform associated with a check. The system
administrator then runs the system inventory tools across the organization using the downlGadd
Definitions.The system inventory tool collects the attributes required to mak assertionlaout the
software installed on the system and includes it in @¢AL System Characterist&ssa snapshot of the
observed state of the system. Next, the system inventory tool compare®hsl System
Characteristicso the OVAL Definitionsand records th findings in th@OVAL Resuliginally, the system

 Common Platform Enumeration (CPijps://cpe.mitre.org
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inventory tool forwards th@OVAL Resultoe the2 NHF YA T I GA2y Qa NBLERZNIAYy3I (22
leverages the CPE Identifiers in @¥ AL Resulte provide detailed information about thnumber and

types of earlier versions of the operating system that were found allowing the system administrator to

see how many licenses are required for the upgrade.

2.6 Malware and Threat Indicator Sharing

Incident coordination centers, organizations, artiey members of the security community are actively
discussing malware and sharing kevel system details that can be used to detect potentially
compromised systemd hese details are commonly shared as prose documents that require translation
into actionable content prior to being used for system assessniEmg need for atandard format to
encode malware and threat indicatoiswidely acknowledged, and its use by incident coordination
centers would be widespread.

Use Case Scenario: Detecting Compromised Systems

An organization discovers that one of their systems has been compromised by some malicious software
Immediately, the organization tasks their forensics team with investigating the infected syfenirsg

the investigation, the forensics teanotices that theinfected system contains certain files that have

been modified and that a previously undisclosed vulnerability was used to gain access to the system.
Realizing that there is no publicly available check for this vulnerability, the foréeaiscreates an

OVAL Definitiomvith tests to check for the presence of the modified files found during the investigation
5SLISYRAY3I 2y (i iK-Bouset@oBhg rashlithg QVAL Defindion may be automatically
generated from numerous possiblewces including static analysis tool outputs or possibly hand

written in the case where a more manual process was used to investigate the incident.

Once complete, the forensics team quickly pushes the @&$L Definitiomo their hostbased security

system in order to determine howidespreadhe attack on their infrastructure really is, before their

anti-virus vendor has published updated signatures. Att-based security system collects the

attributes required to detemine if a system has been compromised records this information in the

OVAL System Characteristic® OF LJi dzNBE (G KS a e a i SY chasedsdeMNMBystém & G (G S«
compares theOVAL System Characteristacginst theOVAL Definitionand recordshe differences in

system state in th©VAL Result$inally, thenostbased security system forwards ta/AL Result

GKS 2NEFYAT I A2y QaouwbRrasukklatewsragedit@ olvide ddtaBad Bformndsich

about the number of systems &t have been compromise@hus, enabling the forensics team to quickly
guarantine and remediate the issue.

Use Case Scenario: Sharing Checks for Threat Indicators
An organization has idepth knowledge about a system compromise and exactly what artifastde
on a system after compromise. The organization export®©¥AL Definitiofrom itsin-house malware
database with tests to check for the presence of these artifacts, modifiedditelsnew registry keys,
shares the resultin@VAL Definitionvith their partners. The partners run tl@VAL Definitioon their
systems. The partner organizations quickly learn that they too have compromised systems and begin
collaborating with each other in developing a strategy to remediate the affected systems.
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2.7 Network A ccess Control (NAC)

NAC is a technology that can be used to enforce endpoint configuration policies. Policy enforcement
may result in a number of outcomes includibgt not limited tg granting full network access, denying
network access, or granting sorfegm of limited access. Most NAC solutions allow for policy checking
and enforcement both when an endpoint requests access to a network and on an ongoing basis to
ensure continued policy conformanddAC policies areften expressed iproprietary data femats,
making it difficult to introduce new policies sharepolicies among NAC productsinally, as with some
of the use cases above, divesting the language fronNth€product provides the product vendor with

a wider repository of content and allowsdm to focus mor@n functionality and features.

Use Case Scenario: Minimum Secure Configuration Baseline Enforcement

An organization has defined an endpoint configuration policy that requires a minimum secure
configuration including the installation ahtivirus software, activationral proper configuration of a
host-based firewall, and current patch status for all major applications and the operating sy&tésn.

policy is expressed as a collectiom®fAL Definitionsvhere eacfOVAL Definitiomescribes how to
determine if anendpoint complies with a single requirement in the organizational poli¢ys set of

OVAL Definitions is then distributed to the various NAC solutions that are in place within the enterprise
allowing the organization toefine the policy once in a standard foatrand distribute it to each NAC
solution in placeThe various NAC solutions begin enforcing endpoint policy compliance as described in
the OVAL Definitions

2.8 Auditing and Centralized Audit Validation

Audit validatian is responsible for providing reports about the state of a machine at any given time in

the past. There are two basic needs in this area. First and foremost is capturing machine configuration
information at a level of granularity that allows an organizatio monitor, track, and reconstruct the

OGNl yaAdGAz2y 2F | aeadsSyQa O2yTAIdNI GA2Yy FTNRY 2yS &
stored in a standardized, datzentric format, thus ensuring that it is not bound to a specific product,

which may or may not be available at the time it is necessary to review the data.

Use Case Scenario: Keeping Track of Change

An organization deploys a centralized audit validation system. When a new system joins the network, it

is immediately scanned by theorgart I 1A 2 Yy Q& @ dzt y S NI hankrfadetent, and vy 3SYSy .
configuration management tools based on the mosttaglate security advisories, patches, and

policies. The resultin@VAL Results, 3 32 OAF 6 SR ¢A 0K GKS &0l yaIhea SNBSS |
centralized audit validation systerarom then on, the system is scanned once a week to determine if

anything has changed. If changes are discovered since the last update, the centralized audit validation

system is updated with the late€@VAL Result#f at any point in time between the scheduled scans, the

system falls into or out of compliance or a hew patch has been installed, the centralized audit validation

system is immediately updated with the néWWAL Resultg he centralized audit validatioggem now

contains multiple sets dDVAL Resulgocumenting the various state changes to the system over time.
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2.9 Security Information Management Systems (SIMS)

SIMS integrat¢he output of a variety of security, auditing, and configuration products, asasetheir

2y 3ASyGasx (G2 o0dAfR I O2YLINBKSyarAgdS OASm 2F (KS
fewer data formats the SIM needs to understand the more flexible and powthdydroduct can be.

Sandardizing the data exchange formats betwgenducts greatly simplifies thinteroperability

requirementsand provides the end users with a wider array of applications to choose from.

Use Case Scenario: Data Aggregation

A security information management system vendor utilizes@hWAL Resultgenerated by vulnerability
management toolspatch management tools, configuration management tools, and any other tool that
producesOVAL Resultss a primary format for data coming into their system. By doing so, the system
can consume data from an entire g of tools in a straightforward mannaithout the need to

translate different formats, of like data, into a single format before it can be analyzed.

3 Requirements for the OVAL Language

The following requirements hee beendeveloped lased upon the goals @VAL and the needsutlined

in the use cases abovEhese requirements apply to the OVAL Language itseléstatblishthe OVAL
Languages the standarized frameworlfor expressing the configuration state of computer systems. At

the highest level are thBasic Requirements, which capture the essence of the goals and use cases. Each
of these requirements is further expanded and refined into individual classes of requirements in the
OVAL Definition Requirements, OVAL System Characteristics Requireandi@¥,AL Results

Requirements sections below.

3.1 Basic Requirements
The basic requirements listed in this section form the foundation of the OVAL Language and are further
refined and expanded upon in the Detailed Requirements section of this document.

3.1.1 Expressing Expected Configuration State
1 The language MUST be capable of expressing the desired configuration state of a system.

3.1.2 Representing Observed Configuration State
1 The language MUST be capable of expressing the actual configuration state of a system.

3.1.3 Expressing Assessment Results
1 The language MUST be capable of expressing where the actual system configuration differs from
the desired configuration.

3.1.4 Content Integrity and Authenticity
The language MUST provide the ability to ensure the integrity and authertfaty content written in
the language.
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3.2 Detailed Requirements
The detailed requirements expand upon the general requirements listed in the previous section

3.2.1 General Content Requirements
These general requirements apply to all content written in lérgguage.

1 The language MUST require that all content specify the language version which it complies with.
1 The language MUST require that all content specify when it was created.
1 The language MUST allow content to contain information about the product rentieersion
used to create the content.
1 The language MUST allow content to contain additional information that is relevant to the
creation of the document.

3.2.2 OVAL Definition Requirements
These requirements apply to OVAL Definitions and further refine thie baguirements listed above.

1 Al major components of the language MUST be reusable.

1 Components of the language MUST have globally unigue identifiers.

1 Component identifiers MUST be structured to allow individual organizations to dynamically
create identifers without relying on an outside source and be ensured that global uniqueness is
maintained.

1 The language MUST allow for the exchange of collections of OVAL Defiagtiarssngle unit of
content

1 A collection of OVAL Definitions MUST contain all ofrilvidual components used by each
definition in the collection.

1 The language MUST contain the structure and the means to create unbounded logical
combinations of individual components.

i The language MUST provide the ability to negate logical statements.

1 The language MUST allow tailoring of configuration values to meet organization or environment
specific policies.

1 The language MUST allow the current configuration of a system to be used as the basis of
further identifying configuration items to examine.

1 Thelanguage MUST provide a means to add an authoritative reference to an OVAL Definition.

1 An OVAL Test SHOULD be capable of testing all of the configuration parameters retrieved from a
corresponding system element.

1 An OVAL Test SHOULD mirror, in name andtsirg, the configuration parameters retrieved
from a system element

3.2.3 OVAL System Characteristics Requirements
These requirements apply to OVAL System Characteristics and further refine the basic requirements
listed above.
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OVAL System Characteristics MifsTude sufficient asset identification information to uniquely
identify the target system.

OVAL System Characteristics MUST allow for any additional asset identification information
about the target system to be represented.

OVAL System Characteristics 8Uprovide an extensible model for representing items collected
from a system.

OVAL System Characteristics MUST provide information about whether a specific item exists or
does not exist on a system.

OVAL System Characteristics MUST allow for a cleagdirdetween the information that was

found on a system and the information that was requested of the system.

OVAL System Characteristics MUST allow for the exchange of system configuration information
without any dependency on other OVAL content.

OVAL Systa Characteristics MUST report the outcome of attempting to collect a specified set

of system information.

OVAL System Characteristics MUST provide a means for tools to convey additional information
(error messages, informational messages, etc.) relateattempts to collect system

information.

OVAL Results Requirements

These requirements apply to OVAL Results and further refine the basic requirements listed above.

T

=

OVAL Results MUST contain information that uniquely identifies the specific system being
reported on.

OVAL Results MUST be capable of supporting different levels of detail in the reported results.
OVAL Results MAY include the OVAL Definitions that were evaluated.

OVAL Results MUST contain the analysis result for each OVAL Definition and e¢aoheadfe
OVAL component being reported upon.

OVAL Results MAY include ®gstem Characteristitsat werecollected

4 Data Model for the OVAL Language
The core components of the OVAL Language Data Model standardize the three main steps of the
assessment prass specifically

1.
2.
3.

Representing the configuration information of a system

Analyzing the system for the presence of a particular machine state

Reporting the results of the comparison between the specified machine state and the observed
machine state.

The OVAL Definitions ModdEfines an extensible framework for making an assertion about a system
that is based upon a collection of logical statements. Each logical statement defines a specific machine
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state by identifying the data set on the system to exaenand describing thexpectedstate of that
system data. Using the OVAL Definitions Model various assertions can be made about a system
including:

9 Isthe system in a vulnerable state?

1 Is aspecific patch installedr missing fronthe system?

1 Is a certairpiece of software installed on the system?

1 Is the system in compliance with a particusat of configuration guidanée

TheOVAL Variables Data Mod#fines all constructs used to create OVAL Variabledcan be used, in
conjunction with the OVADefinitions Model, to externally specify values that can tailor content based
on the OVAL Definitions Model at rtime. This tailoring can be applied to both the identification of
which system data to examine and the description of the state of that sysi&ta.

TheOVAL System Characteristics Mquelides a framework for representinpw-level system
configuration information that can be extended to support platfesmecific constructsThe lowlevel
systemconfiguration information can include operagjrsystem properties, installed software, settings
of installed software, operating system security settingsd other machine statdhe lowlevel
configuration information represented by the OVAL System Characteristics Model can be used to
compareactualstate against theexpectedmachine state described by a set of OVAL Definitions.

TheOVAL Results Modslused to report the results of an evaluation of a set of systems based upon a
set of OVAL Definitions leveraging the OVAL System Characteligtiés way, the OVAL Results Model
provides detailed information about the set of assertions that wevaluated the observed states of

the evaluated systems, and the detailed results of the evaluafibis model enables applications to
consume this datanterpret it, and take the necessary actions to report on the evaluation results or
take other actiongfor example, install patches, alter system configuration settings, and/or take external
precautions to limit access to the affected systems). The QRéallts Model can be tailored using the
OVAL Directives Mod#&hich defines the constructs used to create OVAL Diregtivésclude various
levels of detail which allows for verbose detailed result information or streamlined result information
based oma specific use case.

Lastly, many constructs and enumerations are reused throughout the different components in the OVAL
Language Data Modé€To facilitate reuse and avoid duplication, thesenmonconstructs and
enumerations are represented in tf@VAL Qomon Model

The dependencies between the various components of the OVAL Language Data Moleéglicte=
below.
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Figure4-1 Major Gomponent Dependencies
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4.1 Data Model Conventions
The following conventions are used throughout this data model section.

4.1.1 UML Diagrams

The Data Model makes usedhified Modeling Languag&/IL)° diagrams where appropriate, to
visually depict relationships for the OVAL Language constiDigigrams are icluded for any construct
that inherits from other constructs or has a compositional relationshie namespaces used in the
diagrams map to those defined at the top of this document.

4.1.2 Property Table Notation

Throughout the data model, tables are useddscribe each data type. Each property table will consist
of a column of property names to identify the property, a type column to reflect the datatype of the
property, a multiplicity column to reflect the allowed number of occurrencesefgdroperty, and a
description column that will describe the property. Values in the type column are either primitive
datatypes or other types defied in this document. These values will be cross referenced to the base
definition of their typesBelow is an example propertgble.

Table4-1 Example Property Table

Property Type | Multiplicity | Description
<PROPERTY NAME <DATA TYPE 0..1 <DESCRIPTION OF THE PROPERTY AND A

® Unified Modeling LanguageJML http://www.uml.org/
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| \ | USAGE REQUIREMENTS FOR THE PROPER

4.1.3 Primitive Data Types
The following primitive datatypes are used in the OVAL Language.

9 binary¢ Dataof this typeconforms to theworld Wide Web Consortiunw3Q
Recommendation fonexencodedbinary data[1].

boolean¢ Data of this type conforms to the W3C Recommendationtfoolean data [2].
double¢ Data of this type conforms to th&/3C Recommendation foloubledata[13].
float ¢ Data of this type conforms to th&/3C Recommendation for float d&t2].

int ¢ Dataof this type conforms to the W3C Recommendation for intedgea [4].
string¢ Data of this type conforms to the W3C Recommendation for string data [6].
unsigned int; Dataof this type conforms to the W3C Recommendationufosigned intdata
[15].

URI¢ Dataof this type conforms to the W3C RecommendationgoyURUdata[14].
DateTimeg Data of this type represents a time value tlwainforms to the yyyymm-
ddThh:mm:ss format.

=A =4 =4 4 -4 4

= =

4.2 OVAL Common Model

The OVAL Common Model contadefinitions forconstructs and enumerations that are used
throughout the other core moels in the OVAL Language Data Model both eliminating duplication and
facilitating reuse.

4.2.1 GeneratorType

TheCGenerator Type providesa structure for recordingnformation about how and whethe OVAL
Contentwas createdfor what version of the OVAL Languapeas createdand any additional
information at the discretion of the content author

Property Type \ Multiplicity Description
product_name | string 0.1 Entity that generated the OVAL Contenhis value
SHOULD bexpresseds a CPE Name.
product_version| string 0.1 Version of the entity that generated the OVAL Content.
schema_version| double 1 Version of the OVAL Language that the OVAL Content
expected to validate against.
timestamp DateTime| 1 The date and time of when the OVAL Content, in its

entirety, was originally generatedhis value is
independent of the time at which any of the components
of the OVAL Content were created.

extension_point| Any 0.* An extension point that allows for the inclusion of any
additional information associatedith the generation of
the OVAL Content.
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The extension_point property is not considereda part of the OVAL Languageoper, but rather,
an extension pointhat allowsorganizationgo expandthe OVAL Language to better suit their needs.
For more information please ségpendixA ¢ Extending the OVAL Language Data Model

4.2.2 MessageType

TheMessageType construct is used to relay messages from tools attmne. The decision of how to

use these messages is left to the tool developer as an implementation detail based upon the context in
which the message is used.

Property \ Type Multiplicity Description

level MessagelevelEnumeration 0.1 The level of thenessage.
Default Value:4hfoQ
message| string 1 The actual message relayed from the to

4.2.3 CheckEnumeration

TheCheckEnumeration enumeration defines the acceptable values that can be used to determine
the final result of an evaluation based on how many of the individual results that make up an evaluation
are true This enumeration is used in different contexts throughout the O\&hguage SeeSection
5.3.6.1Check Enumeration Evaluatiamf,the OVAL Language Processing Mddelmore information

on how this enumeration is used.

EnumerationValue Descripton

all The final result i#uelonly ifall of the individual results under consideration an
WHueQ

at least one The final result i#ueConly ifone or more of the individual results under
consideration aréueQ

none exist DEPRECATED (38Yersion 5.3 of the OVAL Language, the checking of exist
and state were separated into two distinct che€iseckEnumeration  (state)
and ExistenceEnumeration (existence). SincEheckEnumeration is

now used to specify how many objestsould satisfy a given state for a test to
return true, and no longer used for specifying how many objects must exist fg
test to return true, a value dhone existis no longer needed.

The final result i$uelbnly ifzero of the individual results under consideration

are HueQ

none satisfy The final result ifuelonly ifzero of the individual results under consideration
are HueQ

only one The final result i%ueldnly ifone of the individual results undeonsideration is
YHueQ

4.2.4 ClassEnumeration
TheClassEnumeration  defines the different classes @\VAL Definitionghere each class specifies
the overall intent of theOVAL Definition
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Enumeration Descripton
Value
compliance This class describ@VAlDefinitionsi K & OKSO1 G2 &aSS ATF

compliant with a specific policAn evaluation result otrueQfor this class cDVAL
Definitions indicates that a system is compliant with the stated policy.

inventory This class describ&@VAlLDefinitionsthat check to see if a piece of software is
installed on a systemin evaluation result otrueQfor this clasef OVAL
Definitions indicates that the specified software is installed on the system.

miscellaneous | This class describ€VAL Dinitionsthat do not belong to any of the other defined
classes.

patch This class describ&@VAL Definitionthat check to see if a patch should be installg
on a systemAn evaluation result a@xieQfor this class oDVALDefinitions,
indicates that the specified patch should be installed on the system.

vulnerability This class describ&VAL Definitionthat check to see if the system is in a
vulnerable stateAn evaluation result otueQfor this class oDVALDefinitions,
indicates that the system is in a vulnerable state.

4.2.5 SimpleDatatypeEnumeration

TheSimple Datat ypeEnumeration defines thelegalsimpledatatypes that are used to describe

the valuesn the OVAL Languag@imple datatypes are those that are based upon a string
representation without additional structurdzach value in th8impleData t ypeEnumeration has

an allowed set of operations listed in the table below. These operations are based upon the full list of
operations which are defined in th@perationEnumeration

Enumeration Descripton

Value

binary Data of this typeconforms to the W3C Recommendation fexencodedbinary
data[1].

Validoperationsare:

1 equals
1 not equal
boolean Data of this type conforms to the W3C Recommendatiorbtmiean data [2].

Valid operations are:

1 equals
1 not equal
evr_string Data of this type conforms to the form&POCH:VERSIBELEASE anohaparisons

involving thisype MUSTollow the algorithm of librpm's rpmvercmp() function.

Valid operations are:
1 equals
1 not equal
91 greater than
1 greater than or equal
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1 lessthan
9 less than or equal

fileset_revision

example would be 'A.03.61.00'.

Valid operations are:

Data of this type conforms tahe version string related to filesets in X, An

1 equals

1 not equal

1 greater than

1 greater than or equal
9 less than

9 less than or equal

float

Validoperations are

Data of this type conforms to the&/3C Recommendation fdlioat data[3].

equals

not equal

greater than

greater than or equal
less than

less than or equal

=A =4 =4 =8 -8 =9

ios_version

strings for 10S. Please refer to Cisco's I0S Reference Guide for information on
compare different Trains as they follow a very specific patfé

Valid operationsare:

Data of this type conforms t@isco 10S Train strings. These are in essence versi(

equals

not equal

greater than

greater than or equal
less than

less than or equal

= =4 =4 -8 - =9
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int

Data of this type conforms to the W3C Recommendation for integer data [4]

Valid operations are

equals

not equal

greater than

greater than or equal
less than

less than or equal
bitwise and

bitwise or

=4 =4 = =4 =8 -8 -8 =9

ipv4_address

The ipv4_address datatype represents IPv4 addresses and IPv4 address prefix
(usingClassless Intedbomain RoutinglCIDR notatio)[18]. Legal values are
represented in dotteequad notation (‘a.b.c.d' where 'a’, 'Bt', and 'd' are integers
from 0-255), optionally followed by a slash (/") and either a prdixgth (an integer
from 0-32) or a netmask represented in dottegiad notation (‘a.b.c.d' where 'a’, 'b’
'c', and 'd" are integers from-R55). Examples of lagvalues are '192.0.2.0',
'192.0.2.0/32', and '192.0.2.0/255.255.255.255'". Additionally, leading zeros are
permitted such that '192.0.2.0" is equal to '192.000.002.0[13]

Valid operations are:

equals

not equal

greater than

greater than or equal
lessthan

less than or equal
subset of

superset of

= =4 =4 -8 - -8 -8 -9

ipv6_address

Data of this type conforms tthe IETFRFC 4298 pecificatiorfor textual
representations of IPv6 addresses and IPv6 address pr§fikes

Valid operations are

equals

not equal

greater than

greater than or equal
less than

less than or equal
subset of

superset of

= =4 =8 8 - -8 -8 -9

string

Data of this type conforms to the W3C Recommendation for string data [6].

Valid operations are
1 equals
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1 not equal

9 case insensitive equals

1 case insensitive not equal
i patternmatch

version Data of this typeepresents a value that is a hierarchical list of immgative integers
separated by a single character delimitdnysinglenon-number charactemaybe
used as a delimiter anthe delimiter may vary between component ofjaven
version string.

Valid operations are

equals

not equal

greater than

greater than or equal
less than

less than or equal

= =4 =4 =4 -4 =9

4.2.6 ComplexDatatypeEnumeration

TheComplex Data t ypeEnumeration defines thecomplex datatypes that are supported ti/AL
LanguageThese datatypgdescribe the valuewith some structurébeyond simple string like conter@

One simple example of a complex dataytype is an address. The address might be composed of a street,
city, state, and zip code. These for field together comgtisecomplete address.

Each value in th€omplex DatatypeEnumeration has an allowed set of operations listed in the
table below. These operations are based upon the full list of operations which are defined in the
OperationEnumeration

Enumeration Value Descripton
record Data of this type represents a collectionr@med fields and values

Valid operations are
1 equals

4.2.7 DatatypeEnumeration

TheData t ypeEnumeration defines thecomplete set of all valid datatypes. This set is created as the
union of theSimpleData t ypeEnumeration and theComplexData t ypeEnumeration . This

type is provided for convenience when working with the OVAL Language.

4.2.8 ExistenceEnumeration
TheExistenceEnumeration defines the acceptable values that can be usedgecify the
expected nurber of componentainder consideratiomustexist.

Enumeration Value Descripton

all_exist The final existence result ueCbnly ifall of the components under
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consideration exist.

any_exist The final existence result uelonly if zero or more of the components under
consideration exist.

at_least_one_exists The final existence result @uelbnly ifone or more of the components under
consideration exist.

none_exist The final existence result#8ueCnly if zero of the components under
consideration exist.

only_one_exists The final existence result 8uelonly ifone of the components under
consideration exist.

4.2.9 FamilyEnumeration
TheFamilyEnumeration defines the higHevel family that an operating sysh belongs to.

Enumeration Value Descripton

catos This value describes Cisco CatOS operating systems.

ios This value describes Cisco 10S operating systems.

macos This value describelppleMac OS operating systems.

pixos This value describess€oPIX operating systems.

undefined This value is reserved for operating systems where the-leigdl family
is not available in the current enumeration.

unix This value describes UNIX operating systems.

vmware_infrastructure This value describes th&MWare Infrastructure.

windows This value describedicrosoft Windows operating systems.

4.2.10 MessagelevelEnumeration
TheMessageLevelEnumeration defines the different levels that can be associated with a
message.

Enumeration Value Descripton

debug Thislevel is reserved for messages that should only be displayed when thq
is run in verbose mode.

error This level is reserved for messages where an error was encountered, but
tool could continue execution.

fatal This level is reserved for messagéwere an error was encounterexhdthe
tool could not continue execution.

info This level is reserved for messages that contain informational data

warning This level is reserved for messages that indicate that a problem may have
occurred.

4.2.11 OperationEnumeration

TheOperationEnumeration defines the acceptable operations in the OVAL Languiue precise
meaning of an operation is dependent on the datatype of the values under considerage8ection
5.3.6.3.1Datatype and Operation Evaluatifor additional information.

Enumeration Value Descripton
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equals Thisoperation evaluates t&tuedif the actual value is equal to the stated
value.
not equal This operation evaluates #rueCif the actual value is not equal to the stated

value.

case insensitive

This operation evaluates #rueCif the actualvalue is equal to the stated valu

equals when performing a case insensitive comparison.

case insensitivanot This operation evaluates #rueCif the actual value is not equal to the stated

equal value when performing a case insensitive comparison.

greaterthan This operation evaluates t#fueClf the actual value is greater than the stated
value.

less than This operation evaluates t#fueClf the actual value is less than the stated

value.

greater than or equal

This operation evaluates #tuedif the actual value is greater than or equal t
the stated value.

less than or equal

This operation evaluates t#fueClf the actual value is less than or equal to th
stated value.

bitwise and This operation evaluates t¢tueCif the result of the BITWISEND operation
between the binary representation of the stated value and the actual value
equal to the binary representation of the stated valdéis operation is used
to determine if a specific bit in a value is set.

bitwise or This operation evaluateto Huelf the result of the BITWISE OR operation

between the binary representation of the stated value and the actual value
equal to the binary representation of the stated valdéis operation is used
to determine if a specific bit in a valuenist set.

pattern match

This operation evaluates #fueClf the actual value matches the stated regul
expressionThe OVAL Language supports a common subset ¢feHes
Compatible Regular Expression Specifica@eAppendix CRegular
Expression $port for more information about regular expression support if
the OVAL Language.

subset of

This operation evaluates t#fueClf the actual set is a subset of the stated se

superset of

This operation evaluates #fueClf the actual set is a superset of the stated
set.

4.2.12 OperatorEnumeration
TheOperatorEnumeration defines the acceptable logical operators in the OVAL Lang&ee.
Section5.3.6.Dperator Enumeration Evaluatidar additional information.

Enumeration Value Descripton

AND Thisoperator evaluates t&#uebnly ifevery argument isHueQ

ONE This operator evaluates téftueCbnly ifone argument istrueQ

OR This operator evaluates térueConly ifone or more arguments aréfueQ
XOR This operator evaluates tdrueConly ifan odd number of arguments aldueQ

4.2.13 Definition, Test, Object, State, and Variable Identifiers
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The identifiers used foODVAL Definition®OVAL Test©OVAL ObjectOVAL StateandOVAL Variables

havea common structure based upon amified Resurce Name yRN™ format with a type component

that distinguishes one type of identifier from anoth&ach identifier ha®ur components that are

ASLI N GSR 6@ | WYQ YR NS NBLINBaSyatSR Ay (KS F2f
<PREFIX>:<NAMESPACE>.<TYPE>:<ID>

These components are explained below:

T Prefixc¢ KS LINBFAE Aa lfglea a20ltéd

Namespace The namespact whichthe identifier belongs.

1 Typec Foroftheid. The allowed valde | NB da RS T¢ T2 NDGhaHilé] TF529\@ AhyaAl (A 2¢
F2NI h+! [ SBEoFEGQOI B+dad {GFIST YR a@FNE F2N hzx! ]

91 ID Value The integer value of thiglentifier.

=

OVAL DefinitionrOVAL TesDVAL ObjecOVAL StateandOVAL Variablibs are globally unique. Each
ID MUST NOT be used more than once within the known bo@yéf. Content.

The namespace portion of an ID SHOULD be represented as the rBoensén Name SysterDNS™

name of the organization that manages the content. Using a reverse DNS name provides a hint to the
OVAL Community about the origin of the contentlallows organizations to manage their own
collections of IDs.

OVAL DefinitionOVAL TesOVAL ObjecOVAL StateandOVAL Variabl®ds SHOULD NOT contain any
semantics. IDs are not intended to convey any meaning.

Once arOVAL DefinitionOVAL TesOVAL ObjectOVAL Stateor OVAL VariabliDs is assigned it
SHOULD NOT be reused for any ofb®AL DefinitionrOVAL TesOVAL Obje¢cOVAL Stateor OVAL
Variable

4.2.13.1 DefinitionIDPattern

TheDefinitionIDPattern defines the URN format associated widv ALDefinitionidentifiers All
OVAL DefinitioidentifiersMUSTconform to the following regular expression:

oval:[AZaz0-9 \-\.]+:def:[1-9][0-9]*

4.2.13.2 ObjectiDPattern

% Unified Resource Name (URNip://www.ietf.org/rfc/rfc3406.txt
' Domain Name System (DNBip://tools.ietf.org/html/rfc1035
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TheObjectIDPattern defines the URN format associated Wil AL Objedtientifiers. AllOVAL
Obectidentifiers MUST conform to the following regular expression

oval:[AZaz0-9 \-\.]+:0bj[1-9][0-9]*
4.2.13.3 StatelDPdtern

TheStatelDPattern defines the URN format associated WillVAL Statalentifiers All OVAL State
identifiers MUST conform to the following regular expression:

oval:[AZ&z09 \-\.]+:ste[1-9][0-9]*
4.2.13.4 TestIDPattern

TheTestIDPattern defines the URN format associated WitV AL Tegtlentifiers AllOVAL Test
identifiers MUST conform to the following rdguexpression:

oval:[AZ&az09 \-\.]+:tst[1-9][0-9]*
4.2.13.5 Variable|DPattern

TheVariableIDPattern defines the URN format associated WilVAL Variablelentifiers. All
OVAL Variablelentifiers MUST conform to the following regular exmies:

ovalt[A-Zaz09 \-\.]+:var[1-9][0-9]*
4.2.14 lItemlIDPattern

TheltemIDPattern defines the format associated with OVAL Item identifi?dds OVAL ltem
identifiers areunsignednteger values.

4.2.15 EmptyStringType
TheEmptyStringType  defines a string value withmaximumlength of zero.

4.2.16 NonEmptyStringType
TheNonEmptyStringType  defines a string value with a length greater than zero

4.2.17 Any

TheAny datatyperepresents an abstraction that serves as theibss other user defined datatypes.
ThisAny datatype does not constrain its data in anyway. This type is used to allow for extevidion
the OVAL Language.

4.2.18 Signature

TheSignature type provides a structure for applying a digital signature to OVAL Content. Any binding
or representation of the OVAlanguage MUST specify the format and structure of this tyjpes type is
defined in an external namespace and when referenced in this document will be prefix with the external
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namespace alias as follovet:Signature . See SectioB.1for more information on how
signatures are used in the XML binding of OVAL.

4.3 OVAL Definitions Model
The OVAL Definitions Model provides a way to describe assertions about a syaterit sbmbines the
identification of required assessment data and the associated expected state of the data.

4.3.1 oval_definitions

Theoval_definitions type defines the base structure in the OVAL Definitislosiel for
representing a collection @VALDefinitions Thiscontainertype adds metadata about the origin of the
contentand allows for a signature

I OVAL Common::GeneratorType|

1

I OVAL Definitions::DefinitionsType|

1 1 1 0.1 [ "
| OVAL Definitions::TestsType |
‘ 0.1
OVAL Definitions::oval_definitions |‘—| OVAL Definitions::ObjectsType|
, 1 0.1
1 1 1 IOVAL Definitions::StatesType|
0.1

I OVAL Definitions::VariablesType|

0.1
OVAL::Signature

0.1
Property Multiplicity Description

generator | oval:GeneratorTypq 1 Provides information regarding the origin of the OV/
Content Thetimestamp property of the
generator MUST represent the time at which the
oval_definitions was created.

definitions | DefinitionsType 0.1 Container fotOVAL Definitions

tests TesbkType 0.1 Container folOVAL Tests

objects ObjecsType 0.1 Container folOVALObjects

states StatesType 0.1 Container folOVAL States

variables | VariablesType 0.1 Container folOVAL Variables

signature | ext:Signature 0.1 Mechanism to ensure the integrity and authenticity
the content.

4.3.2 DefinitionsType
TheDefinitionsType provides a container for one or mof@VAL Definitions
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Property | Type | Multiplicity Description
definition | DefinitionType| 1..* One or more OVAL Definitions.

4.3.3 DefinitionType

TheDefinitionType defines a singl®VAL DefinitionAn OVAL Definitiois the key structure in the
OVAL Definition Model. It is a collection of logical statements that combine to make an overall assertion
about a system state and metadata about the assertion.

I OVAL Definitions::MetadataType |
1
. )
OVAL Definitions::DefinitionType OVAL Definitions::NotesType|
-id[1] : Definition|DPattern 0.1

-version[1] : unsigned int 1

-class[1] : ClassEnumeration ‘———'OVAL Definitions::CriteriaType
-depreacted[0..1] : boolean =0 |

? 10.1
1 OVAL::Signature

0.1
Property Multiplicity Description

id ovalDefinitionIDPatern 1 The globallynique identifier of theOVAL
Definition

version unsigned integer 1 The version of th€©VAL Definition

class ovalClassEnumeration 1 The class of th®VAL Definition

deprecated| boolean 0.1 Whether or not theOVAL Definitiomas
been deprecated.
Default Value:4alseQ

metadata | MetadataType 1 Container for metadata associated with thg

OVAL DefinitionMetadata is informational
only and does not impact the evaluation of
the OVAL Definition

notes NotesType 0.1 A container for individual notes that
describe some aspect of tH@VAL
Definition

criteria CriteriaType 0.1 A container for the logical criteria that is

defined by theOVAL DefinitionAll non
deprecatedOVAL DefinitionsIUSTcontain
at least onecriter  ia to express the
logical assertion being made by ta/AL
Definition

signature | ext:Signature 0.1 Mechanism to ensure thmtegrity and
authenticity of the content.
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4.3.4 MetadataType
TheMetadataType is a container for additional metadata that describeSGMAL Definition

OVAL Definitions::MetadataType ’_/—I OVAL Definitions::AffectedType|
-title[ll : ;tring . 1 0.*
:gitsecr:ggﬂ,ﬂi;ts[tlrﬂ?; Any ‘\—I OVAL Definitions::ReferenceType|
1 .+
Property Type Multiplicity Description
title string 1 A short text title for theOVAL Definition
affected AffectedType | 0..* A container for the list of affected platforms by a
givenOVAL Definition
reference ReferenceTypq 0..* References allow pointers to external information
about anOVAL Definition
description string 1 A detailed text description of th®VAL Definition
extension_point| Any 0..* An extension point that allows for the inclusion of a
additionalmetadataassociated with th®©VAL
Definition
Theextension_point property is not considereda part of the OVAL Languageoper, but rather,

an extension point thaallowsorganizationgo expandthe OVAL Language to better suit their needs.
For more information on making use of this extension pointAppendixA ¢ Extending the OVAL
Language Data Model

4.3.5 AffectedType
TheAffectedType is a container typ for the list of affected platforms and productdote that the
absence of a platform or product implies that the OVAL Definition applies to all platforms or products

Property Type Multiplicity \ Description

family ovatFamilyEnumeratior 1 Thehighlevd classification of the system type.

platform | string 0.* The name identifying a specific software platform
Convention is not to spell out names.

product | string 0.* The name identifying a specific software product
Convention is to spell out names.

4.3.6 ReferenceType
TheReferenceType is a pointer to an external reference that supports or adds more information to
an OVAL Definition

Property Type Multiplicity \ Description
source | string 1 The source of the reference.
ref_id string 1 The identifier forthe reference.
ref_url URI 0.1 The URL for the reference.
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4.3.7 NotesType
TheNotesType is a container for one or more notes, providing additional information, such as
unresolved questions, reasons for specific implementation, or other documentation

Property Type Multiplicity \ Description
note string 1.* One or more text notes.

4.3.8 CriteriaType

TheCriteriaType defines the structure of a logical statement that combines other logical
statements. This construct is used to combine reference3\Y&\L TestOVAL Definitionsnd other
CriteriaType s into one logicadtatement.

OVAL Definitions::CriteriaType

-operator[0..1] : OperatorEnumeration = AND
-negate[0..1] : boolean = false

-comment[0..1] : string
-applicability_check[0..1] : boolean

0..* 0..%
|OVAL Definitions::ExtendDefinition | |OVAL Definitions::CriterionType|
Property | Type Multiplicity | Description
operator ovalOperatorEnumeration 0..1 The logical operator that is used to

combine the individual results of the
logical statements defined by the

criteria , criterion ,and
extend_definition properties
Default Value:\ANDXY

negate boolean 0.1 Specifies whether or not the

evaluation result of the
CriteriaType should be negated.

Default Value:$alseQ
comment oval:NonEmptyStringTypg 0..1 A short description of theriteria
criteria CriteriaType 0.* A collection of logical statements tha

will be combined according to the
operator property At least one

criteria , Criterion , or
extend_definition MUST be
present.
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criterion CriterionType 0.* A logical statement thateferences an
OVAL Tesandwill be combined
according to the operator propty. At
least onecriteria , Criterion ,

or extend_definition MUST be
present.

extend_definition | ExtendDefinitionType 0.* A logical statement that references a
OVAL Definitiomnd will be combined
according to the operatornpperty. At
least onecriteria , Criterion ,

or extend_definition MUST be
present.

applicability_check| boolean 0.1 A boolean flag that wheltueQ
indicates that thecriteria is being
used to determine whether th©VAL
Definitionapplies to a given system.
No additional meaning is assumed
whenW¥ I.f 4SQ

4.3.9 CriterionType
TheCriterionType is a logical statement that references @VAL Test

OVAL Definitions::CriterionType

-test_ref[1] : TestIDPattern OVAL Definitions::TestType
-negate[0..1] : boolean =false =~ [ ~777~~
-comment[0..1] : string

-applicability_check[0..1] : boolean = false

Property Multiplicity Description
test_ref oval:TestIDPattern 1 The globally unigue identifier of an
OVAL Tegtontained in theOVAL
Definitions
negate boolean 0.1 Specifies whether or not the evaluatio

result of theOVAL Testeferenced by
the test_ref property should be

negated.
Default Value:4alseQ
comment oval:NonEmptyStringTyp| 0..1 A short description of theriterion
applicability_check| boolean 0..1 Aboolean flag that whet¥ i NHzS Q
indicates that thecriterion is being

used to determine whether th©VAL
Definitionapplies to a given systerio
additional meaning is assumed when
WFILfasSQ
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4.3.10 ExtendDefinitionType
The ExtendDefinitionType is a logical statement that references anott@yAL Definition

OVAL Definitions::ExtendDefinition
-definition_ref[1] : DefinitionIDPattern — —
-negate[0..1] : boolean = false [ ~TT"-"TTTTTo >| OVAL Deflnmons::DefmltlonType|
-comment[0..1] : string
-applicability_check[0..1] : boolean = false

Property Multiplicity Description
definition_ref oval:DefinitionIDPattern | 1 The globally unique identifier of an
OVAL Definitiomontained in theOVAL
Definitions
negate boolean 0.1 Specifies whether or not the evaluatio

result of theOVAL Definition
referenced by thalefinition_ref
property should be negated.

Default Value:4#alseQ

comment oval:NonEmptyStringTyp| 0..1 A short description of the extended
OVAL Definition

applicability_check| boolean 0.1 Aboolean flag that whertfueQ
indicates that the

ExtendDefinition is being used tg
determine whether theOVAL Definition
applies to a given systero additional
meaning is assumed whéhT I. f & S

4.3.11 TestsType
TheTestsType provides a container for one or mof@VAL Tests

Property Type Multiplicity \ Description
test TestType 1.* One or moreOVAL Tests

4.3.12 TestType

TheTestType is an abstracOVAL Tedghat defines the common properties associated with@GWAL
Tests TheTestType provides an extension point for concre@®VAL Testsvhich defineplatform-
specific capabilities iIOVAL Component Modglas described in the sectiam extendinghe Language
(AppendixA ¢ Extending the OVAL Language Data Mpdai OVAL Test defines the relationship
between anOVAL Objeand zero or moréVAL Statespecifying exactly how ma@VAL ltemsust
exist on the system and how many of thd@®¥ AL Itemsnust satisfy the set of referencedVAL States
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OVAL Definitions::TestType

-id[1] : TestIDPattern ‘—'OVAL Definitions::NotesType|

-version[1] : unsigned int 1 0.1
-check_existence[0..1] : ExistenceEnumeration = at_least_one_exists ”
-check[1] : CheckEnumeration

-state_operator[0..1] : OperatorEnumeration = AND OVAL::Signature
-comment[1] : string -

-deprecated[1] : boolelan = false . 1 0.1
| |
T T
| !
| OVAL Definitions::ObjectType | | OVAL Definitions::StateType|
Property Multiplicity Description
id ovatTestIDPattern 1 Thegloballyunique identifier of arOVAL
Test
version unsigned int 1 The version of the uniqu@VAL Test
check_existence oval:ExistenceEnumeratig 0..1 Specifies bw manyOVAL ltemsust

exist, on the system, in order for the
OVAL Tedb evaluate todueQ

Default Value:\Ht_least_one_exisf3
check oval:CheckEnumeration | 1 Specifies how many of the collected
OVAL Itemsust satisfy the
requirements specified bthe OVAL
State(s)n order for theOVAL Tedb
evaluate to¥ i NXzS Q

state_operator | oval:OperatorEnumeratior| 0..1 Specifies how to logically combine the
OVAL Stateeferenced in theDVAL Test

Default Value: AN

comment oval:NonEmptyStringType| 1 A short description of th©VAL TesfThis
value SHOULD describe the intent of th
OVAL Tesncluding the system
information that is examined and the
expected state of that information.
deprecated boolean 0.1 Whether or not theOVAL Tedtas been
deprecated A deprecateddVALTestis
one that should no longer be referencec
by new OVAL Content

Default Value:4$alseQ
notes NotesType 0.1 A container for individual notes that
describe some aspect of tH@VALTest
signature ext:Signature 0.1 Mechanism to ensure thmtegrity and

authenticity of the content
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4.3.13 ObjectRefType
TheObjectRefType  points to an existin@VAL Object

Property Multiplicity Description

object_ref | oval:ObjectiDPatter A referenceto an existing OVAL Object.

4.3.14 StateRefType
TheStateRefType points to an existing OVAL State.

Multiplicity Description

state_ref | oval:StatelDPatterrn 1 A reference to an existing OVAL State.

4.3.15 ObjectsType
TheObjectsType provides a container for one or more OVAL Objects.

Property Type Multiplicity Description

object ObjectType 1.* A collection of OVAL Obijects.

4.3.16 ObjectType

TheObjectType is an abstract OVAL Object that defines the common properties associated with all
OVAL ObjectTheObjectType provides an extension point farormal or ‘toncreté' OVAL Objects
which define platformspecific capabilities, in th®@VAL Component ModelA concreteOVAL Object
MUSTdefine sufficient entities to allow a user to identify a unique an item to be collected.

A concreteOVAL Objeanay define a set of 0 or mo@VAL Behavior© VAL Behavioefine an action
that can further specify the set @VAL Itemshat match anOVAL ObjecOVAL Behaviorsay depend

on otherOVAL Behavio may be independent of othéddVAL Behaviorén addition,OVAL Behaviors
are specific tdOVAL Objectand are déined in the OVAL Component Models.

I

I

: OVAL Definitions::ObjectType -

| - - OVAL::Signature
, |Mid[1] : ObjectIDPattern

i

1— 2

-version[1] : unsigned int 1 01

-comment[1] : string ‘—' OVAL Definitions::NotesType

-deprecated[0..1] : boolean = false
T T

" Multiplicity Description
id oval:ObjectIDPattern 1 The unique identifier of a@VAL Object
contained in theOVAL Definitions
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version unsigned int 1 The version of the globally uniqu@VvAL
Objectreferenced by thed property.
comment oval:NonEmptyStringTyp| 1 A short description of th©VALObject
deprecated boolean 0.1 Whether or not theOVAL Objedbtas been
deprecated.
Default Value:4$alseQ
notes NotesType 0.1 A container for individual notes that
describe some aspect of tl@vAL @ject
signature ext:Signature 0.1 Mechanism to ensure thmtegrity and
authenticity of the content
4.3.17 set

Theset constructenables theexpression of comple®VAL Objectthat are the result of logically
combining and filtering th©VAL Itemshat are identified by one or more oth€@VAL ObjectsAset
can consist of either one or two nestedts or one or two references to othédVAL Objectand a
collection ofOVAL Hers.

OVAL Definitions::set

-set_operator[0..1] : SetOperatorEnumeration = UNION
-object_reference[1..2] : ObjectIDPattern

o(

Property
set_operator

T
|
|
1 |

‘—{OVAL Definitions::filter |

1 0..*

| OVAL Definitions::ObjectType |

Type

SetOperatorEnumeration 0..1

Multiplicity

Description |
Specifies the set operation to use wher
combining subsets.

Default Value:WNION2

set

set

Allows nested sets.

object_reference

ofe
(VEN)

oval:ObjectIDPattern

A reference to al©OVAL Objedbased
upon its ID. Ambject_reference
indicates that anyDVAL Item#entified
by the referencedVAL Objecire
includedin the set. TheeferencedOVAL
ObjectMUSTbe contaired within the
current instance of th©VAL Defitions
Modeland MUST be of the same type ¢
the OVAL Objedhat is referencing it.

filter

filter

Defines one or more filters to apply to
the combined data.
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4.3.18 filter
Thefilter construct allows the explicit inclusion or exclusioOAL Item$&om a collection oDVAL
Iltemsbased upon one a®VAL State

OVAL Definitions::filter

-action[0..1] : FilterActionEnumeration = exclude [~~~ ~=====~ >| OVAL Definitions::StateType|
-value[l] : StatelDPattern

Property Multiplicity Description

action FilterActionEnumeration | 0..1 Defines the type of filter.
Default Value:\xclud&
value oval:StatelDPattern 1 A reference to at©DVVAL Statéhat

defines how the data should be
filtered. The referencedDVAL
StateMUST be contained within
the current instance of th©VAL
Definitions Modebnd MUST be
of the same type as th© VAL
Objectthat is referencing it.

4.3.19 StatesType
TheStatesType providesa container for one or mor®VAL States

Property Type Multiplicity Description
state StateType 1.* A collection of OVAL States.

4.3.20 StateType

TheStateType is an abstracOVALStatethat defines the common properties associated with all
OVAlStates TheStateType provides an extension point for concre@V/AL Statesvhich define
platform-specific capabilitiesr the OVAL Component Modekss described in the section on extending
the LanguageAppendixA ¢ Extending the OVAL Language Data MpdéleStateType is extended
by concreteOVAL Stateim order to define platform specific capabilitidsach concret©VAL Statés
comprised of a set of entities that describsgecific system state.

OVAL Definitions::StateType

-id[1] : StatelDPattern
-version[1] : unsigned int 1 0.1
-operator[0..1] : OperatorEnumeration = AND

-comment[0..1] : string Q—| OVAL Definitions::NotesType

-deprecated[0..1] : boolean = false 1 0.1
: .

OVAL::Signature

| OVAL Definitions::VariableType |

Property Multiplicity Description
id oval:StatelDPattern 1 The globally unique identifier of @DVAL
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Statecontained in theOVAL Definitions

version

unsignedit

The version of the globally uniq@@VvAL
Statereferenced by thed property.

operator

oval:OperatorEnumeratiof

0.1

The value to be used as the operator for
the OVAL Staten order to know how to
combine the set of entities defined within
the concreteOVAL State

Default Value:\ANX)

comment

ovatNonEmptyStringType

A short description of th©VAL State

deprecated

boolean

Whether or not theOVAL Statbas been
deprecated.

Default Value:falseQ

notes

NotesType

0.1

A container for individual notes that
describe some aspect of tH@VALState

signature

ext:Signature

0.1

Mechanism to ensure thimtegrity and
authenticity of the content.

4.3.21 VariablesType

TheVariablesType

Property

provides a container for one or mof@VAL Variables

Description

Type Multiplicity

variable | VariableType | 1..*

A collection of OVAL Variables.

4.3.22 Variable Type

TheVariableType

is an abstracOVAL Variablthat defines the common properties associated with
all OVAL Variabledefined in the OVAL Definition ModdlheVariableType

provides an extension

point for concrée OVAL Variable€oncreteOVAL Variablesxtend this type to provide specific details

Each concret®©VAL Variablhas a collection of valueShiscollectionof values may be the empty set

The proper handling of an empty collection of values for a given variable is left to the context in which
the OVAL Variables usedIn some contexts an empty collection of values will be an error, and in other

contexts an empty collection of values widl heeded for proper evaluatiohis context sensitive
behavior is defined igection 5ProcessingAll OVAL VariablealuesMUSTconform to the datatype

specifiedby the datatype

property.

OVAL Definitions::VariableType

-id[1] : Variable|DPattern
-version[1] : unsigned int
-datatype[1] : DatatypeEnumeration
-comment[1] : string
-deprecated[0..1] : boolean = false

OVAL::Signature

0.1
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Property Type Multiplicity Description
id oval:VariableIDPattern 1 The unique identifier oAn OVAL
Variablecontained in theOVAL
Definitions

version unsigned int 1 The version of the globally uniqu@VvAL
Variablereferenced by thed

property.

datatype ovalSimpleDatatypeEnumeratio| 1 Thedatatype of the valus) in the
OVAL Variabl@heW NB @atatyReCs
not supportedin OVAL Variables

comment | oval:NonEmptyStringType 1 The documentatiorassociated with the
OVAL Variablmstance.
deprecated | boolean 0.1 Whether or not theOVALVariablehas

been deprecated.

Default Value:4$alseQ
signature | ext:Signature 0.1 Mechanism to ensure thmtegrity and
authenticity of the content

4.3.23 external_variable
Theexternal_variable is an extension of th¥ariable Type and provides a way of defining
variables whose values come from a source outside@OVAL Definition

Anexternal_variable can have any number gibssible_value and/or
possible_restriction elements in any order

|OVAL Definitions::VariabIeType|

Zﬁ OVAL Definitions::PossibIeRestrictionType|
O“*
OVAL Definitions::external_variable

1
‘-—' OVAL Definitions::PossibIeValueType|

1 0.*
Property Type Multiplicity Description
possible_value PossibleValueType 0.* Defines one acceptable value for an
external variable.
possible_restriction| PossibleRestrictionTyp 0..* Defines a range of acceptable values fg
an external variable.

4.3.24 PossibleValueType
ThePossibleValueType provides a way to explicitly state an acceptable value for an external
variable.

Property Type Multiplicity \ Description
hint string 1 A short description that describes the allowed value.
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[ value | string |1 | An acceptable value for the external variable.

4.3.25 PossibleRestrictionType
ThePossibleRestrictionType provides a way to explicitly list a range of acceptable values for an
external variable.

OVAL Definitions::PossibleRestrictionType [ — —
- - IOVAL Deflnltlons::RestrlctlonType|
-hint[1] : string

1 1.*
Property Type Multiplicity \ Description
restriction | RestrictionTypg 1..* The restriction that is being applied.
hint string 1 A short description that describes the allowed value.
4.3.26 RestrictionType
TheRestrictionType defines how to describe a restriction for an external variable.
~ Property Type ~Multiplicity Description
operation | OperationEnumeratior| 1 The operatiorto be applied to the restriction
value string 1 An acceptable value for the external variable.

4.3.27 constant_variable
Theconstant_variable extends theVariable Type and provides a way of defining variables
whose value is immutable.

| OVAL Definitions::VariabIeType|

2\

OVAL Definitions::constant_variable

I OVAL Definitions::ValueType |

1 1.*
Property \ Multiplicity Description
value ValueType 1.* Defines a value represented by ta/AL
Variable

4.3.28 ValueType
TheValueType element defines a variable value

Property \ Multiplicity Description
value string 0.* Allows any simple type to be used as a
value. If no value is specified the value i
considered to be the empty string.
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4.3.29 local variable

Thelocal_variable is an extension of th¥ariable Type and provides a way of defining
variables whose value is determined by another local Q8ktruct The \alue of this variable is
determined at evaluation time.

Alocal_variable can be constructeérom a single component or viamplex functios to
manipulate the referenced components.

|OVAL Definitions::VariabIeType|

OVAL Definitions::local_variable OVAL Definitions::ComponentGroup

Property Type ~Multiplicity Description

components ComponentGroup 1.~ The collection o€omponentGroup
constructs to be evaluated in the
local_variable

4.3.30 ComponentGroup

The ComponentGroup defines a set of constructs that can be used withlacal_variable or
OVAL FunctiaWhen defining docal_variable or OVAL Functigrone or more of these
constructs maybe used to specify the desired collection of values fdDth&l Variable

OVAL Definitions::LiteralCom ponentType|

OVAL Definitions::ComponentGroup 0. [ —
IOVAL Definitions::ObjectComponentType |
0 *
1 T OVAL Definitions::VariabIeCOmponentType|
0.*
IOVAL Definitions::Fu nctionGroup|
0.
Property Type Multiplicity Description
object_component | ObjectComponentType | O..* A component of alOVAL Variable
whose value comes from adVAL
Object.
variable_component| VariableComponentTyp| 0..* A component of al®VAL Variable
whose value comes from anoth@VAL
Variable
literal_component | LiteralComponentType | 0..* A component of alOVAL Variable
whose value is a literal value.
functions FunctionGroup 0.* One or more of a set of functions that
act upon one or more components of
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| | | [an OVAL Variable |

4.3.31 LiteralComponentType
ThelLiteralComponentType defines the way to provide an immutable value to a
local_variable

~ Property Type ~ Multiplicity Description

datatype | ovalSimpleDatatypeEnumeration | 0..1 Defines the datatype.
Default Value:8tringQ

value string 0-1 The value of the literal component. If
no value is specified the value is
considered to be the empty string.

4.3.32 ObjectComponentType

TheObjectComponentType defines the mechanism for retrievif@VAL Itenkntity valuesspecified
by anOVAL Objecto provide one or more values to a component dbeal_variable or OVAL
Function

OVAL Definitions::ObjectComponentType
-object_ref[1] : ObjectiDPattern e —>| OVAL Definitions::ObjectType |
-item_field[1] : string

-record_field[0..1] : string

Property Multiplicity Description

object_ref oval:ObjectIDPattern 1 Specifies the Identifier for th@ VAL
Objectto which the component refers

item_field oval:NonEmptyStringTyp 1 The name of th@©VAL ItenEntity to use
for the value(s) of th®©VAL Variable

record_field oval:NonEmptyStringTyp 0..1 Allows the retrieval of a specifiédVAL
fieldto be retrieved from atOVAL Item
Entity that has a datatype 66 N5 O 2 N

4.3.33 VariableComponentType
TheVariableComponentType  defines the way to specify that the value(s) of anot@arAL
Variableshould be used as the value(s) for a componentlotal_variable or OVAL Functian

A variable component is a component that resolves to the value(s) associated with the referenced OVAL
Variable

OVAL Definitions::VariableComponentType . -
———————— OVAL Definitions::VariableType |

-var_ref[1] : Variable|DPattern
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Property Type Multiplicity Description
var_ref oval:VariableIDPatterr 1 Specifies the Identifier for th©VAL Variable
which the component refers

Thevar_ref  property MUST refer to an existing
OVAL Variable€Care must be taken to ensure that
the referencedOVAL Variabldoes not result ira
circular reference as it could result in an infinite
loop whenevaluated

4.3.34 FunctionGroup

TheFunctionGroup  defines the possibl®VAL Function®r use in OVAL Content to manipulate
collected dataOVAL Functionsan be nested within one another to achieve the case where one needs
to perform multiple functions on a set of values

I OVAL Definitions::ArithmeticFunctionType |

0.1
IOVAL Definitions::BeginFu nctionType|
0.1 I
IOVAL Definitions::ConcatFu nctionType|
1
‘ 0'#|OVAL Definitions::End FunctionType|

OVAL Definitions::FunctionGroup

OVAL Definitions::EscapeRegexFunctionType |

1| 0.1
1 ’ 4|OVAL Definitions::RegexCaptureFunctionType|
0.1 IOVAL Definitions::SplitFunctionType|
0-1 IOVAL Definitions::SubstringFu nctionType|
01 IOVAL Definitions::TimeDifferenceFu nctionType|
0.1
Property Type \ Multiplicity Description

arithmetic ArithmeticFunctionType 0.1 A function for performing basic math o
numbers.

begin BeginFunctionType 0.1 A function that ensures that a collecte
string starts with a specified string.

concat ConcatFunctionType 0.1 A function that combines multiple
strings.

count CountFunctionType 0.1 A function that countseturns the count
of allof the values represented by the
components.

end EndFunctionType 0.1 A function that determines whether a
collected string ends with a specified
string or not.

escape_regex | EscapeRegexFunctionType 0..1 A function that escapes all of the
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reserved regulaexpression characters

in a string.

split SplitFunctionType 0.1 A function that splits a string into parts
using a delimiter.

substring SubstringFunctionType 0.1 A function that creates a substring fror
a value.

time_difference | TimeDifferenceFunctionTyp| 0..1 A function that calculates the differeng
between two times.

unique UniqueFunctionType 0.1 A function thattakes one or more

components and removes any duplica|
value from the set of components

regex_capture | RegexCaptureFunctionTypg 0..1 A function that uses a regular
expression to capture a substring of a
collected string value.

4.3.35 ArithmeticFunctionType

TheArithmeticFunctionType defines a function that calculates a given, simple mathematic
operation between two or more value$his function applies the specified mathematical operation on

two or more integer or float value3 he result of this operation is a single integer orfflealue, unless

any of the subcomponents resolve to multiple values, in which case the result will be an array of values,
corresponding to the arithmetic operation applied to the Cartesian produdtthe values.

In the case of mixed integers and floatse result will be a float value.

OVAL Definitions::ArithmeticFunctionType [

- - - - - - IOVAL Definitions::ComponentGroup|
-arithmetic_operation[1] : ArithmeticEnumeration

1 2.*
Property \ Type MultlpI|C|ty Description
arithmetic_operation | ArithmeticEnumeration| 1 The operation to perform.
values ComponentGroup 2.* Any type from the
ComponentGroup .

4.3.36 BeginFunctionType

TheBeginFunctionType  defines a function that ensures thtte specified valuestart with a

specified character or stringhisfunction operates on a single swiomponent of datatype string and
ensures that the specified value(s) start with the characters specified ichtheacter  property.

When a value does not start with the specified characters, the function will prepend add the complete
set of characters from theharacter  property to the stringOtherwise, the string value will remain
unchanged.

12 cartesian Produdittp:/en.wikipedia.org/wiki/Cartesian_product
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OVAL Definitions::BeginFunctionType —
OVAL Definitions::Com ponentGroup|

-character[1] : string

Description
character string 1 The character or string to use for the
function.
value ComponentGroup 1 Any type from theComponentGroup .

4.3.37 ConcatFunctionType

TheConcatFunctionType defines a function that concatenates the values specified together into a
single string valueThis function combines the values of two or more-samponents into a single

string value The function combines the sudtbmponent values in the order that tigeare specifiedThat

is, the first subcomponent specified will always be at the beginning of the newly created string value
and the last sulcomponent will always be at the end of the newly created string value.

OVAL Definitions::ConcatFunctionType [ OVAL Definitions:-ComponentGroup
| : |

1 2.

Property \ Multiplicity Description
values ComponentGroup 2.* Any type from theComponentGroup .

4.3.38 CountFunctionType

TheCount FunctionType defines a function that counts the values represented by one or more
components as an integerhisfunction determines the total number of values refeosd byall of the
specifiedsub-components.

oval-def::CountFunctionType

I oval-def::ComponentGroup |

1 1.*

Property Type MultlpI|C|ty Description

values ComponentGroup 1. Any type from theComponentGroup .

4.3.39 EndFunctionType

TheEndFunctionType defines a function that ensures thtte specified values endith a specified
character or stringThisfunction operates on a single slomponent of datatype string and ensures

that the specified value(s) end with the characters specified irctfagacter  property. When a value
does not end with the specified cltaters, the function will add the complete set of characters from the
character  property to the end of the stringOtherwise, the string value will remain unchanged.

OVAL Definitions::EndFunctionType [
-character[1] : string |

OVAL Definitions::ComponentGroup |
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Property Type Multiplicity Description

character string 1 The character or string tose for the
function.
value ComponentGroup 1 Any type from theComponentGroup .

4.3.40 EscapeRegexXunctionType

TheEscapeRegexFunctionType  defines a function that escapes all of the regular expression

reserved characters in a given strifidnisfunction operateson a single susomponent, escaping all of

the reserved regular expression charactérsr a complete listing of the reserved regular expression

characters, see theommon subsetofthe SNI p Qa NB 3 dzf thahtheORAUNBGuage 2y aéy i
supports inAppendixD - Regular Expression Support

OVAL Definitions::EscapeRegexFunctionType

I OVAL Definitions::ComponentGroup |

Property \ Multiplicity Description
value ComponentGroup 1 Any type from theComponentGroup .

4.3.41 SplitFunctionType

TheSplitFunctionType defines a function that splits a string value into multiple values, based on a
specified delimiterThisfunction operates on a single sWomponent andesults in an array of values,
where each values is the splittitige subject stringising the specified delimiter.

If the subcomponent being split includes a string that either begins with or ends with the delimiter,
there will be an empty string value included either at the beginning or end, respectively.

If multiple instances of the dieniter appear consecutively, each instance will result in an additional
empty string value.

If the delimiter is not found in the subject string, the entire subject string will be included in the result.

OVAL Definitions::SplitFunctionType [
-delimiter[1] : string |

OVAL Definitions::ComponentGroup |

1 1
Property | Type " Multiplicity Description
delimiter string 1 The string to use as a delimiter
value ComponentGroup 1 Any type from theComponentGroup .

4.3.42 SubstringFunctionType
TheSubstringFunctionType defines a function that takes a string value and produces a value
that contains a portion of the original string
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OVAL Definitions::SubstringFunctionType

-substring_start[1] : int Q—'OVAL Definitions::ComponentGroup |

-substring_length[1] : int 1 1

Property Type | Multiplicity | Description
substring_start | int 1 The starting index to use for the substrifidnis
property is tbased, meaning that a value of 1
represents the first character of the subject
string. A value less than 1 is also interpreted a
the first character in the subject string. If the
substring_start property exceeds the
length of the subjet string anerror MUST be
reported.
substring_length| int 1 Represents the length of the substring to be
taken from the source string, including the
starting characterAny substring_length that
exceeds the length of the string or is negative
indicates toinclude all characters from the
starting character until the end of the source
string.
value ComponentGroup| 1 Any type from theComponentGroup .

4.3.43 TimeDifferenceFunctionType

TheTimeDifferenceFunctionType defines a function that produces a value containiing
difference in seconds between twdate-time values|f a single suisomponent is specified, then the
time difference is between the specified daime andthe current datetime. If two subcomponents
are specified, then the difference is that betwettre two specified datdimes.

OVAL Definitions::TimeDifferenceFunctionType
-format_1[0..1] : DateTimeFormatEnumeration = year_month_day ‘—| OVAL Definitions::ComponentGroup|
-format_2[0..1] : DateTimeFormatEnumeration = year_month_day 1 1.2
Property | Type Multiplicity | Description
format_1 | DateTimeFormatEnumeration 0..1 The format for the first datdime value

specified Note: If specifying a single valug
useformat_1 to specify the implied
currentdate-time.

Default ValueYear_month_daQ

format_2 | DateTimeFormatEnumeratiorn 0..1 The format for the second datéme value
specified Note: If specifying a single valug
useformat 2 G2 &ALISOATFe
format, asformat_1 is used for the
implied currentdate-time.

Default Value Year_month_daQ
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[ value | ComponentGroup [ 1.2 | Any type from theComponentGroup . |

If a sub-componentvalue does not conform to the format specified in the
DateTimeFormatEnumeration an error MUST be reported.

The datatype associated with theib-componentsMUSTbe 'string’ or 'int' depending on which date
time format is specified. The result of this function is always an intdgder following table states which
datatype MUST be used with which format from Bete TimeFormatEnumeration

year_month_day string
month_day year string
day _month_year string
win_filetime int
seconds_since_epoch int

4.3.44 UniqueFunctionType

TheUnique FunctionType defines a function that removes any duplicate value from the set of
values represented by one or more componefitgisfunction takes one or more sutomponents and
removes any duplicate values across the-satmponents A duplicate value is defined asyawalue that
is equal to another value when compared as a string v&@eeoval:DatatypeEnumeration in
Section5.2.4.5.3Datatypefor more information on comparitwo string values.

oval-def::UniqueFunctionType |ova| def"ComponentGroup|
| = .

1 1.*

Property \ Multiplicity Description
values ComponentGroup 1.* Any type from theComponentGroup .

4.3.45 RegexCaptureFunctionType

TheRegexCaptureFunctionType defines a function that takes a string value and uses a regular
expression to create a substring of the vallibis functioroperates on a single stdmmponent and
results in a value that represents a match when the specified regular expression is éppiied/alues

of the subcomponent.

Thepattern  property specifies the regular expression, which must contain a singte>quiession
(using parethesis) If multiple subexpressions are present, only the first match is usdicewise, if
more than one mech is found for the sulexpression, only the first one is uséfino matches are found,
an empty string MUST be returned.

For more information about supported regular expressions, seetimemon subsetofthe SNI p Q&
regular expression syntdlkat the O/AL Language supportsAppendixD - Regular Expression Support
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OVAL Definitions::RegexCaptureFunctionType

-pattern[1] : string

OVAL Definitions::ComponentGroup |

Property Type Multiplicity Description
1

1 1

pattern string The string to use as a regular expresg
pattern.
value ComponentGroup 1 Any type from theComponentGroup .

4.3.46 ArithmeticEnumeration
TheArithmeticEnumeration
arithmetic function.

Enumeration Value Description

add

Indicates addition.

defines an enumeration for the possible values for the

multiply

Indicates multiplication.

4.3.47 DateTimeFormatEnumeration
TheDateTimeFormatEnumeration defines an enumeration for the possible values for the date

time values.

Enumeration Value Descripton

year_month_day

= =4 =4 -4 -4 -9

This value indicates a format that followee following patterns:

yyyymmdd
yyyymmddThhmmss

yyyy/mm/dd hh:mm:ss
yyyy/mm/dd
yyyymm-dd hh:mm:ss

yyyymm-dd

month_day year

= =4 =4 -4 -4 -4 -8 -9

This value indicates a format that follows the following patterns:

mm/dd/yyyy hh:mm:ss

mm/dd/yyyy

mm-dd-yyyy hh:mm:ss

mm-dd-yyyy

NameOfMonth, dd yyyy hh:mm:ss
NameOfMonth, dd yyyy
AbreviatedNameOfMonth, dd yyyy hh:mm:ss
AbreviatedNameOfMonth, dd yyyy

day_month_year

il
)l
il

This value indicates a format that follows the following patterns:

dd/mm/yyyy hh:mm:ss
dd/mm/yyyy
dd-mm-yyyy hh:mm:ss
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1 dd-mm-yyyy

win_filetime This value indicates a datene that follows the windows file time formgab.

seconds_since_epoc| This value indicates a datene that represents the time in seconds since the
UNIX EpochrheUNIXepoch ighe time 00:00:00 UTC on January 1, 1970

4.3.48 FilterActionEnumeration
TheFilterActionEnumeration defines an enumeration for the possible values for filtering a set
of items.

Enumeration Value Descripton
include A value that indicates to include matchiitgms from the set.

exclude A value that indicates to exclude matching items from the set.

4.3.49 SetOperatorEnumeration
TheSetOperatorEnumeration defines an enumeration for the possible values defining a set.

Enumeration Value Descripton
COMPLEMENT A valuethat indicates to include only the elements from the first set that are 1
found in the second.

INTERSECTION A value that indicates to include all of the valwesnmon toboth sets.

UNION A value that indicates to include all values found in eithahefsets.

4.3.50 EntityAttributeGroup
TheEntityAttributeGroup defines a set of attributes that are common to@WVAL Objecind
OVAL Statentities.

Some OVAL Entitiggovideadditionalrestrictions on these attributes and their allowed values.

Property Type Multiplicity Description
datatype oval:DatatypeEnumeration| 0..1 The datatype for the entity.
Default Value:8tringQ
operation oval:OperationEnumeratior 0..1 The operation that is to be performeg
on the entity.

Default Value: €qual€

mask boolean 0.1 Tells the data collection that this
entity contains sensitive dat®ata
marked withmask=Q @ Nsbialdbe
used only in the evaluation, and not
be included in the results.

Default Value:alseQ

var_ref oval:VariablelDPattern 0.1 Points to avariable Identifier within
the OVAL document which should bg
dzZaSR G2 OF f Odz I i
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var_check oval:CheckEnumeration | 0..1 Directs how to either collect data or
evaluate state for the entity.

4.3.51 EntitySimpleBaseType
TheEntitySimpleBaseType is an abstract type that defines a base type for all simple entities
Entities represent the individual properties fOWAL Objectand OVALStates

Property | Type " Multiplicity Description
attributes EntityAttributeGroup 1 The standardittributes available to all
entities.
value string 0.1 The value of the entity.

4.3.52 EntityComplexBaseType
TheEntityComplexBaseType is an abstract type that defines a base type for all complex entities
Entities represent the individual properties fOWAL Objectand OVALStates

Property Type Multiplicity Description
attributes EntityAttributeGroup 1 The standardittributes available to all
entities.

4.3.53 EntityObjectIPAddressType
TheEntityObjectIPAddressBaseType extends theEntitySimpleBase  Type anddescribes
anlPv4 or IPv6 IP address.

Property Type Multiplicity Description

datatype ovalSimpleDatatypeEnumeration 1 Possible values:
1 Ypv4_addres®
1 Ypv6_addres®

4.3.54 EntityObjectIPAddressStringType
TheEntityObjectIPAddressStringBaseType extends theEntitySimpleBase  Type and
describes an IPv4 or IPv6 IP address or a string representation of the address.

Property | Type " Multiplicity Description
datatype ovalSimpleDatatypeEnumeration 1 Possible values:
1 Ypv4 addres®
1 Ypv6_addres®
1 WtringQ

4.3.55 EntityObjectAnySimpleType
TheEntityObjectAnySimpleType extends theEntitySimpleBase  Type anddescribes any
simple data.

Property " Multiplicity Description
datatype ovalSimpleDatatypeEnumeration 1 Any simple datatype.
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4.3.56 EntityObjectBinaryType
TheEntityObjectAnySimpleType extends theEntitySimpleBase  Type anddescribes any
simple binary data.

Property " Multiplicity Description
datatype ovalSimpleDatatypeEnumeration 1 This values fixed asP o A Y | N

Also allows an empty string valu

4.3.57 EntityObjectBoolType
TheEntityObjectBoolType extends theEntitySimpleBase  Type anddescribes any simple
Boolean data.

Property Type Multiplicity Description

datatype ovalSimpleDatatypeEnumeration 1 This values fixed aglo 2 2.f S

Also allows an empty string valu

4.3.58 EntityObjectFloatType
TheEntityObjectFloatType extends theEntitySimpleBase  Type anddescribes any simple
float data.

Property " Multiplicity Description
datatype ovalSimpleDatatypeEnumeration 1 This valués fixed asV ¥ £. 2 I (i

Also allows an emptsgtring value.

4.3.59 EntityObjectIntType
TheEntityObjectIntType extends theEntitySimpleBase  Type anddescribes any simple
integer data.

Property | " Multiplicity Description
datatype ovalSimpleDatatypeEnumeration 1 This valués fixed asV A.y (1 Q

Also allowsan empty string value

4.3.60 EntityObjectStringType
TheEntityObjectStringType extends theEntitySimpleBase  Type anddescribes any
simple string data.

Property \ Type Multiplicity Description

datatype oval:SimpleDatatypeEnumeratior 0..1 This valués fixed agV & GNJR Y
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4.3.61 EntityObjectRecordType

TheEntity Object RecordType extends theEntity Complex Base Type andallows assertions
to be made on entities with uniquely named fieldlss intended to be used to assess the results of
things such as SQL statements andilsindata.

| oval-def::EntityComplexBaseType |

oval-def::EntityObjectRecordType

oval-def::EntityObjectFieldType |

Property Type Multiplicity Description

datatype ovalComplePatatypeEnumeration 1 This values fixed a3V NB O 2 N
operation oval:OperationEnumeration This valugs fixed asV S |j dzi f
mask boolean Tells the data collection thdhis
entity contains sensitive data
Data maked withmask=Q (i N3
should be used only in the
evaluation, and not be included
in the results.

Note that when themask
propertyis set to'true', all child
field elements must be masked
regardless of the chilfleld's
mask attribute value

Default Value:4alseQ
Use of this property is prohibited
Use of this property is prohibited

var_ref oval:VariableIDPattern
var_check oval:CheckEnumeration

oo
i

4.3.62 EntityObjectFieldType

TheEntity Object FieldType defines an entity type that captures the details of a single field for a
record.

Property Type Multiplicity Description

attributes EntityAttributeGroup 1 The standardattributes available to all
entities.
name string 1 The name of the fieldNames MUST b¢g
all lower case characters in the range
a-z.
value string 0.1 The value of the field.
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4.3.63 EntityStateSimpleBaseType
TheEntityStateSimpleBaseType extends theEntitySimpleBase  Type anddefines a simple
base type folOVALStates

Property \ Multiplicity Description
entity_check ovalCheckEnumeration| 0..1 Defines how to handle multiple item
entities with the same name.

Default Value:HIlQ
value string 0.1 The value of the entity.

4.3.64 EntityStateComplexBaseType
TheEntityStateComplexBaseType extends theEntity Complex Base Type defines a
complex base type fdDVAL States

Property Type Multiplicity Description
entity_check ovalCheckEnumeration| 0..1 Defines how to handle multiple item
entities with the same name.

Default Value:\HIIQ

4.3.65 EntityStatelPAddressType
TheEntityStatelPAddressBaseType extends theEntityStateSimpleBase Type and
describes an IPv4 or IPv6 IP address.

Property Multiplicity \ Description
datatype ovalSimpleDatatypeEnumeratio| 1 Possible values:

1 UYpv4_addres®

1 UYpv6_addres®

4.3.66 EntityStatelPAddressStringType
TheEntityStatelPAddressStringBaseType extends theEntityStateSimpleBase Type
anddescribes an IPv4 or IPv6 IP address or a string representation of the address.

Property Multiplicity \ Description
datatype ovalSimpleDatatypeEnumeratio| 1 Possible values:
1 UYpv4_addres®
1 UYpv6_addres®
1 WtringQ

4.3.67 EntityStateAnySimpleType
TheEntityStateAnySimpleType extends theEntityStateSimpleBase Type anddescribes
any simple data.

Property | Multiplicity | Description
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| datatype | ovalSimpleDatatypeEnumeratio| 1 | Any simple datatype. |

4.3.68 EntityStateBinaryType
TheEntityStateAnySimpleType extends theEntityStateSimpleBase Type anddescribes
any simple binary data.

Property | Multiplicity | Description
datatype ovalSimpleDatatypeEnumeratio| 1 This values fixed a3V o A y | NEB

Also allows an empty string value.

4.3.69 EntityStateBoolType
TheEntityStateBoolType extends theEntityStateSimpleBase Type anddescribes any
simple Boolean data.

Property Multiplicity Description

datatype ovalSimpleDatatypeEnumeratio| 1 This valués fixed a3V o 2 2.f St

Also allows an empty string value.

4.3.70 EntityStateFloatType
TheEntityStateFloatType extends theEntityStateSimpleBase Type anddescribes any
simple float data.

Property Multiplicity \ Description
datatype ovalSimpleDatatypeEnumeratio| 1 This valués fixed asV T £. 2 I (i

Also allows an empty string value.

4.3.71 EntityStatelntType
TheEntityStatelntType extends theEntityStateSimpleBase Type anddescribes any
simple integedata.

Property Multiplicity \ Description
datatype ovalSimpleDatatypeEnumeratio| 1 This valugs fixed asV A.y (i Q

Also allows an empty string value.

4.3.72 EntityState EVRStringType

TheEntityStateEVRStringType extends theEntityStateSimpleBase Type anddescribes
an EPOCH:VERSIRBELEASE string data.
Property Multiplicity Description
datatype ovalSimpleDatatypeEnumeratio| 1 This values fixed asP S @ NJp. &
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4.3.73 EntityStateVersionType
TheEntityStateVersionType extends theEntityStateSimpleBase Type anddescribes a
version string data.

Property Multiplicity \ Description
datatype ovalSimpleDatatypeEnumeratio| 1 This valugs fixed a3V @S NA A 2

4.3.74 EntityStateFileSetRevisionType
TheEntityStateFileSetRevisionType extends theEntityStateSimpleBase Type and
describes a file set revision string data.

Property Multiplicity Description

datatype ovalSimpleDatatypeEnumeratio| 1 This values fixed as
WFAET SASHYNBIAAEA

4.3.75 EntitylOSVersionType
TheEntityStatelOSVersionType extends theEntityStateSimpleBase Type and
describes a8colOS version string data.

Property Multiplicity Description

datatype ovalSimpleDatatypeEnumeratio| 1 Possible values:
1 Yés versiof
1 WangQ

The string type is an option in ordg
to allow use ofegular expressions

4.3.76 EntityStateStringType
TheEntityStateStringType extends theEntityStateSimpleBase Type anddescribes any
simple string data.

Property Multiplicity \ Description
datatype ovalSimpleDatatypeEnumeratio| 0..1 This valués fixed ag¥a i NA y 3

4.3.77 EntityStateRecordType

TheEntityStateRecordType extends theEntityState ~ Complex Base Type andallows
assertions to be made on entities with uniquely named figlidis intended to be used to assess the
results of things such &tructured Query lrguage(SQI statements and similar data.

| OVAL Definitions::EntityStateComplexBaseType |

OVAL Definitions::EntityStateRecordType

OVAL Definitions::EntityStateFieIdType|
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Property \ Multiplicity Description

datatype | oval:Comple®atatypeEnumeration 1 This valués fixed a3 NB O 2 NR Q

operation | oval:OperationEnumeration 0.1 This valués fixed a3V S |j dz £ & Q

mask boolean 0.1 Tells the data collection that this entit
contains sensitive datdata maked
with mask=Q (i NbiaBldbe used only
in the evaluation, and not be includeq
in the results.
Note that when themask propertyis
set to'true’, all child field elements
must bemasked regardless of the
child field'smask attribute value
Default Value:4alseQ

var_ref oval:VariableIDPattern 0.1 Use of this property is prohibited.

var_check| oval:CheckEnumeration 0.1 Use of this property is prohibited.

4.3.78 EntityStateFieldType

TheEntityStateFieldType defines an entity type that captures the details of a single field for a

record.

Property Type Multiplicity Description
attributes EntityAttributeGroup | 1 The standaraittributes available to all
entities.
name string 1 The nameof the field.Names MUST be all
lower case characters in the range ef.a
entity_check | oval:CheckEnumeratio| 0..1 Directs how to evaluate state for the entity.

Default Value:HIIQ
value string 0.1 The value of the field.

4.4 OVAL Variables Model

The OVAL Variables Model contains constructs that allow for the specification of values for
external_variable s defined in content that was created using the OVAL Definitions MdHel
OVAL Variablddodelserves as a useful mechanism fiarameterizingcontent based on the OVAL
Definitions Model.

4.4.1 oval_variables

Theoval_ variables  type defines the base structure in the OVAL Variables Model for representing a
collection ofOVAL Variablesnd their associated values. This container type adds metadata abeut th
origin of the content and allows for a signature.
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‘ 1 IOVAL Common::GeneratorType|
1

OVAL Variables::oval_variables I’—' OVAL Variables::VariabIesType|
1 0.1
1
OVAL::Signature

0.1

Property Multiplicity Description
generator ovalGeneratorType 1 Information regarding the
generation of theOVAL Variables
content Thetimestamp property
of thegenerator MUST represent
the time at which the

oval_ variables was created.

variables VariablesType 1 The variables defined in tHeVAL
Variablesontent.
signature ext:Signature 0.1 Mechanism to ensure thitegrity

and authenticityof the OVAL
Variablesontent.

4.4.2 VariablesType
TheVariablesType  construct is a container for one or mo@VAL Variables

Property Type Multiplicity Description

variable | VariableType | 1..* A collection of OVAL Variables.

4.4.3 VariableType
TheVariableType defines a variable in the OVAL Variables Model that corresponds to an instance of
an external variable in content based on the OVAL Definitions Model.

Property Type Multiplicity Description

id ovalVariableIDPattern 1 The unique identifier of an
externalvariable.

datatype ovalSimpleDatatypeEnumeratio| 1 The datatype of the valyg) in
the variable

comment string 1 The documentatiorassociated
with the variable instance.

value string 1.x The value(s) associated with
the variable.
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4.5 OVAL SystemCharacteristics Model

The OVAL System Characteristics Model is used to represetaveiwsystem settingshat describe the
current state of a systenThe OVAL System Characteristics Model serves as a basis for extension to
create platformspecific low-level configuration information models.

IOVAL Common::GeneratorType

1

1 ﬁOVAL System Characteristics::SystemInfoType|
1

OVAL System Characteristics::oval_system_characteristics I’—'OVAL System Characteristics::CollectedObjectType|
1 0.1

1 L OVAL System Characteristics::System DataType|

OVAL::Signature

0.1

0.1

Property Type Multiplicity Description
generator ovatGeneratorType 1 Information regarding the
generation of the OVAL System
CharacteristicsThetimestamp
property of thegenerator MUST
represent the time at which the
system state information was
collected.

system_info SystemInfoType 0.* Information used to identify the
system under test.

collected_objects CollectedObjectsType | 0..1 Contains the mapping between
OVAL Objectdefined in the OVAL
Definitions and théOVAL Iltemshat
were collected from the system
under test.

system_data SystemDataType 0.1 Contains theOVAL Itemshat were
collected from the system under
test.

signature ext:Signature 0.1 Mechanism to ensure thitegrity
and authenticityof the OVAL Systen
Characteristics content.

4.5.1 SysteminfoType
TheSystemInfoType defines the basic identifying information associated with the system under
test.
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OVAL System Characteristics::SystemInfoType

-0s_name[1] : string

-os_version[1] : string ’—| OVAL System Characteristics::InterfacesType|

-architecture[1] : string

-primary_host_name[1] : string 1 1
-extension_point[0..*] : Any
Property Type Multiplicity Description
0S_hame string 1 The operating system running on the system
under test.
0s_version string 1 The version of the operating system running on
the system under test.
architecture string 1 The hardware architecture type of the system
under test.
primary_host _name| string 1 The primary host name of the system under teg
interfaces InterfaceType | 0..* The network interface(s) present on the system
under test.
extension_point Any 0.* An extension point that allows for the inclusion
anyadditional identifying information associateq
with the system under test.

4.5.2 InterfacesType
Thelnterface  sType provides a container fareroor moreinterfaces

Property Type \ Multiplicity Description
interface | Interfacelype | 0..* One or mordnterfaces.

4.5.3 InterfaceType
ThelnterfaceType defines the information associated with a network interface on the system
under test This information may help to identify a specific system on a network.

Property Type Multiplicity Description
interface_name| string 1 Thename of the interface.
ip_address string 1 Thelnternet Protocol P) address of the interface.
mac_address | string 1 TheMedia Access ContrdlAQ address of the interface

MAC addresses MUST be formatted according to IEEE
2001 Section 9.2.1 [7].

4.5.4 CollectedObjectsType
TheCollectedObjectType is a container for one or more objects of ty@bjectType that were
used for data collectionn the system under test.

OVAL System Characteristics::CollectedObjectType I‘—' OVAL System Characteristics::ObjectType
1 1.F

4.5.5 ObjectType
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TheObjectType provides a mapping between @VAL Objectdefined in content based on the OVAL
Definitions Model, and th©VAL Itemsollected on the system under test.

4| OVAL Common::Messag eType|

OVAL System Characteristics::ObjectType 0..*
-id[1] : ObjectIDPattern

-version([1] : unsigned int _ ’-1—| OVAL System Characteristics::VariabIeVaIueType|
-variable_instance[0..1] : unsigned int = 1

-comment[0..1] : string ®l— 0.~
-flag[1] : FlagEnumeration 1

4|OVAL System Characteristics::ReferenceType|

0.*
S
|OVAL Definitions::ObjectType|
Property Type Multiplicity Description

id ovatObjectIDPattern | 1 The globally unique identifier of @DVAL
Object

version unsignednteger 1 The version of the globally uniq@vAL
Object

variable_instance| unsigned integer 0.1 The unique identifier that differentiates
between each unique instance of &@VAL
Object If anOVAL Objeattilizes anOVAL
Variable a unique instance of eaddVAL
Objectmust be created for eac®VAL
Variablevalue.
Default Value:\#Q

comment string 0.1 The documentation associated with ti@vAL
Objectreferenced by the id property.

flag ovatFlagEnumeratiorn 1 The outcome associated witbVAL Item
collection.

message ovatMessageType | 0..* Any messages that are relayed from a tool
run-time.

variable_value | VariableValueType | 0..* The value(s) associated with the variable(s
used by theOVAL Objeateferenced by the id
property.

reference ReferenceType 0.* The identifiers oDVAL Itemsollected by the
OVAL Objeateferenced by the id property.

4.5.6 VariableValueType
TheVariableValueType identifies anOVAL Variabland value that is used by &VALObject
during OVAL Itentollection.

Property Multiplicity Description
variable_id ovalVariableIDPatterr| 1 The unique identifier of a®VAL Variable.
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value string 1 A value associated with tH@VAL Variable
identified by thevariable_id property.

4.5.7 ReferenceType
TheReferenceType identifiesan OVAL ltenthat was collected durin@VAL Itencollection.

Property Multiplicity Description

item_ref ovatltemIDPattern| 1 The unique identifier of an OVAL Item.

4.5.8 SystemDataType
TheSystemDataType provides a container faall of the OVAL Items thatere collected on the
system under test.

OVAL System Characteristics::SystemDataType |‘—| OVAL System Characteristics::ltemType
1 1.7

4.5.9 ltemType
TheltemType is the abstracOVAL Itenthat defines the common properties associated withGWAL
ltemsdefined in the OVAL System Characterisi¥ALComponent Moded.

OVAL System Characteristics::ItemType

5id[1] : ltemIDPattern @ | OVAL Common:MessageType|

-status[0..1] : StatusEnumeration = exists 1 0..50

Property Type Multiplicity Description
id ovalltemIDPattern| 1 The unique identifier of a@VAL ItemThe id
property is unique with in a given instantiatior
of the OVAL System Characteristics Model.

status StatusEnumeration 0..1 Thestatus property of anOVAL Itentonveys
the outcome of the system data collection
effort.
Default Value:‘&xist€

message MessageType 0..50 Any messages that are relayed from a tool at

run-time during the collection of a@VAL Item

4.5.10 EntityAttributeGroup
TheEntityAttributeGroup defines the properties that are common to GIVAL ItenEntities in
the OVALLanguage

Property Multiplicity Description
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datatype ovatDatatypeEnumeration 0.1 The unique identifier of an OVAL
Item.
Default Value:8tringQ

mask boolean 0.1 Tells the data collection that this
entity contains sensitive dat®ata
marked withmask=Q (i NsbiaSlddbe
used only in the evaluation, and no
be included in the results.
Note that when themask property
is set to'true’, all child field
elements must be masked
regardless of the child fieldmask
attribute value
Default ValueMalseQ

status StatusEnumeration 0.1 The status of the collection for an
OVAL ltenkntity.
Default Value:\gxist

4.5.11 FlagEnumeration

TheFlagEnumeration

defines the acceptable outcomes associated withdbllection ofOVAL

Itemsfor a specifiedDVAL Object.

Enumeration Value Descripton

error This value indicates that an error prevented the determination of the existen
of OVAL Itemsn the system.

complete This value indicates that every matchidy AL Itenon the system has been
identified and represented in the OVAL System Characterifitican be assume
that no additional matchin@VAL Itemexist on the system.

incomplete This value indicates that matchi@VAL Itemgxist on the system, however, on

a subset of those matchif@VAL Itemé&ave been identified and represented in
the OVAL System Characteristitgannot be assumed that no additional
matchingOVAL Itemgxig on the system

does not exist

This value indicates that no matchi@y/AL Itemsvere found on the system.

not collected

This value indicates that no attempt was made to col@WtAL Itemsn the
system.

not applicable

This value indicates that the specifi@¥/AL Objeds not applicable to the
system under test.

4.5.12 StatusEnumeration
TheStatusEnumeration defines the acceptable status values associated with the collection of an
OVAL lItenor the properties of at©OVAL ltem

73

Copyright © 2011The MITRE CorporatioAll rights reserved.



The OVARLanguage SpecificatioWersion 5.10 Revision 1
Date: 0914-2011

Enumeration Value Descripton

error This value indicates that there was an error collectin@affAL Itenor a property
of anOVAL Item

exists This value indicates that @DVAL Itemor a property of at©OVAL Itemexists on

the system and was collected.

does not exist This value indicates that adVAL Itemor a property of atOVAL Itemdoes not
exist on the system.

not collected This value indicates that no attempt was made to collecOMAL Itenor a
property of anOVAL Item

4.5.13 EntityltemSimpleBaseType
TheEntity Item SimpleBaseType is an abstract type that defines a base type fositiple OVAL
Item Entities.

Property \ Multiplicity Description
attributes EntityAttributeGroup 1 The standardittributes available to all
entities.
value string 0.1 The value of the entity.

4.5.14 EntityltemComplexBaseType
TheEntityComplexBaseType is an abstract type that defines a base type for all com@igL
Item Entities.

Property \ Multiplicity Description
attributes EntityAttributeGroup 1 The standardattributes available to all
entities.

4.5.15 EntityltemIPAddressType
TheEntity Item IPAddressType extends theEntityltem  SimpleBaseType anddescribes an
IPv4 or IPv6 IP address or prefix.

Property \ Multiplicity Description
datatype oval:SimpleDatatypeEnumeratio| 1 Possible values:

1 UYpv4_addres®

1 Ypv6_addres®

4.5.16 EntityltemIPAddressStringType
TheEntity Item IPAddressStringBaseType extends theEntityltem  SimpleBaseType
anddescribes an IPv4 or IPv6 IP address or prefix or a string representation of the address.

Property \ Multiplicity Description
datatype ovalSimpleDatatypeEnumeratio| 1 Possible values:
1 UYpv4 _addres®
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1 Ypv6_addresQ
T WtringQ

4.5.17 EntityltemAnySimpleType
TheEntity Item AnySimpleType extends theEntityltem  SimpleBaseType anddescribes
any simple data.

Property \ Multiplicity Description
datatype ovalSimpleDatatypeEnumeratio| 1 Any simple datatype.

4.5.18 EntityltemBinaryType
TheEntity Item AnySimpleType extends theEntityltem  SimpleBase Type anddescribes
any simple binary data.

Property Type Multiplicity Description

datatype ovalSimpleDatatypeEnumeratio| 1 This values fixed asl o A Y | N

Also allows an empty string valu

4.5.19 EntityltemBoolType
TheEntityObjectBoolType extends theEntityltem  SimpleBase Type anddescribes any
simple boolean data.

Property \ Multiplicity Description
datatype ovalSimpleDatatypeEnumeratio| 1 This valugs fixed aglo 2 2.f S

Also allows an empty string valu

4.5.20 EntityltemFloatType
TheEntity Item FloatType extends theEntityltem  SimpleBase Type anddescribes any
simple float data.

Property \ Multiplicity Description
datatype ovalSimpleDatatypeEnumeratio| 1 This valugs fixed asV ¥ £. 2 I

Also allows an empty string valu

4.5.21 EntityltemIntType
TheEntity Item IntType extends theEntityltem  SimpleBase Type anddescribes any simple
integer data.

Property \ Multiplicity Description
datatype ovalSimpleDatatypeEnumeratio| 1 This valués fixed asP A.y (1 Q

Also allows an empty string valu
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4.5.22 EntityltemStringType
TheEntity Item StringType extends theEntityltem  SimpleBase Type anddescribes any
simplestring data.

Property \ Multiplicity Description
datatype oval:SimpleDatatypeEnumeratig 0..1 This values fixed asP & (G NR y

4.5.23 EntityltemRecordType

TheEntity Item RecordType extends theEntityltemComplex Base Type andallows
assertions to be made antities with uniquely named field#t is intended to be used to assess the
results of things such as SQL statements and similar data.

| OVAL System Characteristics::EntityltemComplexBaseType |

AN

OVAL System Characteristics::EntityltemRecordType | — - -
IOVAL System Characteristics::EntityltemFieldType

1 0.*
Property Type Multiplicity Description
datatype ovatCompleDatatypeEnumeration| 0..1 This valués fixed a3V NB O 2 NJ
field EntityStateFieldType 0..* Defines the name of the field

whose value will be assessed.

4.5.24 EntityltemFieldType
TheEntity Item FieldType defines an entity type that captures the details of a single field for a
record.

Property \ Multiplicity Description
attributes EntityAttributeGroup | 1 The standardittributes available to all
entities.
name string 1 The name of the fieldNames MUST be 3
lower case characters in the range ef.a
value string 0.1 The value of the field.

4.5.25 EntityltemVersionType
TheEntity Item VersionType extends theEntityltem  SimpleBase Type anddescribes a
version string data.

Property Multiplicity \ Description
datatype ovalSimpleDatatypeEnumeration 1 This values fixed a3V @S NB& A 2
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4.5.26 EntityltemFileSetRevisionType
TheEntity Item FileSetRevisionType extends theEntityltem  SimpleBase Type and
describes a file set revision string data.

Property Multiplicity \ Description
datatype oval: SimpleDatatypeEnumeratior 1 This values fixed as
WFAET SASHYNBJAAA

4.5.27 EntityltemlOSVersionType
TheEntity Item I0SVersionType extends theEntityltem  SimpleBase Type anddescribes a
CiscdOS version string data.

Property Multiplicity Description

datatype ovalSimpleDatatypeEnumeration 1 Possiblevalues:
1 Ubs versio
1 WangQ

The string type is an option in ordd
to allow use of regular expression:

4.5.28 EntityltemEVRStringType
TheEntity Item EVRStringType extends theEntityltem  SimpleBase Type anddescribes an
EPOCH:VERSKBELEASE string data.

Property Multiplicity \ Description
datatype ovalSimpleDatatypeEnumeration 1 This valués fixed asV' S @ NJp. a U

4.6 OVAL Results Model

The OVAL Results Model is used to report the results of an evaluation of a set of systems based upon a
set of OVADefinitions leveraging the OVAL System Characteristi¢kis way, the OVAL Results Model
provides detailed information about the set of assertions that were evaluated, the observed states of
the evaluated systems, and the detailed results of the evadnat
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IOVAL Common::GeneratorType|

1

I OVAL Results::DefauItDirectivesType|
1 l 1

‘—,—{ OVAL Results::CIassDirectivesType|
OVAL Results::oval_results 0.5

‘TI—{ OVAL Definitions::oval_definitions|
1 1 T 0.1

I OVAL Results::ResuItsType|

OVAL::Signature

0.1
Type Multiplicity Description

the OVAL Resulontent. The
timestamp property of the

generator MUST represent the time 3
which theoval_results was created.

directives

DefaultDirectivesType |1 Describes the default set of directives
that specify the results that have been
included in theOVAL Result§he
default_directives MUST be used
for any OVAL Definitionssult  value
that is not overridden by a

class dir ectives construct.

class_directives

ClassDirectivesType 0.5 Describes the set of directives that
specify the classpecific results that have
been included in the OVAL Resulike
class_directives MAYbe used to
override the default directives.

oval_definitions

ovatdef.oval_cefinitions | 0..1 The sourc@VAL Definitionased to
generate the OVAL Results.

results

ResultsType 1 Contains the evaluation results for all
OVAL Definitionsen all systems under
test.

signature

ext:Signature 0.1 Mechanism to ensure thmtegrity and
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authenticity of the OVAL Results conten

4.6.1 DirectivesType
TheDirectivesType defines what result information has been included, and to what level of detail,
in the OVAL Results, for each possible result value definge: ResultEnumeration

| OVAL Results::DirectivesType I‘—| OVAL Results::DirectiveType|

1 6
Property Type Multiplicity Description
definition_true DirectiveType| 1 Defines what result information has been
included forOVAL Definitionthat evaluate
to Wi NHzS Q
definition_false DirectiveType| 1 Defines what result information has been

included forOVAL Definitionthat evaluate
toWTLfasSaq

definition_unknown DirectiveType| 1 Defines what result information has been
included forOVAL Definitionthat evaluate
toWdzy 1 Y20y Q

definition_error DirectiveType| 1 Defines what result information has been
included forOVAL Definitionthat evaluate
to WS NN ND
definition_not_evaluated | DirectiveType| 1 Defines what result information has been
included forOVAL Definitionthat evaluate
toWy 20 RO f dzt 0 S
definition_not_applicable| DirectiveType| 1 Defines what result information has been
includedfor OVAL Definitionthat evaluate
toWy 230 F LILX AOFof SQ

4.6.2 DefaultDirectivesType
TheDefaultDirectivesType defines the result information to include in the OVAL Results for all
OVAL Definitionsegardless of class as defined in tbleassEnumeration

|OVAL Results::DirectivesType|

OVAL Results::DefaultDirectivesType

-include_source_definitions : boolean = true

Property Type Multiplicit Description
y
include_source_definitions| boolean | 0..1 Specifies whiher or not the sourcéVAL
Definitionsare included in the OVAL Results.
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WhenW (i NitzSoQrceOVAL DefinitionMUST
be included in thé©OVAL Result$vhenW ¥ | f 4
the sourceOVAL DefinitionMUST NOT be
included in theOVAL Results

)

Default Value:¥ueQ

4.6.3 ClassDirectivesType

TheClassDirectivesType defines the result information to include in tl@VAL Resulfer a
specific clasef OVAL Definitionas defined in the&ClassEnumeration . Please pte that this will
override the directives in thB®efaultDirectivesType for the specified class.

|OVAL Results::DirectivesType |

i

OVAL Results::ClassDirectivesType

-class : ClassEnumeration

Property \ Multiplicity Description
ovatClassEnumeratio| 1 Specifies the class @VAL Definition® whichthe
defined OVAL Results directives will be applied.

4.6.4 DirectiveType
TheDirectiveType defines what result information, and to what level of detail, is included in OVAL
Results.

Property Type - Multiplicity | Description

reported | boolean 1 Specifies whether or ndDVAL Definitionswith the
specified result, should be included in tB&/AL
ResultsIf thereported  property is set ta¥ (i NHzS
OVAL Definitionthat evaluate to the specified result
MUST be included in th@eVAL Result$f the

reported  property is set to¥ F |, ©\BAS Dkfinitions
that evaluate to the specified result MUST NOT be
included in theOVAL Results

content | ContentEnumeratior] 0..1 Specifies the level of detail thatirscluded in theOVAL
Results

Default Value:¥ullQ

4.6.5 ResultsType
TheResultsType contains the evaluation results for @\VAL Definitionsen all systems under test.
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|OVAL Results::ResultsType |0—|OVAL Results::SystemTypel

1 1.

Property Type \ Multiplicity Description
results SystemTypeg 1..* The evaluation results for @lVAL Definitionen each
system under test.

4.6.6 SystemType
TheSystemType provides the evaluation results for t@VAL Definitionand OVAL Testaswell the
OVAL System Characteristics for an individual system

IOVAL Results::DefinitionType|

0.*
1
4
OVAL Results::SystemTypeIQ—'OVAL Results::TestType
¢ 1 0.*
1
IOVAL System Characteristics::oval_system_characteristics |
1
Property Type Multiplicity Description
definitions DefinitionType 0..* The evaluation results of the
OVAL Definitions
tests TestType 0.* The evaluation results of the
OVAL Tests
system_characteristicg oval 1 A copy of the OVAL System
sc:oval_system_characteristic Characteristics that were
evaluated against th©VAL
Definitionsto produce the
OVAL Results.

4.6.7 DefinitionType
TheDefinitionType contains the results of the evaluation of &VAL Definition

IOVAL Common::MessageType|

OVAL Results::DefinitionType
-definition_id[1] : DefinitionIDPattern
-version[1] : unsigned int 1
-variable_instance[0..1] : unsigned int =1

-class[0..1] : ClassEnumeration .—I
1

-result[1] : ResultEnumeration

0.*

I OVAL Results::CriteriaType|

Property Multiplicity Description
definition_id ovatDefinitionIDPattern 1 The unique identifier of a@VAL
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Definitionthat wasused to generate
the OVAL Results.

version unsigned int 1 The version of the globally unique
OVAL Definition
variable_instance| unsigned int 0.1 The unique identifier that

differentiates between each unique
instance of arDVAL Definitionlf an
OVAL Definitiomitilizes anOVAL
Variable a unigue instance of each
OVAL Definitiomust be created for
eachcollection of values assigned tg

the OVAL Variable
Default Value:®Q
class ovalClassEnumeration 0..1 The class of th®VAL Definition
result ResultEnumeration 1 The result of the evaluation of the
OVAL Definition
message ovatMessageType 0.* Any messages that are relayed fronf

tool at runtime during the evaluatior]
of anOVAL Definition

criteria CriteriaType 0.1 Contains the individual results of thd
logical statements that form the
OVAL Definition

4.6.8 CriteriaType
TheCriteriaType combines the logical statements that form ta/AL Definition

0.*

OVAL Results::CriteriaType
-operator[1] : OperatorEnumeration J

-negate[0..1] : boolean = false
-result[0..1] : ResultEnumeration
-applicability_check[0..1] : boolean

S

0.* 0.*

1

| OVAL Results::Extend DefinitionType| | OVAL Results::CriterionType|

Property \ Type Multiplicity Description
operator ovatOperatorEnumeration | 1 The logical operator that is used to
combine the individual results of the
logical statements defined by the
child_criteria property.

negate boolean 0.1 Specifies whether or not the
evaluation result of thé®©VAL
Definition, referenced bythe
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definition_ref property,
should be negated.

Default Value:falseQ

result ResultEnumeration 1 The evaluation result after the
operator property andnegate
property have been applied.

criteria Criterial'ype 1.* Logical statements that will be
combined according to the
operator  property.

applicability_check| boolean 0..1 Aboolean flag that whet¥ (i NXzS ¢
indicates that thecriteria is

being used to determine whether th
OVAL Definitiompplies to a given
system No additional meaning is
assumed whet T I.f 43S Q

4.6.9 CriterionType
TheCriterionType is a logical statement that references @VAL Tedtom anOVAL Definition

OVAL Results::CriterionType

-negate[0..1] : boolean = false
-applicability_check[0..1] : boolean
-test_ref[1] : TestIDPattern
-version[1] : unsigned int
-variable_instance[0..1] : unsigned int = 1
-result[1] : ResultEnumeration

T

|OVAL Results::TestType|

Property \ Type Multiplicity Description
test_ref ovatTestIDPattern 1 The unique identifier of a@VAL Test
contained in theOVAL Definitionased to
generate the OVAL Results.

version unsigned int 1 The version of the globally uniqu@VvAL
Testreferenced by thaest_ref
property.

variable_instance | unsigned int 0.1 The unique identifier that differentiates

between each unique instance of @VAL
Test If anOVAL Teattilizes anOVAL
Variable a unique instance of eaddVAL
Testmust be created for eactollection
of values assigned to tH@VAL Variable

Default Vabe: ¥Q
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negate boolean 0.1 Specifies whether or not the evaluation
result of theOVAL Testeferenced by the
test_ref  property, should be negated.

Default Value:falseQ

result ResultEnumeration 1 The evaluation result of th@VAL Test
referenced by thdest ref  property,
after thenegate property has been

applied.
applicability_check| boolean 0.1 Aboolean flag that when true indicates
that the criterion is being used to

determine whether theOVAL Definition
applies to a given systerNo additional
meaning is assumed whéb¥ . f 4 S Q

4.6.10 ExtendDefinitionType
TheExtendDefinitionType is a logical statement that references anott@yAL Definition

OVAL Results::ExtendDefinitionType

-result[1] : ResultEnumeration
-variable_instance[0..1] : unsigned int =1
_Version[]_] : unsigned nn T -T—T——77 H OVAL ReSU“SliDEfinitionType
-definition_ref[1] : DefinitionIDPattern
-applicability_check[0..1] : boolean
-negate[0..1] : boolean = false

Property \ Type Multiplicity Description
definition_ref ovalDefinitionIDPattern 1 The unique identifier of a@VAL
Definitionused to generate the
OVAL Results.

version unsigned int 1 The version of the globally unique
OVAL Definitiomeferenced by the
definition_ref property.

variable_instance | unsigned int 0.1 The unique identifier that

differentiates between each unique
instance of arDVAL Definitionlf an
OVAL Definitionitilizes anOVAL
Variable a unigue instance of each
OVAL Definitiomust be created for
eachcollection of values assigned
the OVAL Vaable

Default Value:\#Q

negate boolean 0.1 Specifies whether or not the
evaluation result of thé®©VAL
Definition, referenced by the
definition_ref property,
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should be negated.

Default Value falseQ

result ResultEnumeration 1 The evaluation result of th© VAL
Definition, referenced by the
definition_ref property, after
the negate property has been
applied.

applicability _check| boolean 0.1 Aboolean flag that when true
indicates that the
ExtendDefinition is being
used to determine whether the
OVAL Definitiompplies to a given
system.No additional meaning is
assumed whetV ¥ I.f 4 S Q

4.6.11 TestType
TheTestType contains the result of a@VAL Test

—| OVAL Common::Messag eType|

OVAL Results::TestType 0 *
-test_id[1] : TestIDPattern o — )
-version[1] : unsigned int 1
-variable_instance[0..1] : unsigned int=1 ‘—'OVAL Results::TestedItemType|
-check_existence[0..1] : ExistenceEnumeration = at_least_one_exists .
-check[1] : CheckEnumeration 1 0..
-state_operator[0..1] : OperatorEnumeration = AND
-result[1] : ResultEnumeration 1 OVAL Results::TestedVariableType |
0“*
Property \ Type Multiplicity Description
test_id ovatTestIDPattern 1 The unique identifier of a@VAL Test

contained in theOVAL Definitionased
to generate the OVAL Results.

version unsigned int 1 The version of the globally uniqu@VvAL
Testreferenced by thaest_id
property.

variable_instance| unsignednt 0.1 The unique identifier that differentiateq

between each unique instance of an
OVAL Testf anOVAL Teasttilizes an
OVAL Variablea unique instance of
eachOVAL Tesnust be created for
eachcollection of values assigned to th
OVAL Variable.
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Default Value:\#Q

check_existence | ovatExistenceEnumeratio| 0..1 Specifies how man@VAL Itemsust
exist, on the system, in order for the
OVAL Tedb evaluate to true.

Default Value:\Ht_least_one_exist3
check ovatCheckEnumeration | 1 Specifies how many of the collected
OVAL Itemsust satisfy the
requirements specified by th@VAL
State(s)n order for theOVAL Tedb
evaluate to true.

state_operator ovatOperatorEnumeration 0..1 Specifies how to logically combine the
OVAL Stateeferenced in theOVAL
Test

Default Value\ANDXY

result ResultEnumeration 1 The evaluation result of th@VAL Test
referenced by thdest id  property.
message ovatMessageType 0.* Any messages that are relayed from g
tool at runtime during the evaluation
of anOVAL Test.

tested_item TestedltemType 0.* Specifies a reference to ea@VAL ltem
used in the evaluation of a@VAL Test
tested_variable | TestedVariableType 0.* Specifies eac®VAL Variablealue used

in the evaluation of a®VAL TesfThis
includes theOVAL Variablealues used
in both OVAL Objectand OVAL States

4.6.12 TestedltemType
TheTestedltemType  contains the result oévaluatinga collectedOVAL Itenagainstthe OVAL
State(s)jf any, as specified by the correspondi@YAL Test

OVAL Results::TestedltemType

-item_id[1] : ItemIDPattern ’—|OVA|- Common::MessageType|

-result[1] : ResultEnumeration 1 0..*

|
|OVAL System Characteristics::ltemType |

Property Type - Multiplicity | Description
item_id ovatltemIDPattern| 1 The unique identifier of a@VAL ltentollected
duringOVAL ItenCollection.
result ResultEnumeration 1 The evaluation result of th®VVAL Itenagainst
the OVAL State(sif,any, as specified by the
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correspondingdOVAL Test

message ovatMessageType| 0..* Any messages that are relayed from a tool at
run-time during the evaluation of a@VAL Item
against arOVA. State

4.6.13 TestedVariableType
TheTestedVariableType specifies the valuef anOVAL Variablased during the evaluation of an
OVAL Test

Property | Multiplicity | Description
variable_id ovalVariablelDPatterr| 1 The unique identifier of a@VAL Variable
value Any 1 A value of theOVAL Variableeferenced by

the variable_id property.

4.6.14 ContentEnumeration
TheContentEnumeration defines the acceptable levels of detail for the result information included
in the OVAL Results.

Enumeration Value Descripton

thin This value indicates that only the minimal amount of informai®represented
in the OVAL ResultSpecifically:
1 Thedefinition_id property of DefinitionType will be
included

9 Theresult property ofDefinitionType will be included
9 Thecriteria property of DefinitionType will not be included

9 Thecollected_objects andsystem_data properties, of the
system_characteristics property inSystemType , will not be
included.

full This value indicates thatfall detailed resulof informationis represented ithe
OVAL ResultSpecifically:
9 Thedefinition_id property of DefinitionType will be included

9 Theresult property ofDefinitionType will be included
1 Thecriteria property of DefinitionType will be included
9 Thecollected_objects andsys tem_data properties, of the
system_characteristics property inSystemType , will be
included.
The valuel T dréguivalent to¥ (i Kvithyfh@ collected_objects and
system_data properties, of thesystem_characteristics property in
SystemType , included.

4.6.15 ResultEnumeration
TheResultEnumeration defines the acceptable evaluation result values in the OVAL Language.

Enumeration Value Descripton
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true This value indicates that the conditions of the evaluation were satisfied.

false This value indicates thdhe conditions of the evaluation were not satisfied.

unknown This value indicates that it could not be determined if the conditions of the
evaluation were satisfied.

error This value indicates that an error occurred during the evaluation.

not evaluated This value indicates that a choice was made not to perform the evaluation.

not applicable This value indicates that the evaluation being performed does not apply to th
given platform.

4.7 OVAL Directives Model
The OVADirectives Model is used to contrwhat result information is included in the OVAL Results as
well as specify its level of detalil

IOVAL Common::GeneratorType|

1

1 OVAL Results::DefauItDirectivesType|

1

<
OVAL Directives::oval_directives| 1

1 1 OVAL Results::CIassDirectivesType|

0.5
OVAL::Signature
0.1
Property Type Multiplicity Description
generator ovatGeneratorType 1 Information regarding the

generation of the OVAL Directives
content Thetimestamp property
of thegenerator MUST represent
the time at which the

oval_d irectives was created.

directives ovatresDefaultDirectivesType¢ 1 Describes the default set of

directives that specify the results
that have been included in the OVA
Results.

class_directives | ovatresClassDirectivesType | 0..5 Describes the set of directives that
specify the classpecific results that
have been included in the OVAL
Results.

signature ext:Signature 0.1 Mechanism to ensure thimtegrity
and authenticityof the OVAL
Directives content
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5 Processing Model for the OVAL Language

The processing section describes in detail how the major components of the OVAL Language Data Model
are used to produce OVAL Definitions, OVAL System Characteristics, and OVALTReslitgram

below provides an overew of the complete process and highlights the major activities of this process.

Producing OVAL Definitions Producing OVAL System Characteristics

OVAL Stored @ Generate
| pefiniion §OVAL Systen

Characteristics
Write or Generate the
OVAL Definition

Advisory,
Policy, or

Other System
State

Collect System Data

OVAL OVAL
RS Variables
Directives
\ Producing OVAL Results
OVAL Generate Compare OVAL OVAL System
OVAL — Definition to — T
Results | OVAL System
Results -
Characteristics

When producing OVAL Definitions there is assumed to be an advisory, policy, or other system state
description that is either manuallyanslated or automatically processed to create an OVAL Definition.
The resulting OVAL Definition is based upon the low level system information that was specified and will
be the basis for both producing OVAL System Characteristics and producing OViL Resul

OVAL System Characteristics are produced by collecting system data dioeathn end system on
some other configuration information data store. This data collecsioibprocesgan be controlled by
the OVAL Objects specified in the OVAL Definitohy any other selection methodVhen OVAL
Objects are used to guide the data collection process OVAL Variables may be supplied to allow for
tailoring of the OVAL Objecthe collected system data is then compiled into OVAL System
Characteristics that imgdesinformation about the tool thatollected the data iad the set of OVAL
Objects that were used to guide data collectidrany.

OVAL Results are produced by comparing an OVAL Definition and the system state that it describes to
some observed systentage asrepresentedin OVAL System Characteristics. This comparison process,
referred to as Definition Evaluationan be tailored by OVAL Variables anehtes detailed assessment
results which are then used to generate OVAL Results. OVAL Resultsimfdudation about the tool

that producedthem and varying levels of assessment result information as specifiacét of OVAL
Directives.
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5.1 Producing OVAL Definitions

Producing OVAL Definitions is the process by which information from some source external to OVAL is
consumedby a person, tool, or service and then transformed into an OVAL Definition. Often this
information comes from a security advisory, configuratioeaklist, or other data feed. Other times this
information must be created through detailed system investigation and research of known issues. In
either case, low level system state information is encoded in the form of an assertion about a system
state.

5.1.1 Reuse of Definition, Test, Object, State , and Variable

TheOVAL Language enables content retlseughthe use of globally unique ID&/hen producing
OVAL Definitions, OVAL Tests, OVAL Objects, OVAL States, and OVAL ¥asabtesontent SHOULD
be reugdwhen possible

5.1.2 Tracking Change

The version property provides the ability to track changes to OVAL Definitions, OVAL Tests, OVAL
Objects, OVAL States, and OVAL VariaBleper usage of the version property is critical for content
sharing and reus&Vhen updating an OVAL Definition, OVAL Test, OVAL Object, OVAL State, or OVAL
Variable the version propertylUSTbe incremented for each revision.

5.1.3 Metadata

Each OVAL Definition, as defined by ¢tlval - def:D efinitionType , includes ametadata
property. The catents of themetadata property MUST NOTmpact OVAL Definition evaluatiofll
information that is encoded in thmetadata property SHOULD also be encoded in the OVAL
5STAYdiierlaz y.Qa

5.1.3.1 Authoritative References

Thereference LINRP LISNIi & 2 F | ynetadath [propeSyBSHOULD fr¥igead

authoritative citation for the specific system state being described by the OVAL Definition. OVAL
Definitions with aclass  property value oW @ dzf Yy SSHOBLD finalutlé aQeferencethe CVEName

for the vulnerability when one exists. OVAL Definitions witteas property value o O2 Y LI A yOS Q
SHOULD include a reference to the Gl@amefor the configuration item when one exists. OVAL

Definitions with aclass property value o A Yy ZINBADULD include a reference to the CPE for the
relevant operating system or application when a CPE Name exists.

5.1.3.2 Platforms and Products
Theplatform  and product LINR LISNIi A Sa 2 F mgtadétar brppery SHFOUVDA (G A 2 Y Q&
provide a listing of platformsral productsto whichthe OVAL Definition is known to apply.

5.1.4 Content Integrity and Authenticity

Content expressed in the OVAL Definitions Model MAY be digitally signed in order to preserve content
integrity and authenticity. The OVAL Definitions Madiefines six locations for including a digital
signature. Any of these locations MAY be usBde sectio.1 XML Signature Support.
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5.2 Producing OVAL System Characteristics

Producing OVAL System Characteristics is the process by which detailed system state information is
collected and represented in a standard format. This information may be collected through direct
interaction with an end system by using system A®tguery the state of the system, or by gathering
information from some other source of system state informatilike a configuration management
database.

5.2.1 System Information

Theoval -sc:s ystem_info property of the OVAL System Characteristics model Mid&irately
represent the system from which the data was collected. When the system data was collected from a
source other than directly from the system being described,a@ - sc: system_info  type MUST
represent the original system from which the data wafiected.

5.2.2 Collected Objects

When a set of OVAL Objects is used to guidecthliiection of system datahe OVAL Objects that were
used MUST be recordedobjects in theoval - sc: collected_objects property of the OVAL
System Characteristics mod&his section describes the process of creating\al - sc: object in
the collection ofoval - sc: collected_objects

5.2.2.1 flag Usage

Eachobject listed in theoval - sc: collected_objects MUST specify the outcome of the data
collectioneffort by setting the flagorope rty to the appropriate valueThe valid flag values are
defined in theoval - sc:Flag Enumeration .The correct usage dlfie flag enumeration valueis

the context of theflag  propertyis specified in the following table.

Enumeration Value When to Use theEnumeration Value?
error This valueMUSTbe used wheran errorthat prevents the collection of the OVA
Items for the OVAL Object

Theobject property SHOULD include one or monessages describing the
error condition.

complete This valuevilUSTbe used when theollection process for the OVAL Object wasg
successful and accurately captured the complete sehatiching OVAL Items.
incomplete This valuevilUSTbe used when theollection process for the OVAL Object wasg

successful but the complete set matching OVAL Items is not represented by
the set ofreferences

Theobject property SHOULD include one or monessages explaining the
incompleteflag value.

does not exist This value MUST be used when no matching OVAL Items were found.

not collected ThisvalueMUSTbe used when no attempt was made collect the OVADDbject.
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Theobject property MAY include one or moraessages explaining the not
collectedflag value.

not applicable ThisvalueMUST be usethe specified OVAL Object is ragiplicable to the
system under test.

Theobject property MAY include one or moraessages explaining the not
applicableflag value.

5.2.2.2 variable_instance property

When an OVAL Object makes use of an OVAL Variable, either directly or indirecttqlemtion of
values assigned tahe OVAL Variable MUST be differentiated by incrementing the
variable_instance property once foreachassignedollection ofvalues for the OVAL Variable.
When more than oneollection ofvaluesis assigned to an OVAL Vale a given OVAL Object will
appear as @val - sc: collected_object once for each assigned value.

5.2.2.3 Item References

EachOVAL Itenthat is collected as a result of collecting a gi@WAL ObjedIUST be referencebly the
reference  property of theobject . A givenOVAL ltenMAY be referenced by one or more
objects . This situation will occur when two distifolVAL Obijectislentify overlapping sets dDVAL
Items.

AAAAA

When theflag property hasavalue 8Py 2 i Oe&®{ 8 0 5 Ribbjed | ®MUSE ROT
include anyOVAL Itermeferences.

5.2.2.4 Variable Values
EachOVAL Variabland its value usedshencollectingOVAL Item$or an OVAL ObjediUSTbe
recorded in thevariable_value property of theobject

5.2.3 Conveying System Data without OVAL Objects

OVAL Objects are commonly used to guide the collection of OVAL Items. Hsyst@m state
information maybe collectedwithout the use of OVAL Objects. OVAL ItéidsYbe collected by
searchingsystemdata stores, API calls, algorithms, or other proptigtarocessesWhen this is done,
the OVAL System Claateristics will not contain eollected_o  bjects section,however, it will
contain asystem_d ata section with 8 of the OVAL Items collected.

5.2.4 Recording System Dataand OVAL Iltems
Thesystem_data property holds a collection of OVAL Items. This section describes the process of
building an OVAL Item and the constraints that apply to OVAL Items.

5.2.4.1 Item IDs

Each OVAL Item contains a unique identifier which distinguishes it from other OVAL Items that are
represented in the collection dystem_data . Iltem IDs MUST be unique within an OVAL System
Characteristics Model.
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5.2.4.2 Unique ltems

h+! [ LGSYa INB RAFTFSNBYyiGAIGSR o6& SEFYAyAy3a S| OK
names and valuegach OVAltem MUST represent a unique system data artifact. No two OVAL Items
within an OVAL System Characteristics Model can be the same.

5.2.4.3 Partial Matches

A partial match is when an OVAL Item, containing some information, is reported in the OVAL System
Characteriscs rather thansimply not reporting the OVAL Item. Partial matches are useful for
debugging purposes when an OVAL Item does not exist on the system or is not collected due to
limitations in the OVAL Capable Product. Please note that the use of paatiies is optional.

5.2.4.4 Item Status

The valid status values, for an OVAL Item, are defined iouk - sc :StatusEnumeration .The
correct usage of the status enumeration values in the context oftatis property is specified in the
following table.

Enumeraton Value When to Use the Enumeration Value?

error This valueMUST be used when thereds errorthat prevents the collection adin
OVAL Item or any of its entities.

The OVAL ItenSHOULD include one or maressages describing the error

condition.

exists This valueMUST be used wheam OVAL lItenis successfully collected.

does not exist This valueMUST be used when the OVAL ltismot found on the system being
examined.

The use of this value is optional and is only used to report a partial match
partial match is not being reported, the OVAL Item MN®ITbe reported in the
OVAL System Characteristics.

The OVAL ltenMAY include one or monmessages describing this status valug
not collected ThisvalueMUST be used when no attemigimade collect the OVAL Item.

The use of this value is optional and is only used to report a partial math
partial match is not being reported, the OVAL ItBfdST NOBe reported in the
OVAL System Characteristics.

The OVAL ltenSHOULD include one moremessages describing this status
value

5.2.4.5 Item Entities
OVAL Item Entities must be added to the OVAL Item such that it aligns with the constraints specified in
the appropriateOVALComponent Model anthe requirements in this section
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5.2.4.5.1 Determining Whth Entities to Include

OVAL Component Modsdlefine concrete OVAL Items and their entities. All entities within an OVAL
Item are optional. When creating an OVAL Item any number of item entities MAY be indiobeeler,
sufficient OVAL Item entities MUS# included to ensure that the OVAL Item describes only a single
system configuration item.

Many OVAL Itemisicludeentities that have dependencies upon other entities within the same OVAL
Item. When dependencies exist between OVAL Item entities enity is included then all entities that

it depends upon MUST also be included in the OVAL li¢nen using OVAL Obijects to guide the
collection of system data, the entities included in the OVAL Object SHOULD be included in the OVAL
Items that it identifies.

When collecting system data an OVAL State MAY be used to determine which entities to include within
and OVAL Item. This sort of processing can be an optimization made when collectirigpdaeample,

if the OVAL State makes an assertion about a singleyét may not be necessary to include all other
OVAL Item entities.

5.2.4.5.2 Status

The OVAL Item Entigtatus conveyshe outcome of attemptindo collectone property ofa piece of
systemstate information The valid OVAL Item Entity status values are ddfingheoval -

sc :StatusEnumeration . The status of an OVAL Item Entitgn beindependent of other OVAL Item
Entities andSHOULD N3k propagated up to the containing OVAL Itefine following table indicates
when to use each status value.

EnumerationValue When to Use the Enumeration Value?

error This valusMUSTbe used when there ian errorthat prevents the collection of
the OVAL Item Entity.

exists This valueMilUSTbe used when the OVAL Item Entity exists on the system an
collected.

does notexist This valueMilUSTbe used when the OVAL Item Entity does not exist on the
system.

not collected ThisvalueMUSTbe used when no attemps madeto collect the OVAL Item
Entity.

5.2.4.5.3 Datatype

Thedatatype of the OVAL Item Entity describes how tradue of the OVAL Item Entity should be
interpreted. The validdatatype values for an OVAL Item Entity are listed in the

oval: DatatypeEnumeration andrestricted as needed i®@VAL Component Model$Vhen
assigning alatatype to an OVAL Item Entity, there are twases to consider:

1. Thedatatype is fixed to a specifidatatype value In this case, the OVAL Item EntifyST
always use the specifiethtatype value.
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2. Thedatatype can be one ofeveraldatatype valuesin this case, thelatatype value that
most approprately describes the value of the OVAL ltem E8HOULD be useld an OVAL
Item Entity value is not present, tliatatype value must be set to the default datatype value
specified in correspondin@VAL Component Model

5.2.45.4 Value

The final aspect of an OVA&n Entity is itsvalue . An OVAL Item Entity may contain simple character
data or complex structured data as specified in the corresponding OVAL Component MbO& AL

Item Entity values must conform to the constraints defined indkal -

sc: Datatype Enumeration

5.2.5 Content Integrity and Authenticity
Content expressed in the OVAL System Characteristics Model MAY be digitally signed in order to
preserve content integrity and authenticitySee Sectiof.1on XML Signature Support.

5.3 Producing OVAL Results

Producing OVAL Results is the process by which detailed system state information is evaluated against
the expected state of a system and represented in a staridaddormat. Thisstandardizedormat

conveys the results of the evaluation which can indicate the presence of a vulnerability, compliance to a
policy, installation of software, or even the presence of malware artiféatditionally, the results can

be corsumed by other tools where they can be interpreted and useisfiarm remediaion of

discovered issues.

5.3.1 Definition Evaluation

OVAL Definition Evaluation is the procegamining the characteristics of a system apgplying one or

more logical statementabout those characteristice determinean overall result for the system state

that the OVAL DefinitionlescribesEach OVAL Definition has zero or one logidtdria

componentswhichareO2 YO AY SR dzaAy 3 f 2 ANDF § R R @R NleralrdsBitbf a dzOK |
evaluatingan OVAL Definition is determined by evaluaiisgriteria component. This process is

described in detail in the following section.

5.3.1.1 Evaluating a Deprecated OVAL Definition

When evaluating a deprecated OVAL Definitiont th@es not have ariteria construct, the OVAL
Definition MUST evaluate @y 2 (i S @If d dégireitafeR QVAL Definition containsiteria

construct, the OVAL Definition SHOULD evaluate as if it were not deprecated. However, the OVAL
Definition MAYevaluate toWy 2 i S.@I f dzi SRQ

5.3.1.2 Criteria Evaluation

Acriteria component of an OVAL Definition combines one or more logical statements in order to
determine a result valueéA criteria can be made up of othariteria , Criterion , or
extend_definitions , along wih anoperator  property that specifies how to logically combine
the specified logical statementSor more information on how to combine the individual results of the
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logical statements specified withincgite ria , seeSection5.3.6.2 The result value of the criteria is
determined by firsevaluatingthe operator  property to combine tle logical statements andhen
evaluating thenegate property. SeeSection5.3.1.5for additional information on how to égate the
result of thecriteria

5.3.1.2.1 applicability_check

If a value for theapplicability _check property is specified on theriteria construct, in an
OVAL Definition, thapplicability _check property and value MUST be replicated on the
criteria construct in the OVAL Results.

5.3.1.3 Criterion Evaluation

The result of ariterion construct is the result of the OVAL Test that it references, after the
negate property has been appliedSeeSection5.3.1.5Negate Evaluatiofor additional infemation on
how to negate the result of an OVAL Test.

Thevariable_instance property of thecriterion is carried over from the
variable_instance value of the referenced OVAL Test.

5.3.1.3.1 applicability_check

If a value for theapplicability_check property is specified on theriterion construct, in an
OVAL Definition, thapplicability_check property and value MUST be replicated on the
criterion construct in the OVAL Results.

5.3.1.4 ExtendDefinition Evaluation

The result of a extend_definition construd is the result of the OVAL Definition, that it
references, after thenegate property has been appliedSeeSection5.3.1.5Negate Evaluation for
additional information on how to negate the result of an OVAL Definition.

Thevariable_instance property of theextend_definition is carried over from the
variable_instance value of the referenced OVAL Definition.

5.3.1.4.1 applicability_check

If a value for theapplicability _check property is specified on thextend_definition
construct, in an OVAL Definition, thpplicability check property and value MUST be
replicated on theextend_definition construct in the OVAL Results.

5.3.1.5 Negate Evaluation

When thenegate property isW (i NtbeSigal result of a construct MUST be the logical complement of

its result valueThat is, for any construct that evaluateso NiHeSigal result would becom@ T |, f & S Q
and vice versa. Theegate property does not apply to neBoolean result value$f a nonBoolean

result value is encountered, the final result MUST be the-Boalean result valudf the negate

property is set to¥ F I, théifiaresult of a construct will be isiginalresult value.
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5.3.1.6 Variable Instance

The value of theariable_ins tance property is derived from th@ariable_instance values

2T GKS hx![ 5SFAYAUGUA2YEA FYR hz![ ¢Sadrigerial KI 4 I+ NB
When an OVADefinition references another OVAL Definitionam OVAL Test thanakes use of an

OVAL Variable, each collection of values assigned to the OVAL Variable MUST be differentiated by
incrementing thevariable_instance property. Thevariable_instance value is incremented

once for each assigned collection of values for the [IOVé&riable. When more than one collection of

values is assigned to an OVAL Variable, an O¥hitionwill appear in thedefinition S section

once for each assigned collection of values.

5.3.2 Test Evaluation

An OVAL Test is the standardized representatiomaissertion about the state of a systeAn OVAL
Test contains references to an OVAL Obijeat specifies whiclsystem datdo collect and zero or more
OVAL Statethat specify theexpected state of the collected system dafaVAL Test Evaluation is the
process of comparinthe collected set obystem data, a®VAL Itemdo zero or more OVAL States

The result of the OVAL Test Evaluatiothen determined by combining the results of the following
three test evaluationparameters:

1. Existence Check Evaluah ¢ The process of determining whether or not the number of OVAL
Items, that match the specified OVAL Object, satisfy the requirements specified by the
check_existence property.

2. Check Evaluatiog The process of determining whether or not the number of collected OVAL
Items, specified by the check property, match the specified OVAL States.

3. State Operator Evaluatioq The process of combining the individual results, from the
comparison of an OVAtein to the specified OVAL States, according tostete operator

property.
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True

OVAL Test

No

Is the
OVAL Object Collected check_existence Collected Are there any
Evaluation OVAL Items property OVAL Items OVAL States?
satisfied?
a For Each OVAL ltem
3
>
For Each OVAL State {;
OVAL State / Collected
Evaluation OVAL Item
Result from frsr?sgih
OVAL State OVAL State
Evaluation .
j Evaluation

Results from

Result after

Is the check comparing combining Combine the
ropert collected according to results according
property OVAL ltems 9 to the

the
state_operator

isfied?
satisfied? against OVAL

States

state_operator

5.3.2.1 Existence Check Evaluation

Existence Check Evaluation is the process of determining whether or not the number of OVAL Items,
that match the specified OVAL Object, satisfy theursgnents specified by theheck_existence

property. Thecheck_existence property specifies how many OVAL Items that match the specified
OVAL Object must exist on the system in order for the OVAL Test to evallie Miiineermine if

the check_existe  nce property is satisfied, the status of each OVAL Item collected by the OVAL
Object must be examined.

The following tables describe how edekistenceEnumeration value affects the result dhe
Existence Chedialuation The far left column identifies thExistenceEnumeration value in
guestion and the middle column specifies the different combinations of individ&AL Item status
valuesthat may ke found. Thelast column specifies the final resolt the Existence Check Evaluation
according tahe combination of individuaDVAL Item status values

Enumeration Value Number of Individual Item Status Values Existence Result

all_exist exists does not exist error  not collected
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1+ 0 0 0 true

0 0 0 0 false

0+ 1+ 0+ 0+ false

0+ 0 1+ 0+ error

0+ 0 0 1+ unknown

. - - - not evaluated
- - - -- not applicable

Enumeration Value Number of Individual Item Status Values Existence Result
any_exist exists  does not exist  error not collected
O+ O+ 0 O+ true
1+ 0+ 1+ o+ true
-- -- -- -- false
0 0+ 1+ o+ error
-- -- -- -- unknown
-- -- -- -- not evaluated
-- -- -- -- not applicable

Enumeration Value Number of Individual Item Status Values Existence Result
at_least_one_exists exists  does not exist error  not collected

1+ 0+ 0+ o+ true

0 1+ 0 0 false

0 0+ 1+ o+ error

0 0+ 0 1+ unknown

- -- -- -- not evaluated

- -- -- -- not applicable

Enumeration Value Number of Individual Item Status Values Existence Result
none_exist exists  does not exist error  not collected

0 0+ 0 0 true

1+ 0+ 0+ 0+ false

0 0+ 1+ 0+ error

0 0+ 0 1+ unknown

- - -- -- not evaluated

- -- -- - not applicable

Enumeration Value Number of Individual Item Status Values Existence Result
only_one_exists exists  does not exist error  not collected
1 0+ 0 0 true
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2+ 0+ 0+ 0+ false
0 0+ 0 0 false
0,1 0+ 1+ o+ error
0,1 0+ 0 1+ unknown

- - -- -- not evaluated
- - - -- not applicable

5.3.2.2 Check Evaluation

Check Evaluatiois the process of determining whether or not the numbércollected OVAL Items,
specified by the check property, match the specified OVAL StEtescheck property specifies how

many of the collected OVAL Items must match the specified OVAL States in order for the OVAL Test to
evaluate toW (i NEtrSadditional information on how to determine if the check property is satis§ied,
Section5.3.6.1Check Enumeration Evaluation

5.3.2.3 State Operator Evaluation

StateOperator Evaluatiois the process of combining the individual results, from the comparison of an
OVAL Itento the specified OVAL States, according todtete operator property, to produce a
result for the OVAL Tedfor additional information on how tdetermine the final result using the
state_operator property, seeSection5.3.6.20perator Enumeration Evaluation

5.3.2.4 Determining the FinalOVAL Test EvaluatioResul

While the final result of the OVAL Test Evaluation is the combination of the results from the three
evaluations (Existence Check Evaluation, Check Evaluation, and State Operator Evaluation), how the
result is calculatedvill vary dependingipon if the optional collected object section is present in the
OVAL System Characteristigd®wever, in either case, if the result of the Existence Check Evaluation is
W7 I, thétherk and State Operator Evaluations caigheredand the final result of the WAL Test
willbeWF . 3SQ

5.3.2.4.1 Final OVAL Test Evaluation Result withoutCollected Objects Section

When the Collected Obijects section is not present in the OVAL System Charactelishe#\L Items
present in the OVAL System Characteristiast be examinedeach OVAL ltem MUST be examined to
determinewhich match the OVAL Object according to Sedid.3.1Matching an OVAL Object to an
OVAL Itenand Section5.3.3.2Matching an OVAL Object Entity to an OVAL Item Efititge the set of
matching OVAL Items is determined, ytean undergo the three different evaluations that nealp
OVAL Test Evaluation.

5.3.2.4.2 Final OVAL Test Evaluation Result with a Collected Objects Section

When the Collected Obijects section is present in the OVAL System Characteristics the flag value of an
OVAL Objecin the Collected Objects sectianust be examined before the Existence Check Evaluation
is performed.

If the OVAL Object, referenced by an OVAL Test, cannot be found in the Collected Objects section, the
final result of the OVAL TestUSTheWdzy | Y 2 6 Y Q
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Otherwise, if the OVAL Obiject, reéaced by an OVAL Test, is found, the follovgniglelines must be
followed when determining the final result of an OVAL Test.

If the flag values W S NIw@fiNdDresult of the OVAL TedtUSThe W S NN2 NI

If theflag value isPy 2 G O,2hk fin& résiilSoRtIEE OVAL TeMUSToeWdzy 1 Y2 6 Y Q

If the flag value i¥y 2 G | Lib&finalrésoltiofSHe OVAL TédUSToeWy 2 G | LILIKE A OF o6 f S

If the flag value i®* R2 S & ytBeifinalSdsult & defrmined soleby performing the Check

Existence Evaation.

§ Ifthe flag value i O 2 Y LiheSifiabr€sult is determined Hirst performing the Geck
Existence Evaluation followed by the Check EvaluatmhState Operator Evaluation.

f Ifthe flag value i A y O 2 YihdffirlreSulis determined asgollows:

o Ifthecheck_existence  propertyhas avalue oy 2 y' S @rfél Brik érintre OVAL
ltems, referenced by the OVAL Obiject, have a statlig $E ,xh& final €esult of the
OVAL TeUSTheWTF I.f S Q

o If the check_existence property has a value dénly oneS E A andiriofe than one
OVAL lItem, referenced by the OVAL Obiject, has a statd<Sof ,xhe final @sult of the
OVAL TesWlUSTheWTF I.f 4 S Q

o If the result of the Existence Check Evaluation is, titue following special cases during
the CheclkevaluationrMUSTbe considered

A If the Check Evaluation evaluates¥or |, théfi@aDresult of the OVAL Test
MUSTheWT I.f aSQ
A Ifthecheck property has a value o8t least one satisfig@nd the check
evaluation evaluates t&/ (i NtHeSiGal result othe OVAL Tes?lUSThe W (i NHzS Q
o Otherwise, the final result of the OVAL TBRISTheWdzy 1 Y 2 6 Y Q

Enumeration Value Test Result

= =4 =4 =4

error error
complete depends on check_existence and check attributes
incomplete depends on check_existence and check attributes
does not exist depends on check_existence and check attributes
not collected unknown

not applicable not applicable

5.3.2.5 Variable Instance

When an OVAL Test makes use of an OVAL Variable, either directly or indreétdyTest is evaluated
once foreachcollection of values assigned to the OVAL Varidileh evaluation result for the OVAL
TestsMUST be differentiated by incrementing tlariable_instance property once for each
assigned collection of values for the OVAL Variable. When more than ondigoliegovalues is assigned
to an OVAL Vable, an OVAL Test will appéathetests section once for each assigned collection of
values.

5.3.3 OVALODbject Evaluation
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At the highest level, OVAL Object Evaluation is the process of collecting OVAL Items lihsed on
constraints specified by the OVAL Object Entities and OVAL Behaviors, if present, in an OVAAnObject
OVAL Object contains the mininmmberof OVAL Object Entities needed to uniquely identify the
system state information that makes tipe corresporing OVAL ItemThe methodology used to collect
the systemstate information for the OVAL Items is strictly an implementation deRélgardless of the
chosen methodology, theame OVAL ItemMUST be collectedn a system for givenOVAL Object

except whe theflag for the collected OVAL Object has a valutdf y O2 Y LI S S Q

5.3.3.1 Matching anOVAL Object to an OVAL Item
An OVAL Item matesan OVAL Objeanly ifevery OVAL Object Entjtgts guided by any OVAL
Behaviorsmatches the corresponding OVAL Item Entity in the OVAL Item under consideration.

5.3.3.2 Matching anOVAL Object Entity to an OVAL Item Entity

An OVAL Obiject Entityjatchesan OVAL Item Entignly ifthe value of the OVAL Item Entity matches
the value of the OVIAODbject Entity in the context of the specified datatype and operaS@eSection
5.3.6.3for additional information regarding the allowable datatypes, operagicand how they should
be interpreted.

5.3.3.3 OVAL Object Entity Evaluation

OVAL Object Entity Evaluation is the process of searching for system state information that matches the
values of an OVAL Object Entity in the context of the specified datatype and iopefdtis process is

further definedbelow.

5.3.3.3.1 Datatype and Operation Evaluation

The datatype and operation property associated with an OVAL Object Entity specifies what system state
information should be collected from the system in the form of an OVAL \¢inen comparing a value
specified in the OVAL Object Entity against system state information, the operation must be performed
in the context of the specified datatypthe same operation for two different datatypes could yield

different results SeeSectim 5.3.6.3for additional information on howo apply anoperationin the

context of a particular datatype.

5.3.3.3.2 nil Object Entities

For many OVAL Object Entities, there are situatinnghichthe OVAL Object Entity does not need to be
considered in the evaluation of the OVAL Ohj#¢hen the nil property is set tdtueQit indicates that

the OVAL Object Entity must not be considededing OVAL Object Evaluation and must not be
collected For more information about a particular OVAL Object Entity and how the nil property affects
it, seethe appropriate OVAL Component Model.

5.3.3.3.3 Referencing an OVAL Variable
An OVAL Variable may be refecedfrom an Object Entity in order to specify multiple values or to use a
value that was collecteftom some other sourceNhen thevar_ref property is specified, the
var_check property SHOULRIso be specifiedseeSection5.3.6.4Variable Check Evaluation for more
information on how to evaluate an OVAL Object Entity that references a variable
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In addition to the OVAL Item Entity value matching the values spetifids® OVAL Variable according
to the var_check property, the flag associated with the OVAL Variable must also be considéred
OVAL Variable flag indicates the outcome of the collection of values for the OVAL Vériable
important to consider thisutcome because it may affect the ability of an OVAL Object Entity to
successfully match the corresponding OVAL Item E#tdglitionally, this flag will also impact the
collected object flag

The following table describes what flage @alid given the #lg value of the OVAL Varialéferenced
by an OVAL Object Entity.

error WrrorQ

complete WrrorQ
Womplete
Yhcompleted
Woesnot exist
WHot collected
Hot applicabl€

incomplete WrrorQ
Yhcompleted

Woesnot exist)
Hot collected?

Hot applicabl€
Woesnot exist)
Woesnot exisn)
Woesnot exist)

doesnot exist
not collected
not applicable

A A=A A=A _a_a_a_a_a_a|_2a

For additional information on when each flag value MUST be sssgection 5.2.2.1

5.3.3.3.4 Collected Object Flag Evaluation
However, when there are multiple OVAL Object Entities in an OVAL Object the flag values for each OVAL

Object Entity must be considered whdatermining which flag values are appropriaiée following
table describes how multiple flag values influence the collected object flag of the OVAL Object

referencing the variable.

Resulting Flag Number of OVAL Components with the Specified Flag

error complete | incomplete | does not exist| not collected | not applicable
error 1+ 0+ 0+ 0+ 0+ 0+
complete 0 1+ 0 0 0 0
incomplete 0 0+ 1+ 0 0 0
does not exist | O 0+ 0+ 1+ 0 0
not collected 0 0+ 0+ 0+ 1+ 0
not applicable | 0 0+ 0+ 0+ 0+ 1+
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5.3.3.4 SetEvaluation

Theset construct provides thability to combineghe collected OVAL Items ohe or two OVAL Objects
using the set operators defined in tt8&etOperatorEnumeration . SeeSectiors.3.49
SetOperatorEnumeration for more information about the allowed set operators.

The processing ofset MUSTbe done in the following manner:

1. Identify the OVAL Objects thate part of theset by examining thebject_reference S
associated with theset . Eachobject_reference will refer toan OVAL Objecthat
describes ainiqueset of collected OVAL Items

2. For every definedilter (SeeSection5.3.3.4. Zilter
each OVAltem.

3. Apply the set operator to all OVAemsremaining in the set

4. TheresultingOVAUtems will be theuniqueset of OVAL Items referenced by the OVAL Object
that contains theset .

), apply the associatefilter to

5.3.3.4.1 Set Opmtor

Set operations are used tmmbinemultiple sets ofdifferent OVAL Items, as identified by the
object_reference andlimited by anyfilter  , into a single unique setf OVAL ItemsThe
different operators that guid@rocessarein the SetOperatorEnumeration . For each operator, if
only a singlebject _reference  has been supplied then the resulting set is simtb/completeset
of OVAL Items identified by the referenced OVAje@ after any included filters have been applied

The tabledelow explainhow different flags are combinefr eachset_operator  to return a new

flag. These tables are needed when computing the flag for collected objects that represent object sets in
an OVAL Definition. The top row identifies the flag associaiddtiwe first set or object reference. The

left column identifies the flag associated with the second set or object reference. The matrix inside the
table represensthe resulting flag when the giveset_operator is applied.

Table5-1 set_operator = COMPLEMENT

Enumeration OVAL Obiject 1 Flag
Value
error | complete incomplete | does not exist| not collected | not
applicable

error error | error error does not exist | error error
complete error | complete incomplete | does not exist| not collected | error
incomplete error | error error does not exist | not collected | error
does not exist | error | complete incomplete | does not exist| not collected | error

not collected | error | not collected | not collected | does not exist | not collected | error

not applicable | error | error error error error error

Copyright © 2011The MITRE CorporatioAll rights reserved.
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Enumeration OVAL Object 1 Flag
Value
error | complete incomplete | does not exist| not collected | not
applicable
error error | error error does not exist| error error
complete error | complete incomplete | does not exist| not collected | complete
incomplete error | incomplete | incomplete | does not exist| not collected | incomplete
does not exist | does | does not doesnot does not exist| does not does not
not exist exist exist exist
exist
not collected | error | not collected | not collected | does not exist | not collected | not collected
not applicable | error | complete incomplete | does not exist| not collected | not
applicable
Table5-3 set_operator = UNION
Enumeration OVAL Object 1 Flag
Value
error | complete incomplete | does not exist| not collected | not
applicable
error error | error error error error error
complete error | complete incomplete | complete incomplete | complete
incomplete error | incomplete | incomplete | incomplete incomplete | incomplete
does not exist | error | complete incomplete | does not exist| incomplete | does not
exist
not collected | error | incomplete | incomplete | incomplete not collected | not collected
not applicable | error | complete incomplete | does not exist| not collected | not
applicable
5.3.3.4.2 filter
Thefilter construct provides a way to control the OVitddmsthat areincludedaset . SeeSection

5.3.3.50VALFilter Evaluatiorior additional information

5.3.3.4.3 object_reference
When evaluating aobject_reference

the OVAL Object that is referring to it.

5.3.3.5 OVALFilter Evaluation

,anerror MUST be reported it th®VAL Object identifier is
invalid,the referenced OVR Object does not exisbr the referenced OVAL Object does align with

Copyright © 2011The MITRE CorporatioAll rights reserved.
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An OVAL Filter is a mechanism that provides the capability to either include or exclude OVAL Items
based on theisystem state informationThis is done through the referencing of an OVAL State that
specifies the requirements for a matching OVAL Item andchttien property that states whether or
not the matching OVAL Items wikk included or excluded.

Whenevaluatirgan OVAL Filter,reerror MUST be reported if the OVAL State identifier is not legal, the
referenced OVAL State does not exist, or the referenced OVAL State does not align with the OVAL Object
where it is used.

Theaction property specifies whether or nahe matching OVAL Items will be included or excluded
Theaction property enumeration values are defined in Sectb8.46ArithmeticEnumeration

5.3.3.5.1 Applying Multiple Filters
When multiple OVAL Filters are specified, they MUST be evaluated sequentially from first to last to the
collection of OVAL Items under consideration.

5.3.3.6 OVAL Object Filter

When applying a filter t& VAL Objects, every collected OVAL Itecoisparel to the OVAL State
referenced by the OVAL Filtéf the collected OVAL Items match the OVAL State they are included or
excluded based on thaction property. The final set of collected OVAL Items is the set of collected
OVAL Items aftezachOVAL Filteis evaluated See Section5.3.3.50VAL Filer Evaluatidar additional
information.

5.3.4 OVAL State Evaluation

The OVAL State is the standardized representation for expressiegpactednachine statelnthe

OVAL Stateach OVABtate Entityexpresses the expected value(s) for a single piece of configuration
information. OVAL State Evaluation is the process of comparing a specified OVAL State against a
collected OVAL Item on the syste®VAL State Evaluation can be broken up iwo distinct parts:

1. State EntityEvaluationg The process of determining whether or not an OVAL Item Entity, in a
collected OVAL Item, matches the corresponding OVAL State Entity specified in an OVAL State.

2. StateOperator Evaluatiorg The process of coniing the individual results, from the
comparison of an OVAL Item Entity against the specified OVAL State Entity, according to the
operator property.

The following diagram describes OVAL State Evaluation.
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ﬁor Each OVAL State Entity

OVAL State j/ Collected
OVAL State Entlty OVAL Item
Evaluation

Result from
OVAL State

N
~~

Results

Combine the
from each results accordin
OVAL State 9 Final Result
Entit tothe
Y state_operator

Evaluation

5.3.4.1 OVAL State Entity Evaluation

OVAL State Entity 8ation is the process of comparing a specified OVAL State Entity against the
corresponding collected OVAL Item Entitiekis comparison must be done in the context of the
datatypeandoperation, whether or not an OVAL Variable is referenced, and whetheot there are
multiple occurrence®f the corresponding OVAL Item Entity in the collected OVAL Item.

5.3.4.1.1 Datatype and Operation Evaluation

The datatype and operation property associated with an OVAL State Entity specifies how the collected
OVAL Item Entitgompares to the value(s) specified in the OVAL State Evittign comparing a value
specified in the OVAL State Entity against a collected OVAL Item Entity, the operation must be
performed in the context of the specified datatyf&eeSections.3.3.3.1Datatype and Operation
Evaluation for additional information on how an operatis@pplied in the context of a particular

datatype.

5.3.4.1.2 var_check Evaluation

An OVAL Variable can be referenced from an OVAL State Entity to specify multiple values that the
corresponding OVAL Item Entities will be compared against or to utilize a value that was collected from
some other sourceFor information on how t@valuatean OVAL State Entity that references an OVAL
Variable,seeSection5.3.6.4Variable Check Evaluation.

5.3.4.1.3 entity_checkevaluation

An OVAL Item may contain multippecurencesof an OVAL ltem Entity to represent that the OVAL ltem
has multiple values for that particular OVAL Item Enfityeentity _check property specifieshow
manyoccurrence®f an OVAL Item EntitMUST match th©VAL State Entity, as defined3action
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5.3.4.10VALStateEntity Evaluationin order to evaluate tdttueQThe valid values for the
entity_check property are defined by th€heckEnumeration . See Sectiob.3.6.1Check
Enumeration Evaluatiofor more informationabouthow to apply the property.

5.3.4.1.4 Determining the Final Result of an OVAL State Entity Evailoiat

The final result of an OVAL State Entity Evaluation is determined by first comparing the value specified in
the OVAL State Entity with eaohcurrenceof a corresponding OVAL Item Entity, in an OVAL Item, in the
context of the specifiedatatype andoperation as defined in Sectioh.3.3.3.1Datatype and

Operation EvaluatioriTheresults of the comparisons are evaluated against the specified

entity _check property according to Sectioh.3.6.1Check Enumeration Evaluaticrhis will be the

final result of the OVAL State Entity Evaluation unless an OVAL Variable was adsweefe

If an OVAL Variable was referenced, the above procedure must be performed for each value in the OVAL
Variable The final result must then be computed by examiningibe check property and the

individual results for each OVAL Variable valompaison See Sectiob.3.6.4Variable Check

Evaluation.

5.3.4.2 Operator Evaluation

Once the OVAL State Entity Evaluation is complete for every OVAL State Entity, the individual results
from each evaluation MUST be combined according tooferator  property specified on the OVAL
State The combined result will be the final result of tB&/AL State EvaluatioBeeSection5.3.6.2

Operator Enumeration Evaluatidar more information on applying theperator  to the individual

results of the evaluatios

5.3.5 OVALVariable Evaluation

OVAL Variable Evaluation is the process of retrieving a collection of values from sources both local and
external to OVAL Definitions as well as manipulating those values through the evaluation of OVAL
FunctionsOVAL Variablesan be used in OVAL Definitions to specify multiple values, manipulate values,
retrieve values at execution time, and create generic and reusable content

5.3.5.1 Constant Variable
Aconstant_variable is a locally defined collection of one or more values thatspecified prior
to evaluationtime.

5.3.5.1.1 Determining the Flag Value

Aconstant_variable is only capable dfiavinga flag value o# S NNP AW LAr8yis® 02t t SOG S
The flag value o¥loes not exi<is not used for the evaluation of@nstant_variable because a

constant variable is required to contain at least one valtee following table outlines when a constant

variable will evaluate to each of the flag values.

FlagEnumeration Description

Value

error This flag value must be used when one or more values do not conform to the
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specified datatype as defined in tlowal: DatatypeEnumeration

complete This flag value must be used when all values conform to the specified datatyp
the collection of constarvariables is supported in th@VALcapable product

incomplete -

does not exist -

not collected -

not applicable -

5.3.5.2 External Variable

Anexternal _variable is a locally declared, externally defined, collection of one or more values
The values referenced by amnternal variable are collected from the external source at Fun
time.

5.3.5.2.1 Validating External Variable Values
The OVAL Language provides BussibleValueType andPossibleRestriction constructs
as a mechanism to validate input comifrom sources external to the OVAL Definitions.

5.3.5.2.1.1 Possible Restriction

Thepossible_restriction construct specifies one or more restrictions on the valuearof

external variableWhen more than one restriction is used thalividualresults of each compaon
between the restriction and the external variable value must be combursaag the logical AND

operator. SeeSection5.3.6.20perator Enumeration Evaluatidar more information on how to

combine the individual results using the AND operator. The final result, after combining the individual
results, will be the result of thpossible_restriction construct

5.3.5.2.1.1.1 Restriction

Each restriction allows for the specification of an operation and a value that will be compared to a
suppliedvaluefor the external_variable . The result of this comparison will be used in the
computation of the final result of thpossible_restriction construct. SeeSection5.3.5.2.1.3For
additional information on how to determine the result of the comparison between the specified value
and the external variable value using the specified operatidhe context of the dtatype specified on
the external_variable

5.3.5.2.1.2 Possiblevalue

Thepossible_value construct specifies a permitted external variable valliee specified value and
the external variable value mubke compared as string values using the equals operat@eSecton
5.3.5.2.1.3For additional information on how to determine the result of the comparisbhe result of
this comparison will be used in determining the final desti validating an external variable value.

5.3.5.2.1.3 Determining the Final Result of Validating an External Variable Value
The final result of validating an external variable value is determined by combining every
possible_restriction andpossible_value constructsusing the logica®RDbperator. See

109

Copyright © 2011The MITRE CorporatioAll rights reserved.



The OVARLanguage SpecificatioWersion 5.10 Revision 1
Date: 0914-2011

Section 5.3.9.2 Operator Enumeration Evaluafmmmore information on how to combine the
individual results using th®RDbperator.

5.3.5.2.2 Determining the Flag Value
An externalvariable is only capable of returning a flag valu/& NND R LI B2 S yorWy S5EA &G Q

A oA

FlagEnumeration Description
Value
error Thisflag value must be used when one or more values do not conform to th

specified datatype as defined in tloal:DatatypeEnumeration
This flag value must be used when there was an error collecting the values
the external source.

This flag value must be used when there is a value, collected from the exte
source, that does not conform to the restrictions specified by the

possible_value andpossible_restriction constructs or if there is
an error processing thpossible_value andpossible_restriction
constructs.

This flag value must be used when the final result of validating the external
variable values is nd#tueQ

This flag must be used when the external source for the variable cannot be
found.

complete This flag value mudte used when the final result of validating every externa
variable value i#fuetandconforms to the specified datatype.

incomplete -

does not exist -

not collected -

not applicable -

5.3.5.3 LocalVariable
Alocal_variable is a locally defined collection of one or more values that may be composed of
values fromother sources collected avaluationtime.

5.3.5.3.1 OVAL Function Evaluation

An OVAL Function is a construct, in the OVAL Language, that takes one or more collectioes ainwhl
manipulates them in some defined wakheresult of evaluating an OVAL Function will be zero or more
values

5.3.5.3.1.1 Nested Functions
Due to the recursive nature of theomponentGroup construct, OVAEunctions can be nested within
one another In this cae, a depthfirst approach is taken to processing OVAL Functions. As a, riésult
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inner mostOVAL E&nctions areevaluatedfirst, and then the resulting values are usedrgaut to the
outer OVAL Functioand so on

5.3.5.3.1.2 Evaluating OVAL Functions witBubcomponents with Multiple Values

When one or more of the specified swwomponents resolve to multiple values, the function will be
applied to the Cartesian produttof the values, in thesub-componentsand will result in a collection of
values.

5.3.5.3.1.3 Castirg the Input of OVAL Functions

OVAL &nctionsaredesigned to work owalues with specific datatypel an input value is encountered
that does not align with required datatypes an attempt must be made to cast the input value(s) to the
required datatype bfore evaluating the OVAL Functidhthe input value cannot be cast to the required
datatype the flag value, of the OVAL Function, MUST be sét3oNNE NI

5.3.5.3.1.4 Determining the Flag Value

When determining the flag value of an OVAL Function, the combineddilag of the sulcomponents
must be computed in order to determine if the evaluation of the OVAL Function should confimeie
following tables outline how to combine the swomponent flag values.

Notation | Description
X xindividualOVAL Component flagl £ dzSa I NB X
X,y x or y individualOVAL Component flag - £ dzSa | NB X
X+ x or more individualODVAL Component flagl- £ dzSa | NB X

Resulting Number of OVAL Components with the Specified Flag

Flag error complete incomplete does not not not
exist collected applicable

error 1+ 0+ 0+ 0+ 0+ 0+
complete 0 1+ 0 0 0 0
incomplete | O 0+ 1+ 0 0 0
does not 0 0+ 0+ 1+ 0 0
exist
not 0 0+ 0+ 0+ 1+ 0
collected
not 0 0+ 0+ 0+ 0+ 1+
applicable

13 cartesian Produdittp:/en.wikipedia.org/wiki/Cartesian_product
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Once the flag values of the siWbmponents have been combined the evaluation of an OVAL Function
must only continue if the flag value®BompletedAll other flag values mean that the evaluation of the
OVAL Functiostopsand the flag of the OVAL FunctibfUSTbe ®rrorQThe following table outlines

how to determine the flag value @n OVAL Function.

FlagEnumeration Description

Value

error This flag value must be used if the combined-samponent flag is a value
other than®ompleteQ

This flag valuenust be used if an error occurred during the computation of a
OVAL Function.

This flag value must be used if an attempt to cast an input value to a requir
datatype failed.

complete This flag value must be used if the combined-satmponent flag is coplete
and theevaluationof the OVAL Function completes successfully.

incomplete -

does not exist -

not collected -

not applicable -

5.3.5.3.2 OVAL Components
A component is a reference to another part of the content that allows further evaluation or
manipulation of the value or values specified by the referral.

5.3.5.3.2.1 Literal Component

Aliteral_component is a component that allows the specification of a literal ealthe value can
be of any supported datatype as specified in thval:DatatypeEnumeration . The default
datatype is? & G NA y 3 Q

5.3.5.3.2.1.1 Determining the Flag Value

Aliteral_component is only capable ofvaluating toa flag value o S NP QR Y LEXh& (G S Q

following table outlines when Bteral_component will evaluate to each of the flag values.

FlagEnumeration Description

Value

error This flag value must be used when the value does not conform to the speci
datatype as defined in theval :DatatypeEnumeration

complete This flag value must be used when the value conforms to the specified data

as defined in theval:DatatypeEnumeration

incomplete -

does not exist -

not collected -
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[ not applicable | - |

5.3.5.3.2.2 Object Component

An objectcomponent is a component that resolves to the value(s) of OVAL Item Entities or OVAL Fields,
in OVAL Items, that were collected by an OVAL QObjbet propertyobject_ref |, must reference an
existing OVAL Object.

The value that is used by the object compahmust be specified using thiem_field property of
the object componentThis indicates which entity should be used as the value for the compdnethe
case that the OVAL Obiject collects multiple OVAL Items as part of its evaltiisaran resok to a
collection of valuedn the case that an OVAL Item Entity has a datatype RIS QtBeNR Q
record_field property can be used to indicate whifikld to use for the component

5.3.5.3.2.2.1 Determining the Flag Value

Anobject_component is only capable of evaluating to a flag valuédoforQ¥€omplete
Yhcompleteor Hot collecte@The following table outlines whemabject component  will
evaluate to each of the flag values.

FlagEnumeration Description
Value
error This flag value must be used when the value does not conform to the speci

datatype as defined in theval:DatatypeEnumeration
This flag value must be used if the OVAL Object does not return any OVAL

This flag value must be usedii entity 5 not found with a name that matches
the value of thatem_field property.

This flag value must be used if a field is not found with a name that matche
value of therecord_field property.

complete This flag value must be used when every value conforms to the specified
datatype as defined in theval:DatatypeEnumeration and when the
flag of the referenced OVAL Objectdempleted

incomplete This flag value must be used when every value conforms to the specified
datatype as defined in theval:DatatypeEnumeration and when the

flag of the referenced OVAL Objectitcompleted

does not exist -

not collected This flag value must be used when tB¥ALkcapable productioes not sipport
the collection ofobject_ components .

not applicable -
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5.3.5.3.2.3 Variable Component Flag Value
Avariable_component is only capable advaluating toa flag value of8 NN QIRY LI S S Q

WAy O2 Yor® ySAI(S 0O, Ttie folowilig3aRl©outlines whenvariable_component  will
evaluate to each of the flag values.

FlagEnumeration Description
Value
error This flag value must be used when the flag value of the referenced OVAL

Variable isé€rrorQ

This flag value must be used when the referenced OVAL Variable cannot b

found.

complete This flag value must be used when the flag value of the referenced OVAL
Variable is€omplete

incomplete This flag value must be used when the flag value of the referenced OVAL
Variable isthcomplete&

does not exist This flag value must be used when the flag value of the referenced OVAL
Variable iddloes not exi€®

not collected This flag value must be used when tB¥ALkcapable productioes not support

the collection ofvariable_components

not applicable -

5.3.5.3.3 Determining the Flag Value

Alocal_variable can contain an OVAL Function or an OVAL CompoAstat result, the flag value
must consider both the flag of the OVAL Function or OVAL Component along with the additional
conditions from being an OVAL Variafdlae following table describes when each flag value must be
used.

FlagEnumeration Description
Value
error This flag value must be used when one or more values do not conform to tf

specified datatype as defined in tlowal:DatatypeEnumeration
This flag value must be used when there was an error collecting the values
the external source.

This flag valuenust be used when the specified datatypdHNBS O 2 NR Q

This flag value must be used when the flag value of the specified OVAL Fu
or OVALComponent isérrorQ

complete This flag value must be used when the flag value of the specified OVAL Fu
or OVALComponent is¢omplet€andevery valueconforms to the specified
datatype.
incomplete -
does not exist This flag value must be used when there are no values.
not collected This flag value must be used when ¥ Akcapable productloes not support
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the collection oflocal_variabl es.
not applicable -

5.3.6 Common Evaluation Concepts
This section describes a set of evaluation concepts that apply to several aspjeaiducing OVAL
Content.

5.3.6.1 Check Enumeration Evaluation

CheckEnumeratiorEvaluationis the process of determining whether or not the number of individual
results, produced from the comparison of some set of values, satisfies the specified
CheckEnumeration vaue.

The following tables describe how eaCheckEnumeration  value affects the final result of an
evaluation The far left column identifies th€heckEnumeration  value in questionThemiddle

column specifies the different combinations of individual restittat theCheckEnumeration  value

may bind togetherThe last column specifies the final result according to each combination of individual
results. It is important to note that if an individual result is negated, th&tuaQesult isalseand a
YalseYesult isttueQand all other results stay as is.

Enumeration Value Number of Individual Results Final Result
all true false error unknown notevaluated not applicable

1+ O 0 0 0 o+ true

o+ 1+ 0+ 0+ 0+ 0+ false

0o+ O 1+ 0+ 0+ o+ error

o+ O 0 1+ O+ O+ unknown

0+ O 0 0 1+ 0+ not evaluated

0 0 0 0 0 1+ not applicable
Enumeration Value Number of Individual Results Final Result
at least one true false error unknown not evaluated not applicable

1+ 0O+ 0+ O+ 0+ O+ true

0 1+ 0 0 0 0+ false

0 0+ 1+ 0+ O+ 0+ error

0 0+ 0 1+ 0+ 0+ unknown

0 0+ 0 0 1+ 0+ not evaluated

0 0 0 0 0 1+ not applicable

Enumeration Value Number of Individual Results Final Result
none satisfy true false error unknown notevaluated not applicable

0 1+ O 0 0 0+ true

1+ O+ 0+ 0+ 0+ 0+ false

0 0+ 1+ 0+ 0+ 0+ error
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0 o+ 0 1+ 0+ 0+ unknown
0 o+ 0 0 1+ 0+ not evaluated
0 0 0 0 0 1+ not applicable

Enumeration Value Number of Individual Results Final Result

only one true false error unknown notevaluated not applicable
1 0+ 0 0 0 0+ true
2+ 0O+ 0+ 0+ 0+ 0+ false
0 1+ O 0 0 0+
0,1 O+ 1+ 0+ 0+ o+ error
0,1 O+ 0 1+ 0+ o+ unknown
0,1 O+ 0 0 1+ 0+ not evaluated
0 0 0 0 0 1+ not applicable

5.3.6.2 Operator Enumeration Evaluation

OperatorEnumeration Evaluation is the process of combining the individual results of evaluations using
logical operationsThe following table shows the notation used when describing the number of
individual results that evaluate to a particular result.

Notation Description

X E AYRADARdIZ f NB&adzZ G& | NBX

X,y E 2NJ & AYRAQGARdzZ t NBadz Gda | NBX

X+ E 2NJ Y2NB AYRAQOARdzZ f NBadzZ Ga | NBX
Odd 'y 2RR ydzYoSNJ 2F AYRAGARdzZ f NBA&dA
Even 'y S@SYy ydzYoSNJ 2F AYRADARdz £ NI & dz

The following tables describe how ea®peratorEnumeration value affects the final result of an
evaluation The far left column identifies th®peratorEnumeration value in questionThemiddle
column specifies the different combinations of individual results that@iperatorEnumeration

value may bind togetherThelast column specifies the final result according to each combination of
individual resultslt is important to note that if an individual result is negated, thefaeQesult is
YalseCand atalseQYesult isttueQand all otheresults stay as is.

Enumeration Value Number of Individual Results Final Result
AND true false error unknown not evaluated not applicable

1+ 0 0 0 0 0+ true

o+ 1+ 0+ 0+ 0+ 0+ false

0+ O 1+ 0+ 0+ 0+ error

0+ O 0 1+ 0+ O+ unknown

o+ O 0 0 1+ 0+ not evaluated

0 0 0 0 0 1+ not applicable
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Enumeration Value Number of Individual Results Final Result
ONE true false error unknown notevaluated not applicable

1+ O+ 0 0 0 0+ true

2+ 0+ 0+ 0+ 0+ 0+ false

0 1+ 0 0 0 0+ false

0,1 O+ 1+ O+ 0+ 0+ error

0,1 O+ 0 1+ 0+ 0+ unknown

0,1 O+ 0 0 1+ 0+ not evaluated

0 0 0 0 0 1+ not applicable
Enumeration Value Number of Individual Results Final Result
OR true false error unknown notevaluated not applicable

1+ O+ 0+ 0+ 0+ 0+ true

0 1+ 0 0 0 0+ false

0 O+ 1+ O+ 0+ 0+ error

0 0+ 0 1+ 0+ 0+ unknown

0 0+ 0 0 1+ 0+ not evaluated

0 0 0 0 0 1+ not applicable
Enumeration Value Number of Individual Results Final Result
XOR true false error unknown not evaluated not applicable

odd O+ 0 0 0 0+ true

even 0+ 0 0 0 0+ false

O+ 0+ 1+ 0+ 0+ O+ error

0+ 0+ 0 1+ 0+ 0+ unknown

0+ 0+ 0 0 1+ 0+ not evaluated

0 0 0 0 0 1+ not applicable

5.3.6.3 OVAL Entity Evaluation

OVAL Entity Evaluation is the process of comparing the specified value(syfiOMAL Object or State
Entity, against the corresponding system state information in the context of the selected datatype and
operation

5.3.6.3.1 Datatype and Operation Evaluation

The result of applying an operation in the context of a specified datatype MUSTtva W (i NMbkSfQ
the values being compared satisfy the conditions of the operation for the specified dat#tyipe
values being compared do not satisfy the conditions of the operation, the final result BEJ&iISeQ
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To ensure consistency in the comparison of the value(s) specified in the OVAL Object and State Entities
with the system state information, the operations for each datatype must be defifileel following
table describes how each operation must be perfornrethe context of a specific datatype

Enumeration Descripton of Operations

Value

binary Data of this typeconforms to the W3C Recommendation f@xencodedbinary
data[1].

equals The collectedinaryvalue is equal to the specifiddnaryvalueonly ifthe
collectedbinaryvalue and the specifiebinaryvalue are the same lengtnd the
collectedbinary value and the specified binary value contam same characters in
the same positions.

not equal: The collected binary value is not equal t@ tspecified binary valuenly if
the collected binary value is not the same length as the specified binary value o
collected binary value and specified binary value do not contain the same charg
in the same positions.

boolean Data of this type conforms to the W3C Recommendatiorbtmlean data [2]
equals:
Collected Value
false /0 true /1
Specified false /0 true false
Value true /1 false true
not equal:

Collected Value

false /0 true /1
Specified false /0 false true
Value true /1 true false
evr_string Data of this type conforms to the format EPOCH:VERREMNEASE and compariso)

involving this type MUST follow the algorithm described in the rpmVersionComg
function which is located in lib/psm.c of the RPM source code.

equals:The collected evr_string valuas equal to the specified evr_string valsie
only if the result of the algorithm described in the rpmVersionCompeg)efunction
is 0.

not equal: The collected evr_string valuds not equal to the specified evr_string
valuesonly if the result of the algorithm described in the rpmVersionComege(
function is-1 or 1.

greater than:The collected evr_string valuds greater than the specified evr_strin
svalue only if the result of the algorithm described in the rpom\@@r€ompareg,9
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function is 1.

greater than or equalThe collected evr_string valwds greater than or equal to thd
specified evr_string valugonly if the result of the algorithm described in the
romVersionCompare(s function is 1 or 0.

less than:The collected evr_string valwas less than the specified evr_string vafug
only if the result of the algorithm described in the rpmVersionCompgageiunction
is -1.

less than or equalThe collected evr_string valuss less than or equal to the
specified evr_string valusonly if the result of the algorithm described in the
rpmVersionCompare(9 function is-1 or 0.

fileset_revision | Dataof this type conforms tdhe version string related to filesets in X, An
example would be 'A.03.61.00'.

Please note that this needs further community review and discussion.

float Data of this type conforms to the W3C Recommendatioriléat data [3.

equals:The collectedloat value is equal to the specifidhbat valueonly ifthe
collectedfloat value and the specifieffoat value arenumerically equal

not equal: The collectedloat value isnot equal to the specifiefloat valueonly ifthe
collectedfloat value and the specifieffioat value are not numericallyqual

greater than:The collectedloat value isgreater thanthe specifiedloat valueonly if
the collectedloat valueis numerically greater than thepecifiedfloat value.

greater than or equalThe collectedloat value isgreater than or equal tthe
specifiedfloat valueonly ifthe collectedfloat valueis numerically greater than or
equal to thespecifiedfloat value.

less than:The collectedloat value idess tharthe specifiedloat valueonly ifthe
collectedfloat valueis numerically less than thepecifial float value.

less than or equalThe collectedloat value idess than or equal tthe specifiedloat
valueonly ifthe collectedfloat valueis numerically less than or equal to thpecified
float value.

ios_version Data of this type conforms t€@isco I0S Train strings. These are in essence versigq
strings for 10S. Please refer to Cisco's |I0S Reference Guide for information on
compare different Trains as they follow a very specific patf&it}

Please note that this needs furthesmmunity review and discussion.
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_ Data of this type conforms tdhe W3C Recommendation for integer daté [4
int
equals:The collectedntegervalue is equal to the specifiedtegervalueonly ifthe
collectedintegervalue and the specifietthitegervalue arenumericallyequal

not equal: The collectedntegervalue isnot equal to the specifiethtegervalueonly
if the collectedntegervalue and the specifiettitegervalue are not numerically
equal

greater than:The collectedntegervalue isgreater thanthe specifiedntegervalue
only ifthe collectedntegervalueis numerically greater than thepecifiedinteger
value.

greater than or equalThe collectedntegervalue isgreater than or equal tthe
specifiedintegervalueonly ifthe collectedntegervalueis numerically greater than
or equal to thespecifiedintegervalue.

less than:The collectedntegervalue idess tharthe specifiedntegervalueonly if
the collectedntegervalueis numerically less than thepecifiedintegervalue.

less than or equalThe collectedntegervalue idess than or equal tthe specified
integervalueonly ifthe collectedntegervalueis numerically less than or equal to
the specifiedintegervalue.

bitwise and: The collected integer safiies the bitwise and operation with the
specified integer valuenly ifthe result of performing thditwise and operation on
the binary representation of theollected integer value and tHanary
representation of thespecifiel integer value is the binary representation of the
specified value.

bitwise or: The collected integer satisfies the bitwise or operation with the specif
integer valueonly ifthe result of performing the bitwise or operation on the binaryj
representaton of the collected integer value and the binary representation of the|
specified integer value is the binary representation of the specified value.

_ The ipv4_address datatype represents IPv4 addresses and IPv4 address prefix
ipv4_address | (ysing CIDRotation). Legal values are represented in dottgdad notation (‘a.b.c.d"
where 'a’, 'b', 'c', and 'd" are integers from2®5), optionally followed by a slash (/")
and either a prefixength (an integer from-32) or a netmask represented in dotteq
guadnotation (‘a.b.c.d' where 'a’, 'b', 'c', and 'd" are integers fror23b). Examples
of legal values are '192.0.2.0", '192.0.2.0/32', and '192.0.2.0/255.255.255.255'".
Additionally, leading zeros are permitted such that '192.0.8.@qual to
'192.000.002000'. If a prefixength is not specified, the default value is 32.

equals:The collected IPv4 address is equal to the specified IPv4 address only if
octet of the collected IPv4 address is numerically equal to the corresponding oc
the specifiedPv4 addresafter the correspondingprefix-lengths havebeen applied
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to each IPv4 addresBlease note that this needs further community review and
discussion and may change as a result.

not equal: The collected IPv4 addressist equd to the specified IPv4 addregsany
octetin the collected IPv4 address is numericalbt equal to the corresponding
octet of the specified IPv4 addreafter the prefixlengths havebeen applied to each
IPv4 addres®lease note that this needs furtheommunity review and discussion
and may change as a result.

greater than:The collected IPv4 address is greater than the specified IPv4 addrg
only ifthe collected IPv4 address is numerically greater than the specified IPv4
address when compared assigned integers If the collected IPv4 address and th
specified IPv4 address have different prefix lengths, an error MUST be reported
Please note that this needs further community review and discussion and may ¢
as a result.

greater than orequal: The collected IPv4 address is greater than or equal to the
specified IPv4 address onlythie collected IPv4 address is numerically greater tha
or equal tothe specified IPv4 address when compared as unsigned intetfeairse
collected IPv4 addresand the specified IPv4 address have different prefix length
an error MUST be reporte®lease note that this needs further community review
and discussion and may change as a result.

less than:The collected IPv4 address is less than the specifieddfdress only if
the collected IPv4 address is numerically less than the specified IPv4 address w
compared as unsigned integer#f the collected IPv4 address and the specified IP
address have different prefix lengths an error MUST be repoRé&sse note that
this needs further community review and discussion and may change as a resul

less than or equalThe collected IPv4 address is less than or equal to the specifi
IPv4 address onlyftifie collected IPv4 address is numerically less thaegoal to the
specified IPv4 address when compared as unsigned intedfettse collected IPv4
address and the specified IPv4 address have different prefix lengths an error M
be reported.Please note that this needs further community review and discussio
and may change as a result.

subset of:The set of collected IPv4 addresses is a subset of the set of specified
addresses only if every IPv4 address, in the set of collected IPvésadd, is presen
in the set of specified IPv4 addressekase note that this needs further communit
review and discussion and may change as a result.

superset of:-The set of collected IPv4 addresses is a superset of the set of speci
IPv4 addresseonly if every IPv4 address, in the set of specified IPv4 addresses
present in the set of collected IPv4 addresd@isase note that this needs further
community review and discussion and may change as a result.
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ipv6_address Data of this typeconforms to the IETF specification RFC 4291 for textual
representations of IPv6 addresses and IPv6 address prefixes (See Section 2.2
2.3). If a prefixlength is not specified, the default value is 128. [21]

equals:The collected IPv6 address is equal to the specified IPv6 address only if
component of the collected IPv6 address is numerically equal to the correspond
component of the specified IPv6 address after the corresponding gesfogthshave
been applkdto each IPv&ddressPlease note that this needs further community
review and discussion and may change as a result.

not equal: The collected IPv6 address is not equal to the specified IPv6 address
component in the collected IPv4 address is muitally not equal to the
corresponding component of the specified IPv6 address after the gdeefgths have
been applied to each IP\#&&ldressPlease note that this needs further community
review and discussion and may change as a result.

greater than:Please note that this needs further community review and discussi

greater than or equalPlease note that this needs further community review and
discussion.

less than:Please note that this needs further community review and discussion.

less than orequal: Please note that this needs further community review and
discussion

subset of:The set of collected IPv6 addresses is a subset of the set of specified
addresses only if every IPv6 address, in the set of collected IPv6 addresses, is
in the set of specified IPv6 addressBkease note that this needs further communit
review and discussion and may change as a result.

superset of:-The set of collected IPv6 addresses is a superset of the set of speci
IPv6 addresses only if every IPv6 address, in the set of specified IPv6 addressg
present in the set of collected IBaddressesPlease note that this needs further
community review and discussion and may change as a result.

string Data of this type conforms to the W3C Recommendation for string data [6]

equals The collectedstringvalue is equal to the specifiesdringvalueonly if the
collected string value and the specified string value are the same |lamgthhe
collected stringzalue and the specified string value conttiie same characters in
the same positions.

not equal: The collected string value istnequal to the specified string value only if
the collected string value is not the same length as the specified string value or
collected string value and specified string value do not contain the same charac
in the same positions.
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case insensitie equals The collectedtringvalue is equal to the specifiexiring
valueonly if the collected string value and the specified string value are the sam
lengthand thecollected stringvalue and the specified string value conttie same
characters regardless of casén the same positions.

case insensitive not equal he collectedtringvalue isnot equal to the specified
stringvalueonly if the collected string value and the specified string valuenate
the same lengtlor the collected stringzalue and the specified string value do not
containthe same charactersegardless of cas&) the same positions.

pattern match The collected string value will match the specified string value on
the collected string value matches the specifgtdng value when the specified
string is interpreted as a Perl Compatible Regular Expression (PCRE)[9].

version Data of this type represents a value that is a hierarchical list ofnagative integers
separated by a single character delimiter. Aimgle norinteger character may be
used as a delimiter and the delimiter may vary between the-negative integers of
a given version value. The hierarchical list of-negative integers must be
compared sequentially from left to right. When the versivalues, under
comparison, have differedength lists of nomegative integers, zeros must be
appended to the end of the values such that the lengths of the lists ofegative
integers are equal.

equals:The collected version value is equal to tipecfied version value only if
every nonnegative integer in the collected version value is numerically equal to
corresponding nomegative integer in the specified version value.

not equal: The collected version value is not equal to the specifiedioa value if
any nonnegative integer in the collected version value is not numerically equal t
the corresponding nomegative integer in the specified version value.

greater than:The collected version valuds greater than the specified version val
sonly if the following algorithm returns true:

c=¢, G2 X,Xhere , is any notinteger character
s=5,%2 %, Where , is any nointeger character

fori=1ton
if g>5s
return true
if c<s
return false
if C==S
ifil=n
continue
else
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return false

greater than or equalThe collected version valuds greater than or equal to the
specified version valugonly if the following algorithm returns true:

c=¢, 02 X,Xhere , is any nointeger character
s=5,%2 %, Where , is any nointeger character

fori=1ton
if g>5s
return true
if g<s
return false
if c==5
ifil=n
continue
else
return true

less than:The collected version valuss less than the specified version vakmenly
if the following algorithm returns true:

c=¢,02 X, Xhere , is any nointeger character
s=5,52 X, Where , is any notintegercharacter

fori=1ton
if g<s
return true
if G>s
return false
if g==5
ifi'l=n
continue
else
return false

less than or equalThe collected version valuds less than or equal to the specifie
version valuesonly if the following algorithm returns true:

c=¢,02 X Xhere , is any noimteger character
s=5,%2 %, Where , is any noimteger character

fori=1ton
if c<s
return true
if G>s
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return false
if c==5
ifil=n
continue
else
return true
record Data of this typalescribes an entity with structured set of named fields and value
as its contentThe record datatype is currently prohibited from being used on
variables.

equals The collected record value is equal to the specified record value only if €
collected OVAL Field has a corresponding OVAL Field with the same name pro
and that thecollected OVAL Field value matches the specified OVAL Field valug
context of the datatype and operation as described above.

5.3.6.4 Variable Check Evaluation

It is oftennecessary to reference a variable from an OVAL Object or State Entity in order to specify
multiple values or to use a value that was collected at runtiiieen an OVAL Variable is referenced

from an OVAL Obiject or State Entity usingtbe ref  property,the system state information will be
compared to the every OVAL Variable value in the context of the specified datatype and opdraéon
final result of these comparisor@se dependent on the value of thear_check property which

specifies how many of thvalues, contained in OVAL Variable, must match the system state information
to evaluate to a resuldf WueQThevalid values for thear_check property are the defined in the
CheckEnumeration

Enumeration Value Descripton

all The OVAL Obiject or State Entity matches the system state infornailgrifthe
value of the OVAL Item Entity matches all of the valuéisameferenced the
OVAL Variable in the context of the datatype and operation specified in the d
Object or Statdentity.

at least one The OVAL Obiject or State Entity matches the system state infornailgrifthe
value of the OVAL Item Entity matches one or more of the values in the
referenced OVAL Variable in the context of the datatype and operation speci
in the OVAL Object or State Entity.

none satisfy The OVAL Obiject or State Entity matches the systate informationonly ifthe
OVAL Item Entity matches zero of the values inrédierencedOVAL Variable in
the context of the specified datatype and operation.

only one The OVAL Obiject or State Entity matches the system state infornailgrifthe
OVAL Item Entity matches one of the values inrdferencedOVAL Variable in
the context of the specified datatype and operation.

5.3.6.4.1 Determining the Final Result of the Variable Check Evaluation
For more detailed information on how to combine the individual results of the comparisons between
the OVAL object or State Entities and the system state information to determine the final result of

applying thevar_check property,seeSection5.3.6.1Check Enumeration Evaluation.
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5.3.6.5 OVAL Entity Casting

In certain situations, it is possible that the datatype specified on the OVAL Entity is different from the
datatype ofthe system state informatiolVhen this happens, it is required that an attempt is made to
cast the system state information to the datatype specified by the OVAL Entity before the operation is
applied If the cast is unsuccessful, the final result of @€AL Entity Evaluation MUSTW8gorQ

Otherwise, the final result is dependent on the outcome of the Datatype and Operation Evaluation and
the Variable Check Evaluation if an OVAL Variable is referefiocegrocess of casting a value of one
datatype toa value of another datatype must confotm Section5.3.8Entity Casting.

5.3.7 Masking Data

When themask property is set tdttueon anOVAL Entitpr anOVAL Fieldhe value of thatOVAL
Entityor OVAL FielMUSTNOTbe presentn the OVAL Resultddditionally,the mask property MUST
be setto Wuelor any OVALEntityor OVAL Fieldr corresponding OVAtem Entityor OVAL Fieldh the
OVAL Resultgherethe system state information was omitted

When themask propertyis set toW (i Nhiz$h @VAL Entity withdatatype of YecordQ each OVAL
Field MUST have its operation and value or value omitted from the OVAL Results regardless of the OVAL
CASt RQ& rtyvaud. LINE LIS

It is possible for masking conflicts to occur where one entityrhask set toW (i Nabld&bther entity
hasmask set toW T I. Su&hS@nflict will occur when thenask attribute is set differently oman OVAL
Objectand OVAL Stater when more than on®©VAL Objectlentify the sameOVAL Item(s)Vhen
such a conflict occurs thealue MUST always be masked

Values MUST NOT be maske®MAL System Characteristilsat are not contained withitOVAL
Results.

5.3.8 Entity Casting

Casting iperformed whenever the datatype of a value, used during evaluation, differs from the
specified datatype whether it be on an OVAL Entity or an OVAL Function. In most scenarios, it will be
possible to attempt the cast of a value from one datatype to anather

5.3.8.1 Attempting to Cast a Value

When attempting to cast a value from one datatype to another, the value under consideration must be
parsed according to the specified datatype. If the value is successfully parsed according to the definition
of the specifiedatatype in the oval:DatatypeEnumeration, this constitutes a successful cast. If the

value is not successfully parsed according to the definition of the specified datatype, this means that it is
not possible to cast the value to the specified datatype anarror MUST be reported for the construct
attempting to perform the cast.

5.3.8.2 Prohibited Casting
In some scenarios, it is not possible to perform a cast from one datatype to another due to the
datatypes under considerationbeing incompatible. When an attgpt is made to cast two incompatible
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datatypes, an erroMUSTbe reported.The following outlines the casts where the datatypes are
incompatible:

f  An attempt to cast a value of datatype NI Go2ahyRI@atype other tha®’ NE 02 NR Q

f  An attempt to cast a value of datatypeA LI n ) ko Rriy Ndfatyge Qther that’ A LI n ¢ | R
orWAGANRY3IQ

f  An attempt to cast a value of datatypeA LIZ ¢ ko Rriy Ndfaty@e Qther thaW A LI c ¢ RRNB &

orWa i NRYy3AQ

f  An attempt to cast a value with a datatype other théi LIZ n ¢ brRRE NI&eA ¥ Q Q
WA LNyl RRNBaaQ

f  An attempt to cast a value with a datatype other théi LIZ c y briRE NIBA ¥ G Q
WA LIWc yl RRNBaaQ

6 XML Representation

The XML Representation for the OM&lnguage Data Model is documented via a series of XML
Schemas* These schemas describe how the information presented in this Specification is formatted
and represented as XML DocumerRéease refer to the appropriate Schema for more information
about a sgcific XML representation.

OVAL Common Model
https://oval.mitre.org/language/version5.10/ovaldefinition/complete/ovabmmonschema.xsd

OVAL Definitins Model
http://oval.mitre.org/language/version5.10/ovaldefinition/complete/ovalefinitionsschema.xsd

OVAL System Characteristics Model
http://oval.mitre.org/language/version5.10/ovalsc/complete/ovaystemcharacteristicsschema.xsd

OVAL Results Model
http://oval.mitre.org/language/version5.10/ovalresults/complete/ovetsultsschema.xsd

OVAL Variables Model
http://oval.mitre.org/language/version5.10/ovalvar/complete/ovabhriablesschema.xsd

XML Schema Part 0: Primer Second Edhitm//mwww.w3.0rg/TR/xmlschemeD/

127

Copyright © 2011The MITRE CorporatioAll rights reserved.

ax

QX


https://oval.mitre.org/language/version5.10/ovaldefinition/complete/oval-common-schema.xsd
http://oval.mitre.org/language/version5.10/ovaldefinition/complete/oval-definitions-schema.xsd
http://oval.mitre.org/language/version5.10/ovalsc/complete/oval-system-characteristics-schema.xsd
http://oval.mitre.org/language/version5.10/ovalresults/complete/oval-results-schema.xsd
http://oval.mitre.org/language/version5.10/ovalvar/complete/oval-variables-schema.xsd
http://www.w3.org/TR/xmlschema-0/

The OVARLanguage SpecificatioWersion 5.10 Revision 1
Date: 0914-2011

OVAL Directives Model
http://oval.mitre .org/language/version5.10/ovaldir/complete/ovlirectivesschema.xsd

The complete listing of XML representation resources can be found on the OVAL wWebsite

6.1 Signature Support

In order to ensure integrity and authenticity of content, the OVAL Data Mawmborts the use of XML
Digital Signatures as defined by the W38ese signatures can be used to provide confidence that the
data and intent of OVAL Content has not been compromised or modified from its original state.

XML Digital Signaturesaybe applial to the entire collection of content at once or to the individual
pieces of the contensuch asOVAL Definitions, OVAL Tests, OVAL Objects, etc.

OVAL uses an enveloped XML Digital Signature as described in theXfficiBligital Signatures
Specificatia as defined by the W3®or more information, please refer the XML Signature Syntax
and Processingpecificatiort®

6.2 XML Extensions

In a number ofocationsin the OVAL XML Schemas, extension points exist to allow additional XML
fragments to be provideds part of the XML Documerkhese extension points are implemented using
the xsd:any element They arencluded inthe OVALLanguage to facilitate experimentation, in the
form of adding additional information within the XML Document, and to allow venalodscontent
authors to provide details that are not currently part of t8&/AlLanguage.

Thexsd:any construct allows the addition of any valid XML within OVAL cohislike the other
content allowed in OVAL, this content is not constrained byQMALLanguageschema.

6.3 ElementMapType

TheElementMapType explicitly states th@OVAL Obje¢OVALState andOVALUtem associated with a
specificOVAL Tesh the OVAL Languagehis mappingllowstools to programmatically determinghis
information atrun-time. Within the OVAL Language XML Schema representation this type is used by
eachOVAL Tesh the various OVAL Component Models. BementMapType MUST not be used in
OVAL Content.

Property Type\ Multiplicity Description

test string | 1 The name of th@©VAL Tedieing mapped.
object string | 0..1 TheOVAL Objecssociated with the specifi€dVAL Test
state string | 0..1 TheOVAL Statassociated with the specifi€dVAL Test

> See the OVAL Language documentatiortir:/oval.mitre.org/language/version5.10/
XML Signature Syntax and Processing Specifidatipi/www.w3.org/TR/xmldsigcore/
XML Schema Definition of the Any Element, Any Attrithite://www.w3.org/TR/xmlscheme&d/#any
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[ item | string | 0.1 | TheOVAL lItenassociated with the specifie@VAL Test |

6.4 Official OVAL Component Models
Below is a list of the current, offici@VAL Component Model

AlIX
5SFAySa G4Sada GFrNASGSR F2NJL.aQa !'L- hLSNIGAy3a {e@
http://oval.mitre.org/lanquage/version5.10/ovaldefinition/complete/aidtefinitionsschema.xsd

Apache
[Deprecated] Defines tests targeted for Apaaheb server software.
http://oval.mitre.org/language/version5.10/ovaldefinition/complete/apackiefinitionsschema.xsd

Cisco CatOS
Defines testsargeted for/ A & O&®QSPplatform, used for network switches.
http://oval.mitre.org/language/version5.10/ovaldefinition/complete/catedefinitions-schema.xsd

VMWareESX
Defines tests targeted far a 2 | NESX2Server platform.
http://oval.mitre.org/lanquage/version5.10/ovaldefinition/coplete/esxdefinitionsschema.xsd

FreeBSD
Defines tests targeted for the FreeBSD Operating System platform.
http://oval.mitre.org/language/ver®n5.10/ovaldefinition/complete/freebsdlefinitionsschema.xsd

HRUX
Defines tests targeted for Hewlett I O 1 I N ®@perating System platform.
http://oval.mitre.org/language/version5.10/ovaldefinition/complete/hpudefinitionsschema.xsd

Independent

Defines tests that are independent of a specific software platform.
http://oval.mitre.org/language/version5.10/ovaldefinition/complete/independedefinitions
schema.xsd

CiscdOS
Defines tests targeted fl@isc® & Lh{ LI F GF2N¥ZI dzaSR FT2NJ ySig2N] ag)/
http://oval.mitre.org/lanquage/version5.10/ovaldefinition/complete/iedefinitionsschema.xsd

Linux
Defines tests targeted for a broad set of LINb&Sed Operatingystem platforms.
http://oval.mitre.org/lanqguage/version5.10/ovaldefinition/complete/linyatefinitionsschema.xsd
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MacOS
Defines tests targeted 2 NJ | LJILJX SQa al Oh{ hLISN} GAy3a {eadSYy LXLFGTF
http://oval.mitre.org/lanquage/version5.10/ovaldefinition/complete/macakefinitionsschema.xsd

CizoPixOS
Defines tests targeted flBisc® & t AE h{ LI I GF2N¥Z dzaSR F2NJ Lt FANB
http://oval.mitre.org/language/version5.10/ovaldefinition/complete/pixedefinitionsschema.xsd

Microsoft SharePoint
5STAYSa GSada GFNASGSR T2N) aAONRaz2¥7diQa { KINBt2Ayl
http://oval.mitre.org/language/version5.10/ovaldefinition/complete/sharepotdefinitionsschema.xsd

Solaris
Defines tests targeted for the Solaris Operating System platform.
http://oval.mitre.org/language/version5.10/ovaldefinition/complete/solardefinitionsschema.xsd

UNIX
Defines tests targeted for a broad set of UKB§ed Operating System platforms.
http://oval.mitre.org/language/version5.10/ovaldefinition/complete/unidtefinitionsschema.xsd

Windows
Defines tests targeted for the Microsoft Wiows Operating System platform.
http://oval.mitre.org/language/version5.10/ovaldefinition/complete/windowdefinitionsschema.xsd

6.5 Use of xsinil

When authoring OVAContent it is sometimes required or desirable to make use of an OVAL Entity that
contains no contentThis can even apply to entities whose XML Schema indicates that they should have
content Within OVAL, entities that are allowéd2 6S ayAf fFof Sé¢ o6& GKSANI - a]
@xsi:nil attribute to indicate that the entity should have no content associated with it.

The interpretation or meaning of an entity thath@ = a A YY A f I'a G NHzS¢ aSG Aa RSLISy!
assigned to the mtity by the appropriate documentatiarny entity that allows ai@xsi:nil attribute to
be set must define how this case should be interpreted.

6.6 Validation Requirements

All XML content written against the XNBichemamplementation of the OVAL Languag&JSTbe both
XML Schema and Schematron valid as defined in the XML Schemas associated withSlcaethvil
implementation of the OVAL Language.

Appendix Az Extending the OVAL Language Data Model
The OVAL Language Data Model defines a set of core capabiitissaibed within this Specification
document, with numerous extension points. This appendix highlights the opportunities for extension
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with in the OVAL Language. It is important to understand the ro@\6AL Component Modelvithin

the OVAL Language, they allow OVAL to easily expand to new platforms and system constructs.
Additionally, this appendix will raise awareness of the other extension points that have been built into
the OVAL Language.

OVAL Component Models

The core capabilities described above establish a framework for defdid. @sts thatare related at
some level by the software they descriffests that are identical across multikatforms, and thus
represent a more general class of tesdre groyped together in a OVAL Component Model

These platformspecific constructs are defined in their own Models, caladAL Component Model
TheOVAL Component Modekach provide the necessary construces. (OVAL Tests, OVAL Objects,
and OVAL States) taccomplish checks that apply to the given platform.

When considering a ne®@VAL Component Modat is important to understand what commonality will
be captured by the new extensioAdditionally, the lomevel APIs and other relevant implementation
information should be understood in order to confirm that viability of the implementation of the
extension.

Within the OVAL Component Modgkimilar concepts or concepts that are related to a type of platform
are grouped togetherThesegroupings argurely corteptual as there iso actual linking between

them. Ay | dz{OK/ARLNDEfiaitions can pabntentfrom multiple differentOVAL Component Model
This structure allowthe ability to group checks that relate to a broad section of software together,
while gill retaining the ability to separate disparate ones

OVAL Definitions Model
The following sections describe how the OVAL Definitions Model is extended by OVAL Component
Models to develop platform specific constructs in the OVahguage

New OVAL Tests

OVAL Tests serve as the mechanism for combining an OVAL Object with one or more OV.Al/H&tates
creating @ OVAL Component Moded test is created that extends the abstract OVAL Definitions Model
TestType construct.

An OVAL Test extension will typigalefine the specific OVAL Object and OVAL State that are combined
to form the OVAL Test extensiohdditionally the extension will provide documentation regarding the
extension that describes its purpose and uAk of the remaining detail (the relevadata that must be
collected and how to evaluate the check) will be part of the OVAL Object and/or OVAL State.

New OVAL Objects

OVAL Obijects describe the systswel detail that is required for completing the check that is being
defined Within an OVALComponent Modelan object is created to capture the required information by
extending the abstract OVAL Definitions Mode&l - def:O bjectType construct
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OVAL Obijects typically align with ldewel system APIs or other system level structutdss allows
those implementing the new OVAL Object to more easily understand how to access the required
information while executing the assessment

In order to provide the required information for an OVAL Object extension, the construct needs to
provide documentatin for the extension, and also add any required OVAL Entities to capture the
necessary data for the chedkor information on adding OVAL EntitisseSection0 New OVAL Entity

Optionally, the OVAL Object can define a set of behavidrsse behavigrare used to better direct one
or more aspectof how the required data is collected for the entity.

New OVAL States

OVAL States describe the necessary camstunder which a collected OVAL Item should be considered
a passing checlas such, withinaOVAL Component Modelstate is created to capture the required
information by extending the abstract OVAL Definitions M&tateType construct.

In order to pravide the required information for an OVAL State extension, the construct needs to
provide documentation for the extension and also add any required entities to capture the information
that will determine the result of the check.

Additionally, an OVAL Staextension typically requires that all of the entities that were defined as part
of the associated OVAL Object extension are also included in the OVAL State extension

New OVAL Entity

An OVAL Entity represents a single piece of system configuratioins asdd by OVAL Objects, OVAL
States, and OVAL Items, each with slightly different meaklifigen used in the context of an OVAL

Object the OVAL Entity provides a way to uniquely identify a single OVAMItean used in the

context of an OVAL State the QVEntity provides a way to specify the expected value(s) of an OVAL
Item.When used in the context of an OVAL Item, the OVAL Entity indicates a property and its value that
has been collected

When creating an OVAL Entity, the following pieces of infoonaieed to be defined:

1 datatype
9 operation restrictions when used in an OVAL Object or OVAL State
9 use of xsi:nil

The datatype can be any of the datatypes defined by the OVAL Landimegeperation restrictions
refer to any limitations on the allowedperations for a specific OVAL Entifjhe superset of available
operations is determined by theval: OperationEnumeration . A restriction can be added in the
OVAL Component Mod# limit the available operations to a subset of the enumeration.

Additionally, any OVAL entity that allows the use of nil must define what meaning that condition has
when usedSee Sectiof.5Use of xsi:nil.
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OVAL System Characeristics Model

New OVAL ltems

OVAL Items describe the systdavel details that have been collected as part of an assessrAsrguch,
within an OVAL Component Modeh item is created to capture the collected information by extending
the abstract OVAL Sgsn Characteristics ModélemType construct.

In order to provide the required information for an OVAL Item extension, the construct needs to provide
documentation for the extensioas well asll of the entities that need to exist to hold all of the
colleOG SR AGSYQa NBESOlIyl AYyTF2NNIOGA2Y D

Extension Points within the OVAL Definitions Model
In addition to theOVAL Component Modglother extension points exist within the OVAL Definitions
Model. Those additional extension points are described here.

Generator Information

Thegenerator  construct captures information about the author or tool that created the content
found in the current contextt allows extension via an xsd:any value, which lets an author or tool
provide additional XML information regardingt®e2 y 4 Sy 1 Qa ONBI GA 2y ®

For more information about xsd:any usagege Sectio.2 XML Extensions.

OVAL Definition Metadata

The Metadata content provides additional ¢ertual information regarding the OVAL Contdit
capturesinformation such astle, description, and affected platform and product information
Additionally, the Metadata can provide additional information using the xsd:any construct.

For more informatbn about xsd:any usagseeSection6.2 XML Extensions

Extension Points within the OVAL System Characteristics Model

The OVAL System Characteristics Model provides the framework capabilities for detailing the
information that hasbeen collected as part of an assessméit provide a way to communicate these
details for a given lovevel, this model is extended in titeo ways Generator Information and System
Information.

Generator Information

Thegenerator  construct captures infenation about the author or tool that created the content

found in the current contextt allows extension via an xsd:any value, which lets an author or tool

LIN2E BARS | RRAGAZ2Y T -a[ AYyF2N¥IGAZ2Y NBIFNRAYyI (GKS

For more information aboutsd:any usageseeSection6.2 XML Extensions

System Information
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Thesystem_information construct provides detailed information about the system that has been
targeted for assessmentt capturesinformationsuch as the host name, the IP address for the target,
and other relevant asseatlated fields

Additionally, the information here can be extended using the xsd:any construct to provide additional
assetrelated nformation.

Integrating Asset Identification

The Asseldentification specificatiof provides a standardized way of reporting asset information
across different organizationg\sset ldentification elements can hold data useful for identifying what
tool, what version of that tool was used, and identify other assets used to compile an OVAL document
(e.g.persons organizations, etc.).

To suppot greater interoperability, theoval - sc: system_info  property supports an extension

point that allows arbitrary data to be supplied. It is at this point that OVAL content MAY make use of
extensions to provide Al information using the Al Specification. Please see the Extensions 8&ttion:
XML Extensions for more information.

For more information about xsd:any usagegSection6.2 XML Extensions

OVAL Results Model
The OVAL Results Model provides the framework capabilities for communicating the results of an
assessmenfThis model may be extendedrough Generator Information.

Generator Information

Thegenerator construct captures information about the author or tool that created the content

found in the current contextt allows extension via an xsd:any value, which lets an author or tool

LINE GARS FTRRAGAZ2YIFE -a[] AYF2NNIGA2Yy NBIFNRAYy3I GKS

For more information about xsd:any usagegSection6.2 XML Extensions

Appendix B - OVAL Language Versioning Methodology

The accepted methodology f@VAL &nguage versioning defines a single major and minor version that
applies to the entire OVAL Language. These major and minor components are what allow changes to the
languageo be classified as either major or mind¥henever a modification is made to ti@vAL

Language, the versiarf the languagenust changeAll changes made in a minor version will be

backward compatible with the previous minor versions within a given major version. Major versions are
only needed when a change to the OVAL Language is thatis not backwards compatible. It is quite
possible to introduce new capabilities to existing language constructs within a minor revision as long

'8 Asset Inventory (Alhttp://scap.nist.gov/specifications/ai/

134

Copyright © 2011The MITRE CorporatioAll rights reserved.


http://scap.nist.gov/specifications/ai/

The OVARLanguage SpecificatioWersion 5.10 Revision 1
Date: 0914-2011

backward compatibility is maintaine@here is also the possibility for addressing critical defectswtiia

result in breaking backward compatibility within a minor revision of the OVAL Language. This possibility
must be reserved for addressing defects that will result in invalid content, nonsensical content,
interoperability issues, or othagritical issies.

ThecompleteOVAL LanguagéersioningVethodologyis available on the OVAL website

Appendix C- OVAL Language Deprecation Policy

When an OVAL Language construct is marked as deprecated its usage becomes strongly discouraged and
it will be removed ira later releaseConstructs may be removed for a number of reasons including
securityissues languageconsistency or obsolescence. When a language construct is deprecated in

remains as a valid construct of the OVAL Language for at least one releasef tiiel OVAL Language.

All deprecated constructs are clearly annotated in the OVAL Language schemas and this specification
document including a detailed description of the justification for deprecation.

The completéDVAL Language DeprecatiBalicyis avalable on the OVAL websité

Appendix D - Regular Expression Support

The OVAL Language supports a common subset of the regular expression character classes, operations,
expressionsand other lexical tokens defined within Perl 5's regular expression specification. This
common subset was identified through a survey of several regular expression libraries in an effort to
ensure that the regular expression elements supported by OVAbevilompatible with a wide variety

of regular expression libraries. A listing of the surveyed regular expression libraries is provided later in
this document.

Supported Regular Expression Syntax
Perl regular expression modifiers (m, i, s, X) are notsupd. These modifiers should be considered to
always be 'OFF' unless specifically permitted by documentation on an OVAL Language construct.

Character matching assumes a Unicode character set. Note that no syntax is supplied for specifying code
points inhex; actual Unicode characters must be used instead.

The following regular expression elements are specifically identified as supported in the OVAL Language.
For more detailed definitions of the regular expression elements listed below, refer to theiiptens

in the Perl 5.004 Regular Expressimtumentation. A copy of this documentation has been preserved

for reference purposefLO]. Regular expression elements that are not listed below should be avoided as

“The OVAL Language Versioning Methodolutps://oval.mitre.org/language/about/versioning.html
“The OVAL Language Deprecation Pdilityy.//oval.mitre.org/language/about/deprecation.html
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they are likely to be incompatible or hadéferent meanings with commonly used regular expression
libraries.

Metacharacters

\ Quote the next metacharacter
A Match the beginning of the line
Match any character (except newline)
$ Match the end of the line (or before newline at the end)
| Alternation
() Grouping
[l Character class

Greedy Quantifiers

*  Match 0 or more times

+ Match 1 or more times

?  Match 1 or O times

{n} Match exactly n times

{n,} Match at least n times

{n,m} Match at least n but not more than m ti mes

Reluctant Quantifiers

*?  Match O or more times

+? Match 1 or more times

?? Match 0 or 1 time

{n}? Match exactly n times

{n,}? Match at least n times

{n,m}? Match at least n but not more than m times

Escape Sequences

\t tab (HT, TAB)
\'n newline (LF, NL)

\'r return (CR)

\f form feed (FF)

\ 033 octal char (think of a PDP -11)

\ x1B hex char
\'¢c[ control char

Character Classes

\'w Match a "word" character (alphanumer ic plus"_"
\ W Match anon - word character

\ s Match a whitespace character

\'S Matchanon - whitespace character
\'d Match a digit character
\ D Matchanon - digit character

Zero Width Assertions
\ b Match a word boundary

\ B Matchanon - (word boundary)

Extensions

(?:regexp) - Group without capture

(?=regexp) - Zero - width positive lookahead assertion
(?'regexp) - Zero - width negative lookahead assertion

136

Copyright © 2011The MITRE CorporatioAll rights reserved.



The OVARLanguage SpecificatioWersion 5.10 Revision 1
Date: 0914-2011

Version 8 Regular Expressions

[chars] - Match any of the specified characters

[chars] - Match anything that is not one of the specified characters

[a-Db] - Match any character in the range between "a" and "b", inclusive

alb - Alternation; match either the left side of the "|" or the right

side

\n - When 'n'is a single digit: the nth c apturing group matched.

Appendix Ez Normative References

[1] W3C Recommendation for H&ncoded Binary Data
http://www.w3.org/TR/xmiSchema?/#hexBinary

[2] W3C Recommendation for Boolean Data
http://www.w3.org/TR/xmiSchema2/#boolean

[3] W3C Recommendation for Float Data
http://www.w3. org/TR/xmEchema2/#float

[4] W3C Recommendation for Integer Data
http://www.w3.org/TR/xmISchema2/#integer

[5] RFC 4291IP Version 6 Addressing Architecture
http://www.ietf.org/rfc/rfc4291.txt

[6] W3C Recommendation for String Data
http://www.w3.org/TR/xmISchema2/#string

[7] IEEE St802-2001¢ IEEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture
http://standards.ieee.org/getieee802/download/802001.pdf

[8] Lexicographic Equality
http://www.gnu.org/software/quile/manual/html node/StrinegComparison.html

[9] Perl Compatible Regular Expression Support in OVAL
http://oval.mitre.org/lanquage/about/re support 5.6.html

[10] Perl 5.004 Regular Expressions
http://oval.mitre.org/lanquage/about/perlre.html

[13] W3C Recommendation f@oubleData
http://www.w3.org/TR/xmlschem&?/#double

[14] W3C Recommendation f&/RIData
http://www.w3.org/ TR/xmlschem&/#anyURI
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[15] W3C Recommendation fansigned inData
http://www.w3.org/TR/xmlschem&/#unsignedInt

[16] RFC 2118 Key words for use in RFCs to Indicate Requirement Levels
http://www.ietf.org/rfc/rfc2119.txt
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Appendix F- Change Log
Version 5.10 Revision 4 September 14, 2011
Publishednitial revision of the version 5.1€pecification.

Appendix G- Terms and Acronyms

Terms
OVALBehaviorg Anaction that can further specify the set of OVAL Items that matches an OVAL Obiject.

OVAL Test An OVAL Test is the standardized representation of an assertion about the state of a
sysem.

OVAL Object An OVAL Object is@llection of OVAL Object Entities that can uniquely identify a single
OVAL Item on the system.

OVAL Component AnOVAL Construct that is specified in theal - def: ComponentGroup .

OVAL Functiog! y h+! [ CdzyQliAz2zy A& I OFLIO6AfAGE dzASR Ay h
value.

OVAL Variable An OVAL Variable represents a collection of vatlasallow for dynamic substitutions
and reuse of system state information
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OVAL Object Entitg An OVAL Object Entity istarsdardized representation for specifying a single
piece ofsystem statanformation.

OVAL State Entitg An OVAL State Entity istarsdardized representation for checking a single piece of
system staténformation.

OVAL lterEntity ¢ An OVAL Item Entity is taadardized representation for a single piece of system
stateinformation.

OVAlcapable product; Any product that implements one or more OVAL Adoption Capabilities as
defined in the OVAL Adoption Program.

OVAL AdoptiorProgram¢ An on-going effort to educate vendors on best practices regarding the use
and implementation OVAL, to provide vendors with an opportunity to make formahsséftions about
how their products utilize OVAL, and to help MITRE gain deeper ingightsow OVAL is or could be
utilized so that the standard can continue to evolve as needed by the community.

OVAL Adoption Capabilitg A specific function or functions of a product, service, or repository that
implements some defined aspect of the OVAL Language. The following OVAL Adoption Capsebilities
currentlydefinedas follows

1 Authoring Toolg A product that aids in the process ofeating new OVAL files (including
products that consolidate existing definitions into a single file).

91 Definition Evaluatorg A product that uses an OVAL Definition to guide evaluation and produces
OVAL Results (full results) as output.

1 Definition Reposibry ¢ Arepository of OVAL Definitions made available to the community (free
or pay).

1 Results Consumer A product that accepts OVAL Results as input and either displays those
results to the user, or uses the results to perform some action.

1 System Charactéstics Producer Aproduct that generates a valid OVAL System Characteristics
file based on the details of a system.

Acronyms

CCE Common Configuration Enumeration

CPE Common Platform Enumeration

CVE Common Vulnerabilities and Exposures

DHS Department ofHomeland Security

DNS Domain NameSystem

IP Internet Protocol

MAC Media Access Control

NAC Network Access Control

NIST National Institute of Standards and Technology
NSA National Security Agency

OVAL Open Vulnerability and Assessment Language

139

Copyright © 2011The MITRE CorporatioAll rights reserved.



The OVARLanguage SpecificatioWersion 5.10 Revision 1
Date: 0914-2011

SIM  Securityinformation Management
UML Unified Modeling Language

URI  Uniform Resource Identifier

URN Uniform Resource Name

W3C World Wide Web Consortium
XML eXtensible Markup Language
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