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Who are we and and why are we talking? 

 Who are we? 

– Charles McClain, Advisory Software Engineer, IBM Infosphere Guardium 

– Louis Lam, Database Manager, IBM Infosphere Guardium 

– Responsible for IBM Infosphere Guardium database vulnerability assessment 

content 

 Why are we talking? 

– Guardium is an industry leader in database activity monitoring and database 

vulnerability assessment 

– Guardium application is 10 years old, about to release v9.0 

– IBM acquired Guardium in 2010 

– IBM  is a database vendor – DB2, Informix, and Netezza 

– In the coming release of our application, we've translated our proprietary 

database assessment results into an SCAP-compliant results stream 

– We're working with the OVAL/MITRE people to identify current OVAL issues 

relating to database vulnerability assessment, and to suggest possible 

improvements 
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Why shouldn't we be talking? 

• We are not SCAP or OVAL experts 

• You probably know SCAP and OVAL much better than we do 

• We don't have all the answers 
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Why should you care about database vulnerability assessment? 
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Database Servers are the Primary Source of Breached Data 

Sources: Verizon Business Data Breach Investigations Report 2009, 2010 
www.verizonbusiness.com/resources/reports/rp_2010-data-breach-report_en_xg.pdf 

% of Compromised Records 

2009 2010 
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Although much angst and security funding is given to offline data, 

mobile devices, and end-user systems, these assets are simply not  

a major point of compromise.” 

InformationWeek 
“Epic Fail”  
10/11/2010 
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Why should you care about database vulnerability assessment? 

Hundreds of thousands of secret reports regarding US 
wars in Iraq and Afghanistan published on WikiLeaks.
December 2010: A private in the US military, downloaded top secret military 
documents and passed them to journalist for publication.  This puts US national 

security at risk as well as the lives of those named in reports. 

Unprotected test data sent to and used by test/
development teams as well as third-party consultants.
February 2009: An FAA server used for application development & testing was 
breached, exposing the personally identifiable information of 45,000+ employees.

SQL injection is fast becoming one of the biggest and 
most high profile web security threats.
April 2011: A mass SQL injection attack that initially compromised 28,000 
websites shows no sign of slowing down. Known as LizaMoon, this malicious code 
is after anything stored in a database.

Hackers obtained personal information on 70 million 
subscribers. 
April 2011: Malicious outsiders stole name, address (city, state, zip), country, 
email address, birth date, PlayStation Network/Qriocity password and login, and 
handle/PSN online ID, and possibly credit card numbers from 70 million Sony 
PlayStation users.
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Why should you care about database vulnerability assessment? 

 73% of security professionals say the volume of database attacks will increase 

 $7.2M USD is the average cost of a data breach 

 88% of organizations surveyed had at least one data breach 
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What's different about database vulnerability assessment? 

 90% of database breaches perpetrated by insiders, not hackers 

 Most of these “insider” breaches involve misuse of database privileges – system 

privileges, role privileges, and/or object privileges 

 Privileges maintained in the database catalog 

 Catalog format unique to each DBMS 

 Catalog may be centralized or decentralized 

 Pass/fail for a given test may depend on complex SQL query involving 100's or 

1000's of databases, users, objects, and privileges 

 A simple pass/fail isn't enough; failure requires reporting of every combination of 

database, user, object, and privilege that caused failure 
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Why not just use <sql57_test>? 

 Connection String Issues 

– <connection_string> exposes credentials 

– <connection_string> exposes database identification 

– <connection_string> associated with each test 

– No link between <connection_string> and asset identification 

– Need for <datasource> entity 

– Execution location 

 <engine> enumeration updates 

– Database types 

– Distinction between DB2 products 

 Multi-database queries (Decentralized catalog) 

 Support for test categories, identification of executable 

 Support for failure detail 

 Exceptions from tests 

 Lack of tool support for SQL tests 
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<connection_string> exposes credentials  

  <objects> 

    <ind-def:sql57_object xmlns="http://oval.MITRE.org/XMLSchema/oval-definitions-5#independent" 

      id="oval:com.ibm.guardium.va:obj:2134" version="1"> 

      <ind-def:engine>oracle</ind-def:engine> 

      <ind-def:version>11.1</ind-def:version> 

      <ind-def:connection_string> 

        jdbc:oracle:thin:@server1.guard.swg.usma.ibm.com:1521:ORCL,SYSTEM,MANAGER 

      </ind-def:connection_string> 

      <ind-def:sql>select ENAME from EMP where EMPNO=7369</ind-def:sql> 

    </ind-def:sql57_object> 

  </objects> 
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<connection_string> exposes database identification 

  <objects> 

    <ind-def:sql57_object xmlns="http://oval.MITRE.org/XMLSchema/oval-definitions-5#independent" 

      id="oval:com.ibm.guardium.va:obj:2134" version="1"> 

      <ind-def:engine>oracle</ind-def:engine> 

      <ind-def:version>11.1</ind-def:version> 

      <ind-def:connection_string> 

        jdbc:oracle:thin:@server1.guard.swg.usma.ibm.com:1521:ORCL,SYSTEM,MANAGER 

      </ind-def:connection_string> 

      <ind-def:sql>select ENAME from EMP where EMPNO=7369</ind-def:sql> 

    </ind-def:sql57_object> 

  </objects> 
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No link between <connection_string> and asset identification 

    <core:relationship subject="database_1" type="arfvocab:servedBy"> 

      <core:ref>service_1</core:ref> 

    </core:relationship> 

. 

. 

  <assets> 

    <asset id="database_1"> 

      <ai:database> 

        <ai:instance-name>ORCL</ai:instance-name> 

      </ai:database> 

    </asset> 

    <asset id="service_1"> 

      <ai:service> 

        <ai:hostname>server1.guard.swg.usma.ibm.com</ai:hostname> 

        <ai:port>1521</ai:port> 

        <ai:protocol>TCP</ai:protocol> 

      </ai:service>  

     </asset> 

  </assets>  

. 

   <connection_string>   

     jdbc:oracle:thin:@server2.guard.swg.usma.ibm.com:1522:INST1,SYSTEM,MANAGER 

   </connection_string> 
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Connection string issues – Possible solution 

 Remove connection string from <sql57_object> entirely, put connection 

responsibility on tool 

 Still need some way to tell tool what database to connect to 
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Encapsulated datasource identification at asset level 

     

  <assets> 

    <asset id="datasource_1"> 

      <ai:datasource> 

        <ai:datasource-id>173689</ai:datasource-id> 

        <ai:datasource-name>Charlie's Oracle 11g datasource</datasource-name> 

      </ai:datasource> 

    </asset> 
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<engine> enumeration updates 

 Netezza, Teradata missing 

 DB2 LUW, DB2 z/OS different products 

– Different codebases 

– Tests that work on DB2 LUW don't work on DB2 z/OS, and vice versa 
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Proposed solution 

  <xsd:complexType name="EntityObjectEngineType"> 

      <xsd:simpleContent> 

         <xsd:restriction base="oval-def:EntityStateStringType"> 

            . 

            <xsd:enumeration value="db2"/> 

            <xsd:enumeration value="db2-luw"/> 

            <xsd:enumeration value="db2-zos"/> 

            . 

            <xsd:enumeration value="netezza"/> 

            <xsd:enumeration value="teradata"/> 

            . 

            <xsd:enumeration value=""/> 

         </xsd:restriction> 

      </xsd:simpleContent> 

   </xsd:complexType> 
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Multi-database queries 

 DBMS catalog types 

– Centralized (Oracle) 

– Decentralized (Sybase, SQL Server) 

 Privilege tests must examine all privileges in entire catalog 

 For decentralized catalog DBMS's, that involves: 

– Executing a query to discover databases 

– Executing the test query against each discovered database 

 Pass/fail is based on results of all queries 
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Possible solutions 

 OVAL-centric 

– Add a behavior to <sql57_object> (<behavior decentralized=”true/false”/>) 

– Add a <catalog_sql> entity to the <sql57_object> 

– If <behavior decentralized=”true”>, tools must first execute <catalog-sql> to 

discover databases, then iteratively execute <sql> against each discovered 

database 

 Tool-centric 

– Put the burden on tools to know whether a DBMS is centralized/decentralized, 

based on DBMS identification in the <engine> entity 

– Put the burden on tools to know the form of the database discovery query for 

each decentralized DBMS 

– Put the burden on tools to know that, for decentralized DBMS's, the query in 

<sql> must be executed iteratively for each discovered database 

 In either case, test must fail if <sql> query returns any rows for any discovered 

database 
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Support for test categories, identification of executable 

 SQL tests require a supporting code mechanism in the tool 

– Custom code mechanism for that test only 

– Code mechanism that supports a class of tests (e.g., CVE tests) 

– User-defined tests 

 <engine> and <sql> entities don't always provide enough information to determine 

which code mechanism to choose for a test 

 Need a way to tell the tool which category a test belongs to – i.e., which code 

mechanism to use 
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Possible solutions 

 OVAL-centric 

– Add a <category> enumeration to <sql57_object>, limiting the categorization of 

tests to enumerated categories 

 Tool-centric 

– Add an integer <category> entity to <sql57_object> 

– Leave the use of <category> to the tool 
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Complex queries 

 Some database vulnerability assessment tests require very complex queries, 

including, but not limited to: 

– Multi-table queries involving complex JOIN and filter conditions 

– UNION SELECT queries involving a dozen or more tables 

– Subqueries, both simple and correlated 

– Anonymous block execution 

 These queries can run to 100's of lines 

 These queries can and must use DBMS-specific features 
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Solution 

 Put the burden on tools to support any and all queries supported by the DBMS 

 Include clear documentation to that effect in the OVAL specification 
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Support for failure detail 

 For complex privilege tests, the <sql> query that determines pass/fail is typically 

something like “select count(*) where [condition] is true” 

 Test should fail if count > 0 

  Upon failure, tests must provide failure detail – each combination of user, object, 

and privilege that caused the test to fail 

 This detail can run into 100's or 1,000's of lines 
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Possible solutions 

 Add a <detail_sql> to <sql57_object>, to be conditionally executed if and when the 

test fails 

 Stipulate that the original <sql> query is the detail query, and that pass/fail is 

determined by <sql57_state> 

 PERFORMANCE IMPLICATIONS? 
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Exceptions from tests 

 In the real world – particularly for tool vendors whose products are used by many 

customers – tests must be able to observe exceptions 

 EXAMPLE: 

– CIS v2.01, Item 9.07:  “Only DBA access to SYS.USER$” 

– Certain Oracle components (e.g., APEX and XDB) install administrative users 

with such privileges, and will not function if you revoke those privileges 

– Impossible to know in advance whether a customer will be using APEX and/or 

XDB 

 In other cases, customers have simply configured their environment in a particular 

way and don't want to change it – and don't want to exclude the test 
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Possible solutions 

 OVAL-centric 

– Add an <exception> entity to <sql57_object> (PROBLEM:  Exposes user 

information in clear text) 

 Tool-centric 

– Put the burden of observing exceptions on the tool (PROBLEM:  Test passes 

when, by all visible evidence, it should fail) 
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Where We Want to Be 
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Datasource Contain 

 Datasource name 

 Database type 

 Description 

 User credential 

 Encrypted Password 

 Host or IP 

 Port, 

 Database or instance 
information 

 Relevant information 
for CAS agent. 
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Datasource definitions 
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Security Assessment 

 List of assessments 

 Create or Modify 
assessment. 

 Create custom tests 

 Execute assessment 
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Adding datasources to a given security assessment. 
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Add tests to an assessment for each DBMS type.  Guardium support eleven DBMS 
types in over 1200 tests. 
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Security assessment result summary 
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Security assessment result in detail 
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Exception test facility 
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CVE tests in detail 
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How We Get There 

 Phased approach 

– Address <sql57_test> problems first 

– Address non-OVAL problems later 

 Involve tool vendors 

 Add support for <sql57_test> to ovaldi as a proof-of-concept 


